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I

The increasingseverityof military electromagneticenvironments
and the potentially adverse effects of these environmentson the per-
formanceof air launched ordnance systems have reached the point here
they pose a threat to the successfuldeploymentO! air launchedordnance .,
systems. To counter this threat, the U.S. Air FOK= has develqx?d
an ElectromagneticRadiation (EMU Hardness Program to ensure that
adequate~ hardening measures are incorporatedinto the design, devel-
o~nt, and production of future systems to protect them from lMR opera-
timal environment.

‘1’bishandbcxikprovides guidance for establishing,implementing
and managing an effective PMR hardnessprogram throughoutthe life
qcle of an air launched ordnance system. EMR hardness is one of sev-
eral disciplinesconcerned with the detrimentaleffects of eleclxomag-:

2 netic environments. Other disciplinesincludeEW, WP, XQl, and
HETU1. While this handbook is directed specificallyto E?lRhardness,
tbe program established should be ccxxdinatedand consolidatedwith
all other electro-gnetic eff~ts disciplines invokedon the system
to provide efficient and cost eff~ative solutionsto the electromagnetic
effectsproblems.

“.

..
, ---- . -. - -- . - - -- - - -- - - --- - -- . -- - --- --- - - ---- -- - -- -- -- - - .- . - - . - - . . - -- - --,--- ~

~ Beneficialcouments {recoumendatioms~a$dithm~ deletions)..and.any t~
; perthent data which may be of use in improvingthis docmen

...-
t should *

: be addressd to: Rome Air DevelopmentCenter, RAOC (RB@-’~j,6riffiss ;
I ~. w 13441, by using the self-addzessedstandardization~~nt

9
#

; ImprovementPropxal (DD”Form 1426) appearingat the end of this
a
e

~ documentor by letter. :
--.----------.------------------..------.--------------------------------●
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SEcrxo?l1 - m’RolxJcTIon

1.1 PURPOS8. The purpose of th!sdocumentfs to provideprogram
managersand systemde~i~er’swfth guidan~e’?or the designtdevelop-
ment,and acqufaltionof air launchedordnancesystemsUhichare hard-
enedagainstthe detrj~ntal effeotsof elect~gnetie radiation(~]. -

T.2 SCOPE. The material*n thishandb’wkla ~ntendedto be 8PP1SCJ6
duringthe development,des~l?n,Produotsofi,and deploymentof air launched
ordnancesystems. The materialIs des@ned to provideproteotlonfor
air launchedordnance~y~t~s dur%ngthatportionof the life aycle
fromthe time the svgtemis at~ched tO the deljveryaircraftmtil -
the systemimpactsa target. The ,EMRmvjronmentsare consideredto
extendfrom 1 MHz to 100 CHz.

J.3 PORMAT. The materialIn the remainderof the handbook~s divided
Into f~ve sectionsan$ fifteenappendices.

Sectl.on2 (ReferencedM“cuments)l?stsmilltsq docuaents~lch
may be tailoredto tnvokeEMR h~rdnessrequ~rementsand controlinto
the acqufs~tlon~roce~s, ~fle thereare cuwently no &ove~lSelltSpeCl-
flcat.ionsor standardgwtylchspec!flcallYaddress~ susceptibility
OF vulnerabjlltvof alv lnunchedordnancewstems, the more general
electromagneticcornpat~b~l~tv(~C) documentsIjstedfm thfs section
can be tailoredto addressthe EM? hardnessproblemin contractual “
documentation.The tnformat.~onin this sect~onis ~ntendedfor govern-
ment InanaKement and procurement personnel who are reSpOI’IS~blG for en8ur-
?ng that E?lRhardness$s adequatelyaddressedIn contractdocuImntS.
(Information on ta%lol=~nRspecfflcatlonsand standardsis presented
in AppendixJ.)

Section3 (TheE!4RVulnerabilityProblem)describesthe nature,
causes.and effect~of EMR vulnerablljty.‘Me lnformst$onin this
section!s jntendedfor management,desjgn,and eng~neer$ngperSOQnel. “
It ~eeksto convey an under~tandingof the overallEMR vulnerab%ljty
problemand to providegeneraldescr~ptionaof the ~ envlromemt, .
the env.i.r’onment-to-gystem couplingmechanlams,and the degradation“
effectsof EMR vulnerability.

Section4 (EMRHdrdnesaControland Management)describesam
overallmanagementapproachfor ituplementinRan EN’Ithardnessprogram “
over the entireIjfe cycleo!’an ajr ],aunched.ordaancesystem. The
mater~al!n this sectjonIs ‘ntendedprimarilyfor programumagers
and EMCAB personnelwho are ‘esponajblefor thedevelopment,f.~lemenea-
tion,and controlof EM hmrdnessprogramsforair launchedordnance
2ystem9.

Section5 lEVRHawlen~npDestKn)descpjbesan overallapproach” - ‘
and the apeclflcprocefiuresthatcontractorpersonnelmay utilizeto
ensurethat the EFR hardnessrewlrementsare sat$sf!.eddur~ngthe
developmentand Fabrfcat$onaf a system. rne informationin this sec-
tion 4s ‘nt.ende~Prina-!lv$@r contractors’management,design,and

1
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“’)
engineeringpersonnelwho are responsiblefor incorporatingadequ~te
E?4Rhar@nessintothe designand f’abricatjonof air launchedordnance
systems. The mterial in this sectionwill also be of interestto
governmentprogrammanagersand EMCAB personnelwho are responsible
for monitori,nKand evaluatingcontractors’EMR hardnessefforts.

Section6 (EMRHardnessMeasurementProgram)describesan over-
all testand evaluationplan to verifythe EMR hardnessof a system.
The informationin thissectionis intendedfor both the programoffice
personnelwho are responsiblefor establishingand evaluatingan over-
all measurementplanand the contractorpersonnelwho are responsible
for developingan EMR hardnesstest plan and performingEMR hardness
tests.

The appendicesdescribein greaterdetaflmajorareaswhich
must be addressedin an EMR hardnessprogramand provideadditional
guidancefor addressingthesearess. The appendicesincludethe fol-
lowing:

A. EMR Environment

B. EMR Environmi=ntForecast~ngCapabllltiesat ECAC

c. Analysisand Prediction

D. The IntrasvstemAnaljsisProEram~IAP)

E. Establishing

F. Establishing

G. EMR Hardness

H. EMR Hardness

I. EMR Hardness

J. Tajlorjngof

Susceptib~litvLevels

EMR HardnessCriterfa

DesignPractices

MeasurementTechniques

Considerationsin ProgramDocuments

Specificationsand Standards

);

Y. Outlinefor EMR HardnessProgramPlan

L. Outlinefor EMR HardnessControlPlan

M. Outlinefor EMR HardnessTest Plan

N. EMR HardnessBibliography

o. Definitionsand Acronvms

2
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2.L IssmOF ~. The follwing documentsof the issue
in effecton date of invitation for bide or request for prOpOS~l,
form a part of this handbookto the extentSpecifiedherein.

s?9cIF2cA7mm9
MILITARY

KX*B-6051

Mmxmfly
M2L-STw461

MIL-STO-462

MIL-STO-463

HIL-STD-1377

MIL-STPl!i41

.

MILITARY
MIL-EDBK-237

[Copiesof apecifi-tims,

ElectroaMgneticCongmtibilityRequir-ta,
Systems

BlecUoMgtitic”Xn@rfere= CJW8C*CiStha
RequirementFor Equi~nt

ElectromagneticInterferenceChMaCttKti&iCSs
MeasurementOf

fMfiTiitkSM?and SY8tt19Of UI!itt3tElectro=a@mHc
InterferenceTechnology

Effectivenessof Cables,Connectors,
WeaponEnclosureShieldingand ?ilter*
In PrecludingHasaxdsof Electroaagmsttc
Radiationto Orhance~ Maasuremnt of .

“ElectromagneticCompatibilityRe@re~=
Por SpaceSystems

EQectiomagneticC@mpatibiliCy/Interference
PrcqramRequirements

.

standards,drawings,”andpublicathms rqired
by contractorsin connectionwith specificprocurementfunctionsshould
be obtaimd from the procuringactivityor an directedby the contractbg
officer.)
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SECTION3- TR3WR VWiBRABILITT~

3.1 CAUSES MD EFFECTSOF RfR WLNBRABILI~- The missjonr.equjre-
mentsof air launchedordoancesystemsdictatethat they operatein
~ntenseand hjghlvcomplexelectromWmetlcenvironments.Fwm the
time the sygteinIs attachedto the deltveryaircraftuntil<ttimpacts
a target,it %s exposedto electroma@etlcradfat$onfromedtters .

aboardthe deliveryajrcraft,fromemltteraaboardotheraircraft,
or fromemitterslocatedon the ground. The environmentcreatedby
theseemittersmay conta~nsignalswhichreachhundredsof voltsper
meter in level,employcomplexmodulations,and span a Frequency ran&e
of 1 MHz to 100 GHz. If thesesignaleare coupledinto sensitiveelec-
troniccircuitsof the alr launchedordnancet!ystem,then degradation -
of circu!tperformance may occur. Any degradationWhich 3s wfflclent
to mmprom$se the svstemmlsslon COnStjtUtt?S t?kCtrO!WAlt?’tfNfCVUhVM’’i!-
b~l%ty. q

3.2 mmmmvmmmtr. The increaseduse of high powerelectromag-
neticemtttershas broughtaboutsourceswith effect~,veradfatedpower
(ERP)outputlevelsrangingup to tensof megawatts. Thesesources,
whichare very oftendesignedto intentj,onallyradiatepowerwithin
selectedport.jonsof the RF spectrum.can createverv intenseelectro-
magneticfieldsat lar~edjstancesfromthe sourcelocation. Where
tact$calrequirementsor spatiall~mftatlonsdictatethe operation
of ~ensltlveelectronicsystemsin closeproximityto thesesources,
the systems may b.?exposedto electroma~neticfieldIevelawhichfar
exceedthe normalde~lgnrequ~rementsof the systems. ‘

Any h$gh powerem$ttermay createEMR vulnerahllityproblem,
e!therthrou~hthe unintentional or j,ntentlanalradlatlonof W emergy.
Intent~onalsourcesare thosedestgnedspecificallyto radiateE?$ energy,
for example,radar.communication,EW, Navatds,or other typesystems.
The predom~nantgourcesare thosewith hfgh poweroutputlevelsand
htgt!lyd$rect~veantenna$. In particular,manypulsedradarsystems
radiateextremelyhigh peakpowerlevels. Systemswhichare ~llumlnat&l
by the ma~n beamsof pulsedradarantennasmay be subjectedto field
tntenaitylevelsof hundredsof voltsper meter.

In the performance of Its Intendedmls~ions,an alr launched ‘
ordnancesystemw~ll he exposedto severaldifferentelectromagnetic
environmentscreatedby”dlfferentcombinationsof radlatlon!kcmsources
locatedon the delivery aircraft,on otheralrzraft,and on the ground.
The compoa%teof theseenvlronmentawill be characterized by I-twnse
electromagneticfields,signalfrequenc~esrangingfrom 1 MHz to 100
G!iz,and com@ex signalmodulatj.ons.Suchan environmentposesa ~jor
EMR threatto the operationof an alr lwnched ordnancesystem. To
‘insurethat th!s threatfs min~mlzed.oreliminated,it is LIskndator?
that the operatingenvironmentof the systembe well defjnedin order
to permttthe determinationand jncorporatlonof appropriatesystea
hardeningtechniques.

5
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The Electromagnetic
developed.a capab~ljty for
launched ordnance systems.

CompatibilityAnalysis Center (ECAC) has
defining compositeenvironmentsfor air
Thjs capabilityprovides a means of defini-

ng the EMR environment for a given system based on the system type
and function, the type of deliveryaircraft,other aircraft involved,

the theater(s)of operationand the types of targets.

3.3 mIROm-TO-SYS~ COUPLING. Coupling is defined as the tnei~ns

by which a magnetic, electric,or electromagneticfield produced by
one system induces a voltage or current in another system, and Is broadly
classifieda$ conductiveor free-spacecoupling. Conductivecoupling
occurs between two systemswhen the systems are physicallyconnected
with a conductor and share a common impedance. Free-spacecoupling
is the transfer of electromagneticenergy between two or more systems
not directly interconnectedwith a conductor. Dependingupon the dig-.
tance between the systems.,free-spacecoupling is usually defined.as
either nea~-field or fav-fjeld. Near-fieldcoupling can be subdivided
tnto ~nductjve or capacitivecoupling,according to the nature of the
electromagneticfield. In jnducttvecouDllng, the magnetic field set
up by the source links the receptor. Capacitivecoupllng js producec!
by an electric field between the source and receptor.

Radiation of energy by electromagneticwaves is the pr~ncipal
coupling mechanism in far-fieldcoupling. The term, radiated coupling,
is sometimes used to describe both near-fteldand far-fieldcoupling,
However, radiated coupling is generallyaccepted as the transfer of
energy from a source to a receptorby means of electromagneticwave
propagation through space accordingto the laws of wave propagation.

During the life cycle of an air launchedordnance sYstemt und~+
sired electromagneticenergy may be transferredto the system via radi-
ated coupling from sources on the deliveryaircraft,on other aircraft,
or on the ground. The amount of energy which is coupled will be depen-
dent upon the size and configurationof the system, the orientation
of the system wjth respect to the energy source, and the frequency
and polarizationof the incidentenergy.

Energy which 5s coupled to a system from an incidentelectrom3-
netic field will cause current to flow on the surface of the system.
If these currents are interruptedbya discontinuityIn the form of
a hole or seam in the surface, the field will penetrate into the inter-
ior of the system. The amount of penetrationwill depend upon the
distributionof current on the system surface and the size and configur-
ation of the hole. Once penetrationhas occurred, the undesiredenergy
may be coupled to internal c~rcujtsand components through a combinat-
ion of conductedlfpee-spacecoupl$ngpaths. If the system is unable
to d~.stinguishthe coupled enerRv from legitimatesignals,the system
perfor~ancemay be degraded.

3.4 DEGRADATION EFFECTS. UndesiredRF energy whjch is coupled tcl
a semicc!?c!uctordevice will be absorbed‘bythe device. The amount
of energy absorbed will depend on the level of energy coupled to the
device v<a interconnectingwirjng and cables, the frequencyof the
undesiretisignal, the.typeznd operatingconditionsof the device in-

.
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‘) volved, the dev~ce port,tnto wh~c!?the ener$tyIs coupled,and’the fhqwf-
ante of the jn.iectlon port. I%e effect of the coupled energy on th@
device pe~formancecan ~ange i?oz an alterationof the dev~.ceopemtj~
characteriatjcgto device failu-e. At low levels of power absorptlou
the p~edcmj.nacterfpct wjll be tiev+ceperformancedegradationwhereas
h~,gher~evel~ of pow~r absorption will result in device fatlure.

,
The basfc mechanjsmb; wh$ch dev$ce”performance!,saffecteQ

*S rect~f’tcatfonof’the coupled RF ener~y ab p-n ~unct+.ons.The.rec-
tf.f!edcurrent (volt,aQe)wj~l ~ppear as a dc or video Slunal depem.cE$w
upon the modulation characteristics of’ the RF energv. For W RF emerww
the rect$fled current wfll produce a DC shift In the quiescent ope~t-
Ing point of the devfce. For pulsed RF, the oPerat~.n&w~nt effect~~lY .
becomes a superpositionof the orfgjnal (no RP) value w$th a video
s$gnal wh~ch is a replica of the RF envelope.

The effect of device performancedegradat~onor fajlure on ~-
teniperformancewill deDend upon the funct$onof the circuit in which
the dev$ce Is employed and the functfon of ~nterconnectedclrculti

,. and subsystems. For example, CM RF ener~y which !.srectified in en
analo~ ampl!ffer may cause a shift in the qu~escentoperating oojmt.
of the an!pl.tfjer’or change the amplifier gain. Similarly,a change
of state maY be ~nduced in a dittitalcircuit. Where the undeslre@
signal is modulated,the detected modulationwaveform may.appearas
an output of the device. ~e~e effects my be propagatedthrough imt~
connected circutts and subsystems and deRrade the operat~onof the
circuit or swbsystem. The spec?fic effects of coupled energy on clr-
cui.t,subsystem,and svstem performancecan only be determinedby the
system destuner, be~jnnin~with a determinationof the effects pmducedl
on specif~c dev~ces and then at?alvzingthe Impact of device perfomname
degradation or failureon c~rcult and subsvstembehavior.

.

.
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-IOR 4 - M RMMESS CONTROLMD MAHAC=.

4.1 pROCRAHHANAWRIS RESPOHHBILITIX3. The programmnager 19 re-
sponsiblefor ensurtngthatan effect~veEMRhardnessprogramp~n
Is developedearly jn the conchptdevelopmentphaseof the program
and thatthe EKR hardnessprogramdefinedtn thisplan is!implemented
and evaluatedthroughout the lffecycleof the systembeln$devtiloped;
The prog~m managershouldensurethat: .

a.

b.

c.

d.

e.

f.

~.

t!.

i.

To

EMR hardnessrequirementsare deftnedand considereddur@
trade-offstudiesof alternateconceptsforsatisfyingthe
requ~redoperationalc6ipabilltie3.

Adequateschedulesand budgetsare establishedto accomplish
the requtredEHllhardnessactions.

The E$lRhardnessaspectsof the systembeingdevelopedare
adequatelyaddressedIn the Dec~sionCoordinatingPaper (DCP)
at the conclus~onof each developmentphase.

I%e EMR hardnessrequirementsfor the SYStGmare adequately
definedjn the RequestFor prOPOsal(R~)= . .

The contractor is sat$sfvjng the E/4Rhardnessrequirements
in the systemdesiun.

The contractorIs satisfvi.n8the EMR hardnessrequirements
in the fabricationof the system.

The pre-productionprot.otvpesystem1s wsceptibllltytested
and passe$a vulnerabilityanalysls;

The EMR ha~dness!character~sticsof the systemare maimtafned
du~int?production.

fi.eproduct~onmodelsvstemis susceptibj~itytestedand
passe$a vulnerabilityanalysis.

managershouldestabllsh%n electromagneticcompatlbtlityadvisory
board(D4CAB)earl!?in the conceptdevelopmentphaseof the program
to serveas a major resourcefor the development,implementation,con-
trol,and reviewof an EHR hardnessprogram. .

4.2 TRE ~G?lETIC COMPATIBILITTAIYMSOll?~ (W). THE
purposeof the @!CAB1s to assistthe programmanagerin establishing,
implement~ng,and controllingan electromagneticeffectsprogramwhich
shallincludean EM$ hardneasprogram. The EMCABshouldiormallycon-
sistof 2 to 6 members(fleperidjngon the sizeand complexityof the
program)with extensiveexperienceand expertisein ~C engineering”
In addit~onto the EMR harc!oessprogram,the EMCABshouldhave the
eesponsibtlityfor satis~~lnsthe requirementsforany otherelectro~g-

9
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neticeffectsspecifiedjn the P.”ogramManagementDj.rective(PMD).
TheseadditionalEM effectsmaY includeanv combinationof F24C,EMP,
ECCF?,HERO,RADHAZ,and other possibleEN disciplines.The membership
of the advisoryboard shouldbe tailoredto providethe expertise?e-
quiredto addressthe EM disc+.plinesto be satisfied.

With respectto the EP!Rhardnessprogram,the EMCAB should:

a.

b.

c.

d.

e.

f.

g.

h.

4.

i,.

k.

ObtainEMR environmentforecasts
opmentand acquisitionphasesof

Generatean EMR hardnessprogram

as reqfijreddur~ngthe devel-
the program.

plan.

Establjshschedulesand budgetestimatesfor accomplishing
the EMR hardnegsprogram.

PrepareEMR hardnessinputsto Dec~sionCoordinatingPapers.

PrepareEMR hardnessrequirementsfor Inclusionin the SOW
and RFP.

Evaluatethe EMR”hardnessaspectsof proposals.

EvaluatecontractorEMR hardnesscontrolplansard Sest plans.

MonitorcontractorEMR hardnesseffortsand programs.

Identifyand resolveEMR hardnessproblemswhicharise.

EvaluatecontractorEKR hardnesstestdata.

Assistin makingarrangementsforsystemsusceptibilitytests
and vulnerabil.ltyanalyses.

The programmanagershouldensurethatthe EMCAB is organized
sufficientlyearlv in the conceptdevelopmentphaseof the program
so that the boardcan participatein trade-offstudiw of alternate
conceptsand can assistin establishingadequatescheduleand budget
estimatesto implementa comprehensiveEMR hardnessprogram. In the
organizationof the advisoryboard,the programmanagershouldensure
that the board’sresponsibilitiesare clearlydefinedand that suff~-
cientauthorityis gjvento the boardto accomplishjts uoals.

4.3 ‘1’KE~ HARDNESSPROGRAI+PLAN. The EMR hardnessprogramplan’
is the top levelmanagementdocumentfor the completeEMR hardness.
programto be conductedthroughoutthe lifecycleof the air launched
ordnancesystembeingdeveloped. The EMR hardnessprogramdefined
+n the programplan shouldhe tailoredto the specificoperational
requj.rementsand the anticipatedEMR environmentfor the systembeing
developed. The plan shouldbe preparedin accordancewith the outl~ne
presentedin AppendixK.

)

).
.

. ...
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The 94R hardnessprogramplan ghould inclu~ethe followingtypeg
of lnfomat~on:

a. Descriptionof the overallmanagement,organizationaland
technicalframeworkof the EMR hardnessprogram.

b. DefVnjtionof tasks,anclmilestonesof the E?4Rhardnesspro-
gram.

c. Assignmentof’responsibilitiesfor EMR hardnesstasks.

d. Delegationof authorltvfor EMR hardnessactions.

e. l)escript~onof the implementationof the EMR hardneasprogram.

f’.Descriptionof the &MR hardnesstasksto be accoeplfshed .
in each phaseof the systemlifecycle.

The E?4’Rhardnessprogramplanshouldbe rev$ewedand updated
as the programprogressesthroughtheacquisitioncycle. As a minimum,
the programmanagerand the EMCABshouldjointlyreviewthe ~ hard-
nessprogrdmplan at the conclusionof each acquisitionphaseto ensure
that the programplan accuratelyreflectsthe ewrent Nxwirema!its
of the systembeingdeveloped. “ . .

4.3.1 QRGA.JFIZJ?ITIONAND MA!l~. The E?4Rhardnessprogramplan .
shouldclearlydescribethe or~anl.zationaland managementstructure
of the EMR hardnessprogramfor the particularproject. The program
planshouldestablishwhichAir Force,other DoD,and contractororgani-
zationswill be requ!redto part~cipatein the EMR hardnessprogram
and jdentifythe communicationchannelsand contactpointsbetween
the variousoruanizatlonsand the programoffice. The progpamplan
~houldIncludescheduleand budgetestimatesfor eachof the partici-
patingorganizations.

4.3.2 ASSIGIWgN’fOF RESPONSIBILITIESAND AWRORI?T. ‘fhe~ hard-
nessprogramplan shouldclearlydefinethe responsibilitiesand goals
of each participatingorgantzatjorijn the overallEHR hardnessprogram.
The programplan shoulddeiegateadequatemanagementreapormibillties
and authorjtyto approp?flateorgan!zatjonsand ind~vfdualsto ensure
thatthe entireEMR hardnessprogramorganizationcan fbnctionand
accomplishIts goals.

.

Under the tiirectionand approvalof the.prouram8aMRer, the
EMCABshouldhave primaryresponsibilityand author!tyfordeveloping,
~mplementing,and managin~the EMR hardnessprogram.

4.3.3 IJNXJRFWRATINGfMR RARZWIESSIN PR~lJFtl CXZ8. The ~R
hardnessprogramplan shouldclea~lydefinethe objectives,taaka,
and milestoneso? the EMR hardnesaprogram. In additionto assigning
responsibilitiesfor the variousEMR hardnesstasksand actions,the
programplan shoulddescr$behow and when thesetasksand actionsare
to be accomplishedin relationshipwith the variousphasesof the sYs-
tem IiTecycle. The programplanshouldensurethatthq EMRhardness

.
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actionsare accomplishedin a mannerwhichwill providemaximumbenefit
at minimumcost,and at tFJesame time,will causeminimumdelay in
the developmentor the sYstea.

4.3.3.1
a typical

a.

b.

c.

d.

e.

PROGRAMlJFE CYCLE PHASES. The fivelife cYcle phaseaof
air launchedordnancesystemare listedbelow:

ConceptDevelopment

ConceptValidation “

Full-scaleDevelopment

Production

Deployment

CertainEMR hardnessactivitiesmust be accomplishedduring
each of theselife cycle phases. In addition,theseactivities mUSt
be accomplishedin a c’ertainsequence,bothto assurethe efficient
accomplishmentof the overallEMR hardnessprogramand to maintain
a sumth flowof the acquisitionprocess.

4.3.3.2 CONCEPTDEVELOP?@l?TPWE. The B4R hardnessactivitieswhich
shouldbe accomplishedin the conceptdevelopmentphase of the program
are depictedin the flow diagramshownin Figure4-1. The program
managershouldorganizean EMCABas earlyas possiblein this phase
of the programto assisthim in establishingand implementingan EMR
hardnessprogram. The firstactionsof the E34CABshouldbe directed
to obtaininganEMR environmentforecastdefiningthe EKR environment
in which the systemwill be requiredto operateand to developingan
EMR hardnessprogramplan. The ElectromagneticCompatibilityAnalysis
Center(ECAC)at Annapolis,Marylandhas developedthe capabilityfor
generatingEMR environmentforecastsforair launchedordnancesystems.
The EMCABshouldestablishcontactwith ECAC,alertthem that a request
for an EMR environmentforecastis forthcoming,and obtaininformation
as to what typesof input informationwill be requiredto requestthe
forecast. ECAC’Srequestproceduresare describedin AppendixB.
Operationaldeploymentinformation(anticipateddeliveryplatforms,‘
missionscenarios,and anticipatedtargetparameters)will be required
to definethe anticipatedEMR environment.The accuracyand complete-
ness of the EMR environmentforecastsobtainedin the early stages
of a programwill probably‘belimitedby the degreeto which the opera-
tionaldeploymentinformationis defined. Hence,the EMCAB should
make a concertedeffortto supplyECAC with the best possibleinforma-
tion in the requestfor an EMR environmentforecast.

At the same time that the EMR environmentforecastis being
obtainedfromECAC,the EMCAB shouldbe generatingan EMR hardness
programplan tailoredto the systemto be developed.The programplan
shouldcompletelydescribethe EMR hardnessprogramto be conducted
throughoutthe life cycleof the systemto be’developed.

Afterthe EMR hardness”programplan has been completedand ap-
provedand the EMR environmentforecasthas beenreceivedfrom ECAC,.
the EMCABand the programmanagershouldestablishscheduleand budget

‘)

.

)

)
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estlmateg for accomplishingall of’the tasks of the EMR hardness pro-
gram. This effort will require the programmanager and the EMCAB to
Interfacewith the organizationsassigned responsibilitiesunder the
Program plan to obtain their inputs to and concurrencewith the schedule
and budget estimates.

At this stage of’the program, the FJICABshould perform an analy-
sis to determine if the system, aa ~roposed, can operate In the antici-
pated EMR environment. If more than one concept i3 being considered,
this analysis can serve to establish the relativemagnitudes of.the
~ hardness requirementsof the alternate concepts. If a single con-
cept is being consideredand the results from the analysis indicate
that the system can not operate in the anticipated~ environment,
an alternate concept will have to be developedwhich satisfies the
requiredoperationalcapabilities,and, at the same time, is capable”
of operating In the anticipatedEMR environment. The results from
the analysis should be used to establishan initial estimate of the
EKR hardness requirementsfor the,remainderof the program.

Near the conclusion of the concept developmentphase, the HAB
~ should prepare the ~ hardness documentationfor inclusion in the
DecisionCoordinatingPaper (DCP). This documentationshould include
a descriptionof the tasks of the EMR hardness program that have been
accomplished,the results from these tasks, an estimate of the tasks
remainingto be accomplished,and an assessmentof the risks involved
in completingthe E14Rhardness program.

At the conclusion of the concept developmentphase, the EMCAB
should update the EMR hardness program plan to reflect the current
status of the EMR hardness program. The update of the EMR hardness
program plan must be sufficientlydetailed to assure continuityin
the EMR hardness program in the transitionfrom the concept development
phase to the concept validationphase.

4.3.3.3 CO?UXPTVALIDATION PEASE. The EMR hardness aciviti,eswhich
should be accomplished in the concept validationphase of the program
are depicted in the flow diagram shown in Figure 4-2. The primary
emphasisof the EMR hardness program during this phase should be directed
to establishingthe EMR hardness requirementsfor inclusion in the
Request For Proposal (RFP) for the full-scaledevelopmentsystem.

The EMCAB should contact ECAC, alert them that an updated ~R
environmentforecast will be required, and obtain Informationas to
what types of input informationwill be requiredto request the updated
forecast. The EMCAB should then initiatean effort to obtain updated
performance,operational, and tactical informationin accordancewith
ECAC’S requirementsand prepare a request for an updated EMR environ.
ment forecast. After the updated forecastis obtained, the EMCAB.should
perform an analysis to determine if the system,as being developed,
can operate in the updated EMR environment. The results from the analy-
sis should be used to establish the EMR
sion in the Statement Of Work (SOW) and
development❑odel of the System. After
have been established, the EMR hardness

hardnessrequirementsfor inclu-
the RFP for the full-scale
the EMR hardness requirements
test and analysis requirements ‘

.
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I for inclusionin the RFp and the Test and Waluatio? %ster Plan (TEMP)
should be developea.

Near the conclusion of the concept validationphase. the EMCAB
should prepare the EMR hardness documentationfor inclusion in the
DCP. At the conclusion of the concept validationphase, the EMCAB
should update the EMR hardness program plan to assu~e continuity“in
the EMR hardness program in the transitionfrom the concept valida-
tion phase to the full-scaledevelopmentphase.

4.3.3.4 iWLL-SCALB IWJEK)IWERT PEASE. The EMR hardness activities
which should be accomplished in the full-scaledevelopmentphase of
the programare depicted’in the flow diagrz?mshown in Figure 4-3.
The primary emphasis of the ~ hardness program during this phase
should be directed to ensuring that the contractorincorporatessuffi-
cient EXR hardening in the design and fabricationof the full-scale
developmentmodel of the system. The EIICABshould ensure that the
RFP for the acquislt~onof a pre-productionmodel of the system adequately
defines the EMR hardness requirementsfor the system and requires the
biddergto address how they propose to satiso the E24Rhardness require-
ments in their proposals. The contract should require the successful
bidder to submit an EMR hardness control plan describing in detail
how he will satisfy the EMR hardness requirementsin the design and
fabricationof the system and an EMR hardnesstest Plan describing
in detail how he will evaluate bis EMR hardeningefforts.

The EMCAB should participate in the evaluationof the proposals
to determineif bidders adequately and realisticallyaddress theEMR
hardnessrequirementsin their proposals. The EMCAB should evaluate
the controlplan and,test plan submittedby the successfulbidder and
requiremodff~cationsif necessary to obtain satisfactoryapproaches.
The EMCAB should participate in periodic design reviews to ensure that
the EMR hardness requirementsare being a~equatelvatidressedIn the
desiun of the system. The EMCAB should review and evaluate the contrac-
tor’s EMR hardness test data to ensure that EF?Rhardening has been
incorporatedin the fabricationof the pre-productionsystem. The
programmanager and the EMCAB should contact RADC/RBC and ECAC and
alert them that a system suscept~bility/~lnerabi~ityana@ia”of the
pre-productionmodel of the system is forthcoming.The EMCAB and RADC/
RBC should jo!ntlv prepare a request to ECAC for an updated EMR environ-
ment forecast for the system susceptibility/vulnerabilityanalysis
at the RADC facility. The program managerand the EMCAB should make

arrangementsto provide a pre-productionsystem to RADC/RBC for system
susceptibtli.tytesting.

The EMCAB should establjsk the EMR hardnessreqilirementsand
quality control verificationtests for inclusionin the production
contract. Near the conclusion of the full-scaledevelopmentphase,
the EMCAB should prepare the EMR hardness documentation’forthe DCP.
At the conclusionof the full-scaledevelopmentphase, the ~CAB should
update the EMR hardness program plan to assure continuity in the EMR
hardnessprogram jn the transition from the full-scaledevelopment
phase to the production phase.
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4.3.3.5 pR()~~lON w. me ~R hardne~~
be accomplished in the productionphase of the

activitieswhich should “)
program are depicted

fn the flow dj.ag~am s~o~ in Fjgure 4-4. The prhary emphasis of the
EMR hardness program during this phase should be directed to ensuring
that the EMR hardness characteristicsof the pre-productionmodel of
the Bystem are maintained in the productionprocess. The EMCAB should
VerifY that the production proceduresand practices to be used in the
productionof the system will yield $he required EMR hardness character-
j,gticg. The EMCAB should also ensure that adequate quality control
tests are performed throughoutthe productioncycle to assure that
the required”EMR hardness characteristlcgare being realized In the
production systems. The EMCAB should ensure that the EHR hardness
aspects of the system are adequatelyaddressedin all operation,main-
tenance, and training documents for the system.

The program manager and the EMCAB should contact RADC/RBC and
ECAC and alert them that a system susceptibility/vulnerabilityanalysis
of a productionmodel of the system is forthcoming. The E?4CABand
RADC/RBC should jointly prepare a request to ECAC for an updated ~R
environment forecast for the system susceptibility/vulnerabilityanaly-
sis at the RADC facility. The program manager and the EMCAB should
make arrangements to provide a productionmodel system to RADC/RBC
for system susceptibilitytesting.

If the productionmodel of the sygtem should fail to satis~
the system susceptibility/vulnerabilityanalysis, the program”manager
and the EMCAB, with assistanceas required from RADC/RBC,should develop
modifications,engineeringchanges, or changes In the productionprac-
tices to meet the EMR hardness requirements.

After the production model system satisfies the system EMR sus-
ceptibility/vulnerabilityanalygis, the EMCAB should update the EMR
hardness program plan to provide a completerecord of the EMR hardness
program to the log~stics program manager.

4.3.3.6 DEPLO~ PHASE. The EMR act~vitieswhich should be accom-
plished in the deployment phase of the program are depicted in the
flow diagram shown in Figure 4-5. The deployment’phase begins”wlth
the acceptanceof the first operationalsystem and extends until the
last system is phased out of the inventory. There is usually a signifi-
cant overlap between the productionphase and “thedeploymentphase.
During this overlap period, a feed-backsystem should be established’
and maintained to ensure that any EMR deficienciesdiscoveredduring
in-servj.ceperformanceare routed back to production for corrective
actions. The EMR envj.ronmentshould be monitoredand updated through-
out the deploymentphase. If the actual changes in the ~ environment
differ significantlyfrom the forecastedchanges, the impact of the
changes on the vulnerabilityof the system should be assessed and appro-
prj.ateactions taken. The operationaland maintenanceproceduresfor
the system should be monitored throughoutthe deploymentphase, and
their impact on the EMR hardness characteristicsof the system should
be assessed. Any proposed plans for modificationsor engineeringchanges
to the system should be reviewed to assess their impact on the i?MR
hardnegs characteristicsof the system.
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~.~ m mrmou14mT Fo’R3cAsrs. An air launchedordnancesystemwill
be expogedto severaldifferentelectromagneticenvironmentsduring
its Ufe cycle. The EMR hardnessprovidedin the systemmust be suf’fi-
=Lentto assurethat the systemcan surviveand accomplishIta tU13SiOn
.~~enexpo~edto all of’ these envi~nments. Thus,an El!Renvironment
p~oflledepictingthe maximumradiationlevelsf’brall the environments
zuat be definedIn orderto establishthe ~ hardnessrequirements
for a system. In addition,sincea systembeingdevelopedmay not.
be deployedfor severalyearsand may havean in-servicelifeof sev-
eralmore years, the Ml environmentprofileusedto establishthe
ZMR hardness requirement.s must be extrapolated or forecastedto lnd2-
cate the levelsof radiationexposureanticipatedat the end of the
in-servicelifeof the system.

The implementationof an Air ForceEMR hardnesspro$ramhas
createc!a continuousrequirementfor RIR environmentforecast~as the
developments of new systew are initiated. Uhllethe operationalM
environment@ each systemmust be tailoredfor thatspec$ficsystem,
the procedure f’orgenerating the EM t%r%casts are essentiallythe
same for all 9ystems. In addition,-thegenerationof an ~ forecast
for a specificsystemwII1 entailprocessingthe same04R dsti base
tc tailorthe environmentto the operationaland tacticalrequirements
~f the specificsystem. Under theseconditions,it is apparentthat
a permanentorganizationto provideEXR environmentfo,”ecastato all .
pnogramofficesis needed. The ElectromagneticCompatibilityAnalysis
Gnter (ECAC)at Annapolis,Marylandhas developeda capabilityfor
generating the required QIR environmentforecasts.

& number of requirementsshouldbe consideredin the generation
cf EMR environ~entforecast9. A minimum of threeEMR environmentfore-
castsis considered necesgary during the acquisitioncycleof a system.
Ws pointsin the acquisitioncycleat whichtheseforecasts will be
requiredare; (1) the MissionElementNeed Statement(HENS)approval
s~age,(2) the RequestFor Proposal(RFP)preparationstage,and [3)
~ke systemDIR susceptibility/vulnerabilityevaluationstage.

The firstEt9Renvironmentforecast(TypeI) at the HENS approval
stage,shouldbe used in the feasibilityanalysisetrade-offstudies
of alternateapproaches,and the definitionof risks. This forecast
shouldalso be used to establishbudgetsand resources requirements
for WI E?4R hardne83program...

The secondEMR environmentforecast(Type11) at the RFP prepara-
z:m stage,shoul~be incorporatedinto the RFP to conveyto the bid-
c!e~sthe anounc or E?+Rhardnessthatwill be required. This forecast
s~%u~dalso be uged by the selected contractorto establlshthe ~
ha~dnesscriteriawhichwill be used as the basisfor the E14Rhardness
control.planand the EMR hardnesstest plan.

The thirdMl environmentforecast(TypeIII),at the system
EK~ ~u3cept~bi~~~y/vulnerabilft~ ~va~uation stage,shoiddbe twed bY
cze systemtestorganizationas gulCanceIn conductingthe systemaus-
ce;tibilitytestsand as the threatdefinitionIn vulnerabilityanaly-
:’Ye----

.
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Each EMR en~,-!.ronment forecastmust Include all elements of all
the electromagneticenvironmentsto which the system will be exposed
during all phases of the life cycle that the EMR hardness prog~am is
to address. The current concept IS that the E?4Rhardness program will
address the operational/threatenvironmentpresent from the time the
sygtem is attached to the delivery airCraft until the system impacts
the target.

While the basic objectiveof,all three forecasts is the same
(i.e., to define the anticipatedoperational/threatenvironment)~the
manner in which each forecast Is to be used, the stage of development
of the system when each forecaatfs generated,and the extendedtime
periods between forecasts (possiblyseveral years) dictate that the
three E3fRenvironment forecastswill be different.

The followingspeciftc featuresand Informationare considered
necessary In the EMRforecastsin order for them to satisfy the require-
ments of an EMR hardness program:

FORMAT

Type I- MENS Stage (25-year forecast)
Type II - RFP Stage (20-yearforecast)
Type 111 - System EMR EvaluationStage (15-yearforecast)

Composite profiles includingground, on-board (Cosite),
escort and interceptaircraft (Intersite)!and approach-
to-target environments.

.

)

Average and peak power profiles

FRBQUEHCY RANGE
1 MHz to 100 GHz

LIFE CYCLE PKASES
From attachmentto deljvery aircraft to jmpact on target

HODULAYION CKARACI’ERISTICS
Probabilitydistr~but~oncurves (or equivalent)of pulse
width and pulse-repetitionfrequencyover specffledbands
jn the environmentalprofiles

ECAC has developed proceduresto tiatisfyall of these require-
ments (f.ncludingthe integrationof environmentsand a forecasting.
capability) jn a capability for generatingM environment forecasts.
Hence, when an EMR environmentforecastis needed, the program manager
need only contact ECAC, define which type forecasthe needs~ and pro-
vide ECAC the operationaland tacticalSnformstlonthey require to
generate the forecast. A more detaileddescriptionof EMR environment
forecasts and examples of EMR environmentprofiles are presentedin
Appendix A. ECAC’S capabilitiesand request proceduresare described
in.AppendixB. )
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tl.~ ~T~~ mm HARDNESSREQm~. The EMR hardnessrequlre-
n!entsneed to be establishedearlyIn the EMR hardnessprogramand
refinedas the svstemdevelops. The establishmentof thehardness
requirementsmust be based on a systematic approach and COUSDSn3Urate
w?.ththe needsat the variou~phasesof’the .acquis?itionprocess. A
~yst~tlc approachmay flowas follows:

a.

b.

c!.

d.

Rasedon the EMR env~ronmentforecasts,predict the internal
EM fieldswfthina systemenclosurevia apertureand exte?nal
cablepaths.

Pred~ctcouplingof the internalEM f$eldsto oablesand
wires Insidethe systemenclosure.

Determinesusceptibilitylevelsof the components,clreu$ts“
and subsystemsthathave been $dentifiedas crltlcalto 3y3-
tem performance.

hssem the effectof the EM-inducedresponseon avstemQefo-.––.
“ante,performtrade-offs,and establishadequatedesignmar-
gins in hardnessrequ~rements.

The approachfor detemninimg M hartinessrequirementsvaries
great:y~n complexityaccordingto tbe availablesystem.conflguretlon
data, levelof’analyals,and accuracyrequ~rements.&s soon as possi-
ble 1??the systemdevelopment,the analystsapproachdescribedshould
be bal.mcedwith testing and in some caseswith computermodelslmula-
tfon~. A well-balancedattackutlllzln,ganalysis,testing,and simula-
tion ?9 recommendedsinceIn many situationsno one area provluesall
the necessarydata or informationdesired. EstablishingEMR hardness
criteriais describedIn moredetailin AppendixF.

4.5.1 COUPLINGANALYSIS. The levelof couplinganalysiswill be “
differentfor the variousphasesof the acquisitionproces9. During
the conceptualphase,order-of-magnitudecalculationsmay be sufficient.
Duringthesephases,littlehardwareinformationis availableand SYS- -
ternrequirementsare not well-defined.However,It Is possibleto
use couplfng analysisfortrade-offsIn alternativesystemdesigns
and to studyfeasibility-typequestions. This 18 truein partbecause
of the wide rangeof QuantitleaInvolved. For example,electromagnetic “ ,-
envlronmentlevelsmay be in the hundredsof voltsln@terwhilec-
nentVcircultsusceptfbllltlesmay existat the millivoltor microvolt
leve19.

AS the weapon system progresses through the acquisitioncycle.
the accuracy requirementsfor coupling analyae~ Increase. In the vali-
dationand full-scaledevelopmentphase,more systemtypeInformation
ia avz<lableand couplinganalyaes may be approachedwith more detaile~
compcter-aidedanalyses. Also in thesephases,sincehardwareIs avail-
able f~? testing,a balancedutilizationof couplinganalyaesand meas-
urements is possible. For example,analysesmay be used to determine
skin >e??etrationlevelsand measurementsbaaedonathegelevelsmay
be use< to determfnecablep+ckups.

23
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The Air Force ~g available a f&l Y
programs to SUDDort both order-of-magnitude

of EMC analysis,computer
an~ detailed calculations.

Thii collection-ofprograms is referredto as the Intrasysten Analysis
Program (IAP). RADC is the lead agency for developmentand use of
the IAP. Recently, RADC has set up the EMC/IAF’Support Center to pro-
vide a facilitywhere government and industrymay obtain support in
executingand exchanging data and informationon the IAP. This facil-
ity is locatedat RADC.

J

In the early stages of system development,the program manager
may request system support through RADC/RBCwhich in turn will inter-
face with the EMC/IAP Support Center. Once a contractorhas been estab-
lished,the program manager nsy requestsupport for the contractor
directlywith the ~/IAP Support Center. The support request proce-
dure for governmentagencies is througha Memorandumof Agreement (MOA).
For non-government organizations or contractors, the request for sup-
port must be on a specific tasking or an annual subscriptionbasis.

Some of the major functions of the support center are:

a.

b.

c.

d.

e.

f.

g,

Update and maintain computerprograms.

Establish a configurationcontrolsystem to maintain a record
of all computer programs, data bases, center users~ distribu-
tion schedules, etc.

Collect information,prepare documentation(such as newslet-.
ters, etc.) and disseminateinformationregarding activitie:~,
products and services of the center.

Prepare and present trainingcourses for users of the compu-
ter programs and seminars for governmentand contractorper-
sonnel involved in the acquisitionprocess.

Provide EMC liaison between the product divisions (SPO’S)
and their contractors.

Obtain, establish and maintain a library of data bases gene-
rated on system procurements.

Integrate all new softwaremodels into the computer programs
and develop supporting documentation.

The IAP consists of two parts. The IntrasystemElectromagnetic
CompatibilityAnalysis Program (IEMCAP),which Is used for system level
EMC analysis,is based on worst-casemodelingtechniques. IEMCAP is
suitablefor first level analyses and for order-of-magnitudecalcula-
tions. The second part of IAP consistsof off-line tid supplemental
computermodels for higher levels of analysisand detail type calcula-
tions. The off-line and supplemental❑odels are used for electromag-
netic field analysis, wire and cable coupling,nonlinear circuit analy-
sis, and lightning/p~ecipitationstatic studies.

‘)
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IEl%iPis the majorcomponentof IAP and was designedto provide
an effective and cost beneficialmethodof analysis throughoutthe
phasea of a weapon system acqui9itlon. lEMCAP maY be used forsuch
funct+onsas couplinganalysf,s,specificationtailorlng,and compaPa-
tlveanalysison wh~ch to ba~e trade-offdecisions.‘Someet thePOinti
3n the acquisition whereIEMCAPcan be used to advantageare; (1) prior
to and in the generation of the Statementof Work (SOU).(2)between
contractawardand the Prelirnlna~Design,Revlew(PDR)(perhapsas

.

an a$d in the generationof the Q4R HardnessControlPlan), (3) at
an intermediatetimebetweenthe PDR and CriticalDesignRevfeu(mRl*
and (4)duringsystemtestplannlng.

AppendixD pre~entsa more detaileddescriptionof IAP...

4.5.2 CUGWBWT, CIRCUIT,m-- ~lLIT’S LEV%W. Elec-
tromagneticsusceptibility levels play an integral role in datemining
the EMR hardnessrequirements.Thesedata and information,together
with EM environmentand couplingInformation,enablea designerto
agse$sthe systemhardeningrequirements.lbwever,effectivehardness
programplanningoften requirestwo differentapproachesto suscepti-
bilityevaluation.

A predictionof the susceptibilitylevelsu~ll be requtred early
fn the systemlifecycleso thatreallstjcMl hardness”achedul%ng-
and budftetin~estimatescan be made. This requirementoccurstypically
c!urtngthe concept development phase, when no actual hardware infOFMS- .
t4,0nis avajlab~e. The lackof hardwareinformationneceasltatesa
wo-st-caseanalysisusingthe lowestInterferencelevelsof whatmight
be termed ‘rtvpjcalwcircuits and devjces. These levelsmay be,obtained
fro=the compositegraphsh AppendixE.

A reassessment of the susceptfblllty I.evelswillbe required
after information fs available on the actual hardware to be employed
jn the Sygteffj.It wfll now be possibleto establishmore accurate
electromagneticSusceptibilitylevelsusing data on the particular
mmpw!ents and circu+tsused in the design. When the scope of all
Das.s:bledevices, components,and circu~tsemployed In modern ordnance
systemsis considered,the data in Append!xE appearsqu!telimitd.
Unfortunately,a totallycomprehensivedata base fs SiEIPIYnot avail-
able at the presenttime. Thereare threebasic approachesto obtain-
ing susceptibilitylevels‘fordevicesand clrcuita of concernon which
no tnformatton~s available. Theseincludemeasurements,analytical
modeling, and data extrapolation,all of which are addressedIn more
deta:lin AppendixE.

4.5.3 sy~ ~ -nrBIUTT AIUTSIS UDPREDI-. The =
environmentalforecasts,the couplinganaly~la,and theausceptib$lity
data form the basis for the systemEilRsuscept~bilityanalysis. The
DIR environmentimpinKes on the outer skin of the weapon system, and
through var~ous modes of coupljng, establishesan H4 field in the in-
ter!or of the weapon enclosure. me modes of coupllngrequiringconsti9-
eraticnare directfielddiffusion,aperturecoupling,and couplln~
throaFh external cables or other penetratlor?s.‘l%einteriorfield
itself couples to cables. wires,Clrcujtg,subsystems, etc., that com-
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prise the weawn sYstem electronics. Eventually, the RF ~rrents
that result from the interiorfields are rectified in a nonlinear
junction such as found in a discrete or integratedsemiconductor
&vice. For cw w energy, the ratification results in a dc shift
in the operating mint of a circuit; for pulsed or mcdulat~ I@,
the nonlinear juMtlM is essentially an envelope detector. Once
the RF currents are rectified,the rectifi~ si9nal ~Y propa9ate
through the remainderof the circuit or subsystemas though it were
a legitimate signal. If the circuit or subsystem is critical to
system performance,the rectifiedsignal may cause.degradationOf
system performanceand thus produce system FMR susceptibility.

Inorder to identify system susceptibilitiesbefore-the-
fact, analysis and predictionmethods must be relied on. Within
the present state~f-the-art, cOupling analysis sust rely to a IMge
extent on worst-casemodels. ~is approach is necessitatedby the
system complexities (e.g.,electronicwiring),”umvallability of
physical configuration&ta, and the oosts of detailed analyses.
Guided weapon system such as air-to-airand air-to-groundmissiles
are relatively small (as conpared to an aircraft),are of simple
geometries (e.g.,cylindricalshapes), and are self-contained. These
properties make the weapons systems themselvesreasonablymanegtible
from a coupling amlysis point-of-view. However~ susceptibility
analysis must be mnsidered for these we”aponsystems in two configurations:
inflight and onboard. For the inflightconfiguration,the weapon ..

is in free flight and the EM? impingesmost likely as uniform illumination.
.,

In the onboard configuration,however, the weapon is connected.to )
an aircraft wing or fuselageand the coupling responsebecomes a
functionof the complete system: aircraft, weapon system and connecting .. ..

cables. Also for the onboard configuratia, the FMR field is most
,...

likely to be non-uniformor in the near-fieldof cosite emitters.
Thus, it is seen that the onboard configurationis not as easily
subjected to coupling analysis as the inflight configuration.

In the conceptual/validationphases, it may be
estimate the proposed system sensitivityto E?4Rwhen:

a. System or conponentparametersare not well

b. System geometry has not ken determined.

necessary to

specified.

c. Order+f-magncitudeestimatesof system sensitivityare
sufficient.

For this situation,statisticalanalysis may be more appropriate.
Statistical analysis techniquesare under development,but are not
yet sufficientlyrefined to be recommended. The alternativeis to
rely on simpler, deterministic,worst-casemodels and perform sensitivity-
type analyses on the above cases.

IFXAP has models, such as the field-to-wireand the wire-
to-wire that are suitable for worst-caseanalysis. The fieM-to-
wire model characterizesthe couplingof the electromagneticenvironment
through apertures to interiorwiring and cables. Exposed wires/cables
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are asw.unedto be adjacent to the aperture and the level of coupled
EF!Ris a function of aperture size and location. A transmission-line
model and a tuned-dipole ~d~l are used to compute the currents induced
in the wlreslcables.The transmission-line’wdelIs used for the lower
frequencies(up to 100-800MHz) and the tuned-dfpo2emodelis used
for the higherfrequencies(greaterthan 100-600MKz). ‘he fr~uency
at which the two modelgcrossoverdependson the systemgeometry.

1E14CAPrequfres that the port susceptfblllt$es(thenonrequlred
spectra)be user specified. In the conceptual/v&lidationphase,the
specificationof thesesusceptibilitiesmust rely on component data
%3 given jn Appendix E or on past experiencewith similarsystems.
Once clrcultsand equipmentsare developedor apecl!’led,the8esusoep-.
tibll~tiesmay be refinedby testsor compute~-aidedcf~cuitanalyses.

WithinIEMCAP,the uger has the capabilityto specifyInterior
o fieldlevels. Once the systemexternalgeometry is known, a more re-

fined analysis may be appropriate to determine the Interiorfields.
For example,body-of-revolutionOP rinlte-d$.f’fcrence,time-domaincodes
are available to studyaperturesIn cylindricalbodies. ‘!.besecodes
may be used to investigate requl’red apertures such as optjoalports
in a @ded weapon syatefn.

EMU analysis and pred$ctlontechniquesare d~scuasedin more’ “
detail in Appendix C, and the Intrasystem AnalysisProgram (IAP) is
des.cr~bed~n Appendix D.
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SWTIO19 5 - ~ HARDMESS DBSIGli

5.1 GENER4L. The purposeof thissection3.sto providedesignguid-
ance for hardening air launched ordnance systems against imcfdent elec-
tromagnetic environments. The akaterial.’pre!sentedis intended.prharlly
for the system des$gner, althou~h the various subsectionsconta%n Infer- “
mation which should also be helpfulto mana@3ment,4Y@neer@, and
test personnel. The orderin which the amte~ialts pr’eae~tedgenerally
correspondsto the flowof the hardenfngdea@n process. Sectlen5.2
describesthe natureand requWlment8 of’the B!R HardnassControlPlan,
a contractuallyrequf.reddocumentuhfchastabllshestt?emntmctor’n
managementand en~ineering plan for ach~evlng the rew.hwd.systcmhard-
neiw. The rema$n$n~sectjons,Sections5.3 throughs.8, descrfbe the
major elementsand tasksof the hardeningdesignprocess. Section 5.3
presents an overalldesign methodologythat the system designer may
follow in the system hardeningprocess,fiwmpro&raminitiationthrough
prototypecompletionand validationtests. SectIon 5.4 deSCrlbC!Jhm
env~ronment defln$tlons,couplimg analyses, and system ausceptibll%ty
data my be used to define system hardeningrequlremen%a.Sections 5.5
and 5.6, respectively,descr$bean approachthe desl@mr may take in
implementingthe system~ardenlngdesign,and identitihardnesstech-
niques and dev$ces which may be employed. Section 5.?.dX+cussesthe
use of desjgn tradeoffs to enwre compatibilityor to resolve confllcts
between system functionaland hardneas requlrments, and section 5.8
descr~.besan approachthe designermay followto ver~fy~ystemhardness~
prior to system tegt. EMR hardness dealKn practices are desc~ibed
+n hppendix c.

5.2 m~ CONTROLPLAN. The EMR HardnessControlPlan is
the contractorprepareddocumentwhichdescrfbesin detailMs approach
to ensuringsystem hardness. The plan is prepared, dellvered,and
updated as spec$fjcallyrequ!red by the contract. The planwill be
reviewed by, and must receive the approval of, the program manager
and the EMCA5. T%e controlplan shouldbe preparedjn accordancewith
the outline Klven in Appendix L.

The specificstructureof the DIR HaMness ControlPlanand
the lnf’ormationto be documentedwI1l dependupon, and shouldbe tall- ‘
ored to, the particular.airlaunchedordnancebeingdeveloped.‘TYpl-
callv, the plan should address:

a.

b.

c.

d.

e.

A deffn~t40nof the appl~cahleair @unched ordnancesystem. .

The E24Rhardnessp~ogramscope,objectives,and requ~rements.

The organ~zationand managementof the OIR hardnessprogram.

The programtasksto be accomplishedand the schedules and
milestones to be met.

The documents (handbooks,standards.specifications,etc.]
to be employed.
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f.

g“

h.

i.

~.

k.

A definitionof Wordg, terms, or phrases used to describe
the hardness program.

The approach to be followed in establishingsystem hardness
requirements.

The EMR hardness requirementsto ,beimposedon suppliers
and subcontractorsfor ve,ndorItems and subsystems.

The design methodology,retirements, and techniquesfor
achieving systemhardness.

The analysis and measurement techniques to be used in defin-
ing or verifyingsystelihardness.

The documentation’tobe provided to verim the hardness de-
sign .

The submissiondate of the initial EMR Hardness Control Plan
and subsequent revisfoneor updates will,be establishedby contractual
requirements. Ty@cally, the date of submissionof the Initialplan
will be from 90 to 120 days after award of contract. The required
dates or submissionof updated plans wI1l depend upon such factors
as contract duration and system complexity. As with the initial plan,
all revjsed plans wjll be subject to the review and approvalof the
program manager and the EMCAB.

5.3 STsTm EMMKIHG ?E1’90DCNAX3Y.A well organizedEMR ha~dening
design approach should be used by the system designer to ensure that
the hardening of an air launchedordnance system is accomplishedin
a cost effective manner. Figure 5-1 illustratesa methodologythat
the system designer may follow In the system hardeningprocess. The
inputs required from the program manager to initiate the process are
definitionsof the operationalenvironment and the functionaland tact!.-
cal requirementsof the system. Given these inputs, thesystem designer
should formulate a system des”ignconcept and employ data, analyses,
and measurementsto determineif the designconcept is susceptible
to the specified environment. The susceptibilityassessmentwill re-
quire a determinationof environment-to-systemcouplingand system
susceptib~lttyto the coupled signals. Methods for determiningsystem
susceptibilityand environment-to-systemcoupllng are discussedin
AppendicesC and E.

Based on the resultsof the susceptibilityassessment,the sys-
tem designer should define the system hardening requirementand proceed
with a hardening design which will preclude system susceptibility.
The designer should utilizedocumented design data and techniques,
analyses; and measurementsas necessary during the design process to
achieve the required hardeninglevel. Spectfic steps should be taken
to thoroughly documentall aspects of the design, includingthe design
approach, the hardeningtechniquesand devices employed,and the anal-
yses and ❑easurementsperformedto substantiatethe degree of hardening
incorporatedat the device, circuit, or subsystems levels. Sufficient
informationand data should be included to verify that the design ap-
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preach will satisfy t,keoverall system hardeningrequirementand pre-
clude the Susceptibility of’ the system to the speciffedenvironment.

The program Mnager’s revfew of the documentedhardening design
may lead to a decj.sj.onrequiring additional system hardening or ~ddi-
tional verificatf.onof the design. Approvalof the hardening design
would lead to system tests of a prototype system and prototypeaccep-
tance if the test results proved satisfactory. Unsatisfactory results
could lead to a design review by the program manager and EMCAB and
a repeat of the hardenfng design cycle. This review could also include
tradeoffanalygeg to aSsess the cost effectivenessof alternate approached.

I 5.4 BSTABLISEIHGRI’REUZMESS~IRR4WTS.

5.4.1 mmuLLAPPlmAm. The specific requirementsfor hardening
an air launched ordnance system will vary from system-tosystem, but
the overall approach to establishinghardness requirementsare the
same for all systeuis. As shown in Figure 5-1, the system designer
firs!tformulatesa system design concept based on the functionaland
environmentalrequirementsprovided under the contract. This prelimi-
nary design will form the bagis for egtabltshingenvironment+to-compo-
nent coupling levels and component susceptibilitythresholds. Using
the system design concept and the environmentdefinition,the environ-
ment-to-componentcoupljng characteristicsare then determined.over
the frequencyrange of concern. This step providesan estimate of
the interferencepower level incidenton system componentsaridcircuj,try.
Finally, the susceptibilitythresholdsof system componentsand circuitry
are determinedand compared with the incident interferencepower level
to provide an assessment of system susceptibility. Hardening require-
ments are then establl’shedwh<ch will preclude system susceptibility
in the specifiedenvironment.

It is j,mportantto recognize that the establishmentof EMR hard-
ness requirementsis an iterativeprocess”. During the early stages
of system design, detailed circu~t and subsystemconfigurationswill
not have been defined. Thus hardness requirementsmust Initiallybe
derived from coupling and susceptjbflityanalysesperformedon a prelim-
inary system design concept. From these preliminaryanalyses, an as-
sessment of system susceptibilitycan be made and inltlal guidelines
for hardening design’can be established. As the system design progres-
ses and hardware and circuitry becomes better defined,the coupling
and susceptibilityanalyses should be continuallyrefined and updated
and the hardening requirementsmodified to reflect any changes. Also,
as hardware becomes available, measurementsshould be performedas
necessary to supplement the analyses or verify hardeningtechniques.

5.4.2 _ =IRO~F!3RBCASTS. The electromagneticenvironment
in whjch a system must operate must be defined before the system harden-
jng design can be Initiated. The environmentdefinition,to be provided
under the contract as a system design requirement,will characterize
the environmentas power level versus frequencyprofiles spanning the
frequencyrange from 1 MHz to 100 GHz. Profiles for both peak power
levels and average power levels will be providedto permjt the designer
to assess potentfal environmentaleffects on both a peak power and

32



I

MIL-HDBK-335(uS#)

\ 15 JANUARY1981

an averagepowerbasis. In addition,the modulation characteristics
of pulsedaignalawI1l be providedto alert the designer to the UIOSt
probable pulse repetitionfrequenciesand pulsewidthswMch are
likelyt~ be encountered. ‘

5.4.3 mmRolinmrT—T&amumm CXJUPLIMG. The term environment-
to-component coupling is defined as the total processby which eleCtrOIWJnetiC

.

enerm incident upon an air launchedordnancesystemis transferred
to internal circuits and components. The process by which this energy
tran9fer occurs is highly complex, involving MVeral coupling mechaniSlW3
and numerous couplingpaths. Severalanalyticaltechniques,ramgl.W
from simple approximati&~ to complex computer codes, have been developed
which permtt the predictionof coupllng levels. The more sophisticated
techniquesare generallyapplicable only to selectedphysicaland
electrical configurations,

)

)

At the early stages of system development, with no hardware
defined,the systemdealgner must resortto simpleapproximations
to obtainan assessmentof env$.ronment-to-campaentcoupling. One
approach is to assume thatno shielding exists between the system
components and the external environment,and that the affective●perture
of all cables connected to internalcomponents $s that of a tuned
half-wavelengthdipole antenna which$s matchedto the impedance
of the component. Usingthiseffective-aperturemodel in conjunct$.on.
with the defined interference environment, the power impingingon
the componentsis the productof the incidentfield(in pobrerdensity
units]times the effectivearea of a half-wavelengthdipole antenna:

where

Pc =

‘d =
J4e =

Pc =PdxAe (5-1)

power impinging on system component,

power density of the interferenceenvironment,and

effective aperture of 1/2wavelen@h dipoleantenna.

Since Ae = 0.13A2,Equation5-1 may be written as “
.

Pc = o.13a*Pd. (5-2)

Becausethe actualamountof energywhichmaY be coupledta a cable
is dependentupon such variablesag aspect angle, terminationImpedance,
and frequency,the predicLedcouplingusing the half-wavelengthdipole
❑odel has generally proven to be greater than measuredvalues. Equation5-2
thusrepresentsthe maximumpowerthatwill be coupledto a component
from a sp~cified environment,and providesa worst-case estimate
of environment-to-componentcoupling. By ccmpari.ngthe resultsof
Equation5-2 with the susceptibilitythreshol~of the most sensitive -
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componentenvisione~ for the system, the susceptibilityof the system
can be determinedand the hardening requirementsdefined.

An expanded version of this coupling approach can be used to”
evaluate the effectivenessof hardening techniquesapplied during
system development. This evaluation is accomplishedby using Equation 5-3
to establiah the relationshipbetween the.interferenceenvironment
and the power delivered to the system componentswhen equipmentenclosure
shieldingand/or cable shieldingare pre3ent.

Pc = Pd

where:

Pc =

‘cl
=

Ae =

s =
cable

s =
enclosure

The half-wavelength

x Ae X Sable X Senclmure (5-3)

delivered to equipment component,

density of the interferenceenvironment,

effectiveaperture of unshieldedcable,

shieldingeffectivenessof cable shield, and

shieldingeffectivenessof enclosure.

dipole antenna model is used for the effective
aperture of the pick up cables. me shielding effectivenessvalues
for the cables and the equipment enclosure are the values measured
by the MIL-STD-1377 method. The calculatedvalues of’power impinging
upon susceptiblecomponentsare compared with the susceptibilitylevels
of the componentsto determine if the realized shieldingis adequate
to protect the sensitivecopponents.

As more detailed design informationbecomes available, the
accuracy of environment-to-componentcoupling analyses may be improved
through the use of more detailed computer-aidedcouplingmodels.
The system designermay employ his own models or request analysis
support through RAM. RADC has available the IntrasystemAnalysis
Program which provides both order-of-magnitudeanalyses as well,as
udels for performingdetailed calculationsas described in Appendix D.

5.4.4 ~ SUSCEPTIBILITYTHRES~LDS. A definitionof component
susceptibilitythresholdsis necessary to determine if the interference
power coupled to a componentwill adversely affect its operation.
There are three ways by which the component susceptibilityinformation
can be obtained. If the component is one of the types for which measured
data are presented in Appendix E, the informationcan be obtained
directly from the data’presented,or if the component is similar to
measured types, the informationcan be extrapolatedfrom the measured
results. If.susceptibilitydata on a particular componenttype or
similar componentsare not available,susceptibilitymeasurements
can be performedutilizing the measurement techniquesdescribedIn
Appendix E. The third possible approach to obtaining component,suscep-
tibility data ia through the use of analyticalmodels to predict component
susceptibilitycharacteristics. Analyticalmodels based upon

‘)
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the physicalmechanismsOf Interference-areunder’developmentbut at
the preaertttimeare not complete. Thus, until validated analytical
models becomeavaila~le,measureddata will be requ$rd to definethe
Suscept$billtythresholdsof discreteand Integratedckrcuitcomponents.

The designershould recognize that,in general,the susceptibility
thresholdof the systemwillbe set by the susceptibilitythreshold
of the most Sensitjve(to interference)systemcomponent. Thus,it
usuallywill not be necessary to deffneauscept%bilitythresholdsfor
all system components. It Is also Importantto”recogmlzet+t the
Wsceptfbilltythresholdfor a particularcomponentwill depend upon
such factorsaa the functionof the componentin the ayatem,lt~blaa -
conclltions,$ts inputsfunallevel,Ita outputsi~al level,and the
modulationcharacteristicsof the interferencesignal. T?ws,the sus-
cep:~bilitythresholdfora particularCOmpOnent=y vary Si~ifiCSntly
withjrta systemwherethecomponentla used for differentfunctionn
or unterd~fferentoperatjngconditions.

5.4.5 JM3QUIRKDHARDmmW LEVEL. The level to which a system must
be hardenedis determinedbv firgtperform~nga systemewceptibillty
asseasrnent.‘fMs assessmentis accomplishedby comparingthe interfer-
ence power levelcoupledto ~ystemcomponentswith the susceptibility,
thresholdof the most sensltfve componentto be utilizedin the Sy$teZi.
After the susceptibilitylevelhag been determined, the nequired harden-
fng level fs sfmp~y the ~at~o of’ the predictedmfixfcnm interference

power levelImpingtngon the most sensitivesystemcomponent.tothe
thresholdsusceptjblli.tylevelof’thatcomponent. If the interference
power level is less than the thresholdlevelof the most w$ns$tivt

component,the hardeningrequirementis less thanO dB (negativedB)
and no hardening Ss required. IF the interferencepower level is greater
than the threshold level of the most sensitive component, the hardening
requiwment will be greater than O dB and the designer is required
to developa hardeningapproach. The selectionof a hardeningapproach .
will be influencedby themagnitude of’the hardening requirement.

5.5 HARDENINGAPPROACH. The requirementsestablishedfor hardening
a~ air launchedordnancesystemwill lead to a definition of the level .
of havdenlngwhichmust be achievedto preventsystemvulnerability
to incident EM energy. Once defined, the hardeninglevelbecosRsJa
system design requirement,to be met through the appllcat$on of appro-
priatehardeningtechniquesand dev.tcea. The most.effectiveapproach
to ach!evi.ngth~s designrequirementis thatof layeredhardening.

The layered Pmrdeningconcept Involves.thelayeredapplication
of hardenjngtechniquesand devicesalongthe exterior-to-interior
coupling pathsot”EM energy. For example, EM energy will first couple
to the exterior of a svstem and set up sk~n currents and charge densi-
ties. Thesecurrentsand chargesexcitepenetrationssuchas antennas
{real mff virtual) and apertures, thuspermittingthe EM energyto
penetrate to the system ?.nterlorwhere It can couple t.o.cablesand
w~~e~ ~~~d~nq tO sen?~tive c5rcults and components. The layered harden-
ing a~;r~ach attenpts t~}~nterrupt thesecoupling~athgby firstharden-
!nR Lke system Pxtert9r to ?eAuce penetration. Next, the coupling
~~ j~~a-jor Ca::ps $s. -etjuc~r!. ar!dfjnally, the critical circujts and
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I componentsare hardened. Various hardening techniquesand devices
are applie’das necesgary at each layer In the hardening process. Hard-
ening techniquesariddevices are described in Appendix C.

Layered hardening representsa cost effective ❑ethod of p“ratect-
ing a system for two reasons. One reason i3 that it takes advantage
of hardeningwhich iS intrinsic to the system design, e.g., the shield-
ing effectivenessintr~nsic to the,systemexterior. The other reason
is that it doeg not place the burden of achieving the total hardness
on any one element or layer of the system. Hardeningcan be successively
applied to various system elementsuntil the requiredhardness level
is real~zed.

Although the actual implementationof hardening techniquesunder
the layeredhardening approach typically followsan exterior-to-interior
path, it is not to be eongtrued that such a path Is mandatory. l’lie
concept of layered hardening is concerned more with the application
of hardening in layers rather than the order In which these layers
are applied.

I 5.6 HARDmmGTECERIQUBSAHDI%VIC6S.

5.6.1 GEWRRAL. A number of techniquesand devices are available
for use in reducing the susceptibilityof electronicsystems to imping-
ing electromagneticfields. The principal techniques for EMR hardening
are shielding,bonding, filtering,grounding,circuit design,and compo-
nent selection. This section is intended to provide a general overview
of these design approaches. A more detailed discussionof these harden-
ing techniquesis presented in Appendix G.

5.6.2 SEIKLDING. Shielding is the establishmentof an electromag-
netic barrier between two regions. Shielding is the most direet method,
and in many cases the most cost effectivemethod, for protectingthe
circuitsof a system from the E?4Renvironment. Shieldinghas two main
purposes:‘ (a) to prevent radiated EM energy from enteringa specific
region; and (b) to keep radiated EM energy confinedwithin a specific
region. For the purposes of this handbook, the primary emphasiswill
be on shieldingthe interior of a system from the external EMR environ-
ment. The shield design process consists of establishing undesired
signal levels on one side of a proposed shieldingbarrier,estimating
tolerablesignal levels on the other side, and trading off shield design
options to achieve the necessary shieldfng effectiveness levels.

5.6.3 BONDINC. Bonding is the establishmentof a low impedance path
between two metal surfaces. This path may be between a ground refer-
ence and a component,circutt, shield, or structuralelement. The
purpose of bonding is to establishan electricallyhomogeneousgtruc-
ture to prevent the development.ofelectricalpotentialsbetween indi-
vidual ❑etal surfaceswhich can cause interference. Good bonding within
a system is essential to minimizing interference.

1’
5.6.4 GROUNDING. Grounding Is the establishment of~lectrlcally

conducting paths between selected points in a system and some common
reference plane. The reference plane may be the system skin o- a chas-

I
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sjs or ground plane that may or may not”be isolated from the system
skin. An ic?ealUroundlngsyptem would result in a systemwith a common
potentialreferencepointeverywhereIn the systemso thatno undesired
potentialswouldexistbetween any two pointsin the system. However,
becauseof the phvg$calpropeft~esand’electricalcharactertdticsof . “
grounding materials, no grounding system>9 idealand some potential
alwayg exists between ground points vithln a system.

The extentto which potentials in the 8roundsystemare minimized
and groundcurrentsare reduceddeterminesthe effectivenessof the
groundsystem. A poor groundsystemwill amke it possiblefor spurious
voltagesand currents to couple intocircaltaand subassembliesand
can: (a) degradethe shieldingeffectivenessof well-shieldedunits;
(b) bypass the a~va~tageg of filters; and (c) resultIn interference
problemswhichare difficultto isolateand resolve.

5.6.5 FILTERI~. F$ltersare deviceswhichpass!conductedener~
over specifiedfrequency rangesand rejector absorbconductedenergy
overotherspecifiedfrequencyran~es. Thus,a filterplacedin-line
mith a uire or cable can be used to pasgdesiredsignalswhilerefleet-
~ne or absorbingunde~~rtds!~als outsidethe Pasabandof the filter.
F$~tersmy be includedin c~rcu~tdesignsand/orinterconnectingUir-
inu desi@ns to pwvent ~nterfwfmz Nmalg fronbeWi eon~~c~d thFw@
the systemclrcu~ts. In addition,f~ltersmay be ~nseri.edin w%res .
and cablespenet~attnga shyf?ldedenclosureto majntatnthe integrity
of the sh~eldtngeffectivenessof the enclosure.

5.6.6 ~ SELECTION. !4inim~zing the EMR susceptibilityof
a svstemshouldbeginwith t!?eselectionof the componentsand devices
to be utiljzed~,nthe systemdesign. As widea rangeaa possibleof
componentsand devices~ith acceptableperformwce characterigtlcs
shouldbe screenedIn order to obtaincomponents with the hlgheatpos-
sibleinterferencesuscept~bilitythresholds.h jud$clouschoiceof
componentscan result ~n 10 to 30 dB of additionalhardnesstn a sys-
tem.

.

5.6.7 CXR_~I~. In the selectjonof stgnaland impedancelevels”
for the circuitdesigns.,the designer should recognize that circuits
operatingwith high signallevelsand low impedancelevelsare less
susceptibleto interference.me susceptibilityof’circuitsto ract$atad
interferencecan be reducedby minimizingthe length of %nterconnectin15
wiringbetweencomments and clrcu$tsand the use of shieldedand twisUsd-
pa~rwtre for these interconrectfons. In general,digitalcircuits
are less susceptiblethan l~~eapc?rcults and low-speed digital clrcutts
are less susceptiblethanh!r~-spt?edc~rcu$ts.

5.7 DE!MM TRADEXWTS. De~jRntradeof~gmay bp necessary to cnSure
compatlMl$tyor to resolveconflictsbetweenthe functionalrequire-
mentsand the harden~nErequ~remectsor an a+? launched ordnance sys-
tem. Also,tradeofrs?av he neeessa~yto achtevea cost effect$ve
harcieni~fi@esiRn. Suck t-adeo?fs shouldbe directedto designtechniq-
whfchw3]1 permitcom?atih~l ‘tvor funct~onaland hardeninR~equlrements
?.0be -eal%zed. Exam@~eSo!’ wwb t,ecbn$queaare:
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a.

b.

c.

d.

e.

r.

Selectionof systenoperatiofialsignallevelsas high as
practicalcoimenslratewith deviceand circuitrequirements.

Selectionof interconnectingwiringand cablingtechniques
which providethe best rejec:ionof normalmode and common
mode energytrans~er.

Use of fiberopticguidesversusconventionalshielded
cable.

Use of rigidor flexiblesolid shieldingversussingle
or doubleinsulatedmetallicbraid.

Multipleutilizationof’load bearing structures such as
air frames,cable ?aceways,and conduitto satisfyboth
functionaland hartieningrequirementsat relativelylow
cost.

Use of enclosureshieldingand cable fiiteringversus internal
cableand circuithardening. .

Any tradeoffswhich irivolvea changein functional,hardening,
or cost objectivesare subjectto the review and approval of the
programmanager. The coursecf’act.io”nfor the resolutionof conflicts
betweenhardeningrequiremen~sand othersystemrequirementswill ~
dependupon such factorsas:

a. The impactof the tradeoffon systemsusceptibilityand
systemfunctionalperformance.

b. The numberof eqctp~ents,subsystems,and systemsinvolved.

c. The impacton programcost and schedule.

5.8 HARDENINGVERIFICATION.Testingcf a completeprototypesystem
is necessaryto validatea hz~tieningdesignwliichincorporates a
combination of hardening techniques. However, prior to full system
tests,the systemdesignercan verifywith reasonableassurancethat
his hardeningdesignis sufficientto assurethe satisfactoryoperation
of the systemin its operationalenvironment. The hardeningdesign
can be verifiedthroughthe “xe of data,analysis,measurements,
or a combinationof these‘.~~eeapproaches. The most efficientapproach
to verifyingthe hardeningdesign is to determinethe effectivefiess
of the individualhardening:E:r,r,iqces utilizedin the overalldesign
as the systemdesignprcgxs:::. Fcr example,the shieldingeffectiveness
of the systemor subsystem.,:::losurescan be measuredwhile the system
circuitryis stillunc!erde.;+lcpmer,t,an? any designchangesrequired
to realizethe desiredshisl~::;~car,be incorporatedinto the enclosure
with minimumeffecton Othc--:Asigne~forts. Also,componentor
c.i?cuithardeningcan be a::--.p;is!wdindependentof enclosuredesign
e??~rts. What,everapproack;: ~~ployed,a reliable estimate of the
overallSystep hard~ess c~!. :? LI>:Z<.Je< s:cIply by addingthe levels
of hardeningachiexJeti3t Z? “ ~“.=:.er.;2:.’?.-.If the estimateof system
hardnessdeterminedin L!:S“;.~:.:.c:’+:.:~ee:zthe designrequirement,
ttiesystemdesignercan b: r+Escr,a51:;ccnfidentthat thesystem

jb
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testg will be satjs~actorv. An estimate’which falls below the design
requirement ig an indicationthat additional hardening IS r~ui=d.

Once the hardeningde~ign~s verified,a COU@ete ClocumenWStim
of the deglgnshouldbe $~~itted for the FeVieW and approvalof the
prognm managerand the E?4CAB.The documentation shoulddeacr%beIn
detailthe hardeningtechnl,queaand devicesemployed,the approach
used in verifyingthe dgsj~, and supportingdatawhichsubstantiate
that the desi~nrequjre~atshave beenmet.

.

)

.
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SECfIOR6 - MR ~ ~ PROCRAM

6.I GE#ERAL. The prourammanagerand.the F34CABshouldestablish
an overall EtlRhardnessmeasurementprogram.

.
The measurement program

plan should defj.neall testln~ an~ evaluationeffOrtS rwuired to d~a-
strate compliance with the EMR hardnessrequirementsand to ensure
that the developedsystemis compatible with its anticipatedoperational
EMR environment. The program managerand the E?4CABshouldalso ensure
thatadequatebudgets,’ttmeschedules,and resources(facilities)are -
allocated to accormaorjatethe required test$ng end evaluation efforte.

6.2 TEST AEDg’VALOATIONHASTIIRPtdkN(T04P). The TEMPIs the control-
Iingmanagementdocumentwh~chdef5nesall test and evaluationef’forts
to be accomplished in connectionwith a System acquisition. me pro-
gram manager and E24CABshould ensure that all ~Fl hardness test and
evaluation requ~rementgare included in the TEMPwhich Is prepared
early
to be
to be
tally
plans

6.3

jn the program. These requirementsshouldIncludethe T6E efforts
performedby otherDoD ovganizatlons,as well as the T&E efforts
performed by the contractor. The TEMP shouldbe updatedperiodl-
to incorporateslgntficant.vesultgach$evedand any changesin
and m~lestones.

EMR RAIUMESS TEST PLAN. The contractshouldrequirethe contrae-
to suhm~tan EMR hardnesstestplan to the procuringactivityfOr ap-
proval. The procur~nn activltvmay ~nvokespecffictestson the con-
tractorby tailoringexistingEMC spec~fjcationaand standarda(such
as ffL-E-6051,FIIL-STD-461,blIL-STD-u62,etc.)and making the tailored
specif~catjonaa part of the contract. The testplan shoulddescribe,
<n the maximumdetailposs$hle,what teststhe contractorplanstO
performto demonstratecompliancewith the EMR hardnessrequirements,
how the testswjll be conducted,and what typesof data will be submit- “
ted as a result or these tests. The test planshouldincludea descrip-
tion of the tests that subcontractorswill be required to perform on
subsystemsand component9 and how the subcontractortest resultswIII -
be utjlized in establfshin~systemEMR hardnesscompliance.The test .
planshouldbe preparedin accordancewith the outlinepreaenteduln
AppendixU. .,

6.4 W1 HAEWESSTESTREPORT. The contractshouldrequirethe con-
tractorto submitthe resultsfromall EMR hardnesstestsin an R4R
hardnes test report to the procurfng activ~ty for approval. The Data
ItemDescription(DID)requiringthe test reportin the oontrectshould
ensqrethat the formatof the testreportjs mch that the dataw511
be submittedIn the most usableform for evaluation and subsequent
analyse~. Before approving the EMR hardnessreport.,the programman-
auer shouldbe sat~sfied thatthe contractorhas demonstratedhis com-
pliancewith the EMR hardnessrequirementsand that the systemla reactm
fora svstemsusceptibil~tytvulnerabiljtvanalysisat FtADC.

.

6.5 SYSTEMSUSCE~IBILIITAND VULNERABILITYAMALYSIS. Systemsuscel+
tj~{l:.----y testingand vulnerabil~tyanalvzesof a pre-productionproto- -
typeCCM5SIand a product.lonmodel of tke system will be performedat
ple :X: Elsctromaanet!cCtnF?-$t!lityAnAlvsis Facility (EMCAF)by
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the CompatibilityBranch personnelat the RorceAir Development Center.
While neither progran office personnelnor contractor personnelwill
be required to perform these tests and analyses,a brief description
of the proceduresand facilitiesinvolvedare presented in this section
to make the system developers aware of the degree of thoroughnesswith
which a system will be evaluated before final acceptance.

The ElectromagneticCompatibilityAnalysis Facility ig a dedi-
cated, unique facility for testing Air Force systems In high power
RF environments. The facility providesa capabilityto test weapon
systems for susceptib~lityto radiated RF energy in a gimulated free-
space environment. There are three RF anechoicchambers within the
facility. The characteristicsof the three chambers are as follows:

CHAKBER NUMBER ONE “

Size: 32 Ft. Hfgh x 40 Ft. Wide x 48 Ft. Long
Quiet Zone: 12 Ft. x 12 Ft. x 20 Ft. Long
Frequency Range: 50 MHz - 40 GHz
Maximum Sample System Size: 20 Ft. Long x 8 Ft. Diameter
Maximum Sample Weight: 4000 Pounds
Shleldfng: 100 dB
Shielded InstrumentationRoom: 20 Ft. x 20 Ft. x 12 Ft.

CHAMBER NUMBER TWO

Size: 12 Ft. High x 12 Ft. Wide x 36 Ft. Long
Quiet Zone; 3 Ft. Diameterx 20 Ft. Long Cyllnder
Frequency Range: 200 MHz - 40 GHz
Maximum Sample Size: 6 Ft. Long x 3 Ft. Diameter
Maximum Sample Weight: 1000 Pounds
Shielding: 100 dB

CHAMBER NUMBER THREE

Size: 18 Ft. High x 18 Ft. Wide x 55 Ft. Long”(Tapered)
Quiet Zone: 6 Ft. Diameterx 20 Ft. Long Cylinder’
Frequency Range: 200 MHz - 40 GHz
Maximum Sample Size: 14 Ft. Longx 6 Ft. Diameter
Maximum Sample Weight: 4000 Pounds
Unshielded

The facjlity has a group of wideband RF sources capable of gener-
sting high power RF signals i.nthe IO kHz to 40 GHz frequencyrange
with.a variety of modulation characteristics. In conjunctionwith
these RF sources, the facilityalso malntajns the necessary associated
equipmentSuch as antenna systems,transmissionlines, and automated
instrumentationand control systems to establishhigh intensityRF
f~eldswithin the ar!echoicchambers. In addition to dedicatedminicom-
puters, facilitypersonnel have access to the RADC central computer
and maintain extensive programs for use in test data processing and
system vulnerabilit:~analysis.

.
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j

Uhen a systemto be testedarrivesat the fac~lity,it i$ set
up to operate In a typ~cal operating mode in one of theanecholccham-
ber9. Initialtestsare performedwith no ~R environmentpresent
to measurenormal functionalparameters,some of which are used to
establ$shthe crfte~!a for determining system degradation. A ‘standard
Chanqe”3s established In eachperformanceparameterused In the cri-
teria. A changeequalto or greaterthana ‘standardchange”in ~Y
one ot’theseperformanceparameter!is definedas consti.tutlngsystem
de~radat.+on.

kfter the degradationcrjterjahave been established,tests
are performedwith ~R fields incidenton the system to determine the
levelsof fieldsnecessaryto catnge degradation(susceptib~lltylevels];
In addltfonto frequencyand powerlevel,thesete~t~take intoaCCOUnt
the effectsof modulation,polarlza?.ion,and aspectangleof the EMR
f~eld. The susceptibilitylevelsestablishedby the testsare compared
with the correspond~n~levelsin the EMR environmentprofile for the
9ystem. If’’all9u9ceptibi.l~tylevels are higher than the corresponding
environmentlevels,the system is not ~ulnerable to the ~ env~~~nt-
If any susceptibilitylevelsare ~ower than the correspondingenviro-
nmentlevels,the systemis vulnerable,and an analysisIs perfO?WMd
to determinethe Impactof the vulnerabilityon the systemoperation.
If the resultsfrom the analys!sindicatethatthe vulnerabilitywill .
have a si~ifjcant impacton the deploymentof the system,a fix,wdi-
fica?.ioz,or redesiun of the systemmay be necessaryto eliminatethe “
vulnerability.

.

ProjectNo. EMCS-F088
PreparingActivity
Air Force17.

U3 .
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10. IN1’RODUCfIOU.
a$~ l~~nchedordnance

AP3WTDIXA

m FMvxm-.

The electromagneticenv~ronmentIncfdenton an .
systemresultsfromthe electromagneticradiation

(EMR)from a numberOF radiatingsourcesin the vlcinjtyof the system.
The radiatingsourcesmy jncludefriendlyand/orhostileradars,radio
transmitters, jammers, and otherrelativelyhighpowerradiatingsystems.
Theseradiatingsourcesmay be locatedon the ground,on groundvehicles.
0??9hip9, or on aircra’ft.The spectraldistributionof the radiated -
energyin the electromagneticenv~ronment(~) is determinedby the
operat!n~frequenciesof the radi.atlngsources. ‘Thelevels of the
DE are determinedby the amountof power being radiated by the lndlvldud
sources,the dlatance between the weapon system and the individual
radiating sources,and the or~entatlonof the weaponsystem relatlve
to the radiat~onpatternor the Individualsources.

UMle the systemis mountedon a deliverya~rcraft,the radiatlen
from electronicsystems(suchas molars,.lammerpods,and tmamunications
transmitters)on boardthe deliveryaircraft will be a prjmarysource
of the EME Inctdenton the weaponsystem. If the delfveryatrcraft
$s flyingin a format.~on,the mdl.atjon frontescort aircraft may be -
a prtca~ysourceor the E?4E~ncidenton the weaponsystem. Hhilethe .
systemts In free fl!ghtbetweenthe de~iverYaircraftand a tar~etv
the rad$at~onfrom.the groundenvironmentmay be a prjmarysourceof
the E=. As the svstemapproachesa target,the radiationfromthe
tz?~etttselfand emtttersin the vlc~nityof the targetwill probably
W the major sourceof the E?4E.

20. REX)UIRWEN’TSP(IRm ENVIRO?MEM’fFORECASTS.

20.1 BASXS FOR 04R RARDNESSREWIRINEIZTS.In orderto designand “
developa svstemwb!cb ~s ha~tiefiedto surviveand operate in Its elec-
tromagnetic operational/threatenvironments,tt 5s f$.rstnecessary
to definethe electromagneticenvironmentsthe system will be exposed -
to ~ur!ng Its deployment. Only after the EMR environmentshave been .
defined can the development of realisticsystem EMR hardness mquiremen ta
begjn to be addresseti. ‘ .

20.2 FORECASTING. In defjni~gthe ENR envl~onments a system!will
be exp~sedto dtar:nf!deployment,considerationmustbe $jven to the
fact tht the systemwill proh~blvhe ~n developmentfor mnwal years,
and !n addlt~m, the ~ystemw*II probablyhave an %n-sewice.llfe spann~nu
gevgr21years. Hence, ft.j~ not sufficientto defjnethe EMR environments -
that ex~st at the present t4me; !t js necessary to predict the E?4R
env{ronnents tne system will be exposed to during deployment until
the end of its !n-servtcelifle.For E14Renvironmentdefin+.tionsused
~n the earlv staFesOT a svstemdevelopment,the envf~onment definitions
w*1I Y;aveto S9 pro.$eetedbv ?orecast~ngtechniquestO a tlUIe~rame
Wb!ct.-s the suz of the acqu<sit$oncyclean~ the *n-service life cycle
Of Cf.eSVSte? f>,the ~utu~f?. As the developmentof’the systemprogresses
the p-:flect~an+{nP for ~h~ Ijprja:et~R ~nv!r~nmentdef~nft$onswill -

A-1
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be reduced. If it IS assumed thzt the acquisitiontime of a tYP,ical
system Is 10 years znd the ave~age in-servicelife is 15 years, the
initial E@environment definitlanswould need to be projectedby a
25-year forecast. Environmentdef~nitionsuged midway in the acquisi-
tion cycle would need to be projectedby 20 years, while the environ-
ments used at the end of the acquisitioncycle would need to be project(?d
15 years. I

20.3 IHT3GRATKDENW?ONHENT. As mentioned preciously,an air launched
ordnance system will be exposed to several differentEMR environments
during jts life,cycle. Thus, to define the EMR environmenta system
is to be hardened to, ~t ~s necessary to define each of the independent
environmentsthe system will be exposed to. These individualenviron-
ments Include the ground env~ronment,the cosite environment,the inter-
site environment,and the approach-to-target.environment. The.ground
environment Includesthe radiation from all emitters (friendlyand
hostile) on the ground (and on water) over which the system will travel
(both on the deljvery aircraft.and In free flj.ght)in the performance
of its missions. The cosite environmentincludesthe radiation’from
emitters on-board the delivery aircraft. The intersiteenvironment
includes the radiation from emitters-onescort aircraft,other friendly
aircraft, and hostile aircraft. The approach-to-targetenvironment
includes the radiation from the target and emitters in thevicinlty
of the target. After the indlv~dualenvironmentshave been defined,
each of the environmentsmust be projectedby forecastingtechniques
to be representativeof the env~.ronmentsthe system will be exposed
to at the end of jts service life.

I
‘Inorder to establish the overall EMR hardness requirements

for a system, it is necessary to integratethe forecastedindividual
environments into a composite EMR environmentprofile which indicates
the maximum radiation levels the system will be expcsed to during its
life cycle.

20.4 POXNTS IN ACQUISITIONCYCLE UEiBRERIR FORECASTS ARB REQUIRED.
A minimum of three EMR environment forecastsis considerednecessarydur’-
ing the acquisj.tioncycle of a system. The actual number of forecasts
required will depend on the complexityof the system being developedand
the time duration of the acquisitioncycle. For a large complex system
requiring an unusually long acqulsit5.ontime frame, several EMR forecasts
mav be necessary.

The first EMR environmentforecast (Type I) should be available
for use during the evaluationof the requiredoperationalcapabilities
necessary to satisfy the mission need statementIn the initial phase
of the program. Thig forecastshould be used jn feasibilityanalyses,
trade-off studies of alternate approachesand.concepts,and the defini-
tion of risks.

I “
The requirementsof OMB Circular A-109 have increasedthe emphasis

on investigatingalternateconcepts for satisfyingmission needs.
Under these conditions,the requ~i-ement to define the EMR environment
early in the program to ensure that the concepts investigatedare corn- “
patible with the operationalEE!Renvironmentbecomes more critical.
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This initialEMR forecastshouldalsobe usedby the programmanager
and the E14CABto establtshbudgets,schedules,and resourcesrequire-
mentsfor Inclusionin the EUR Ha~dnessProgramPlan and the Testand
EvaluationMasterPlan.

A secondEMR environmentforecast(Type11) shouldbe available
for use duringthe preparationof the RFP documentation.This EMR
forecaatshouldbe tncorportedIntothe R?P to corweyto the bidders
the amountof R!R hardnessthatwI1lbe required. I%e forecastshould
also be used to tailorthe limitsof any WC speclfkathns and @.a.mdards
(suchas MIL-E-605?,MIL-STD-461,PfIL+TD-462antiF!IL-STD-463)which
will be invokedby the contract. This forecastshould.alaobe used
by Ehe selectedcontractorto establishthe EMR hardnea~criteriato “
be used as the basis for the EMR HardnessControlPlan and the WR
HardnessTest Plan.

A thirdEMR environmentforecast(Type11X) shouldbe available
for use duringthe systemsusceptibility/vulnerabiIlty evaluationphase.
This forecast9h0uldbe used by the systemtestorsanl=tlonas @dance .
in conductingthe systemsu@?ptibil%tytestsand aa the thr@atdefinf-
tjon In vulne=b$lityanalyse9.

30. oBTAmnic m EmmRomERT KMm4sTS. From the prevloasdlscus-
gionsin thjg appendix,it is apparentthat the generationof.anEMR “
operational/threatenv~ronmentforecastfor a proposedajr launched
ordnancesystemfs a complexand difficultprocessrequiringextensive
fnfor~t$~n,degc~$~lnuthe operationalcharacteristicsand geographical
locationsof friendlyand hostileemittersworldwide. The generation
of EMR forecastsalso requiresextensivecullingan~ processingor
the emfttertiataand the applicationof validatedforecastingtechniques.

While the operationalEMR environmentforecastsfor each system
mustbe tailoredfor thatgpecificsystem,the proceduresand forecasting
techniquesfor generatingthe EMR forecastgwill be essentiallythe
same.Fo? all systems. In “addition,the generation of an M forecast
for a spectficsystemwill enta~lprocessingthe sameEWR database
to tailoran environmentto the operatdond and tacticalrequirements
of the specificsystem. .

Un6er these conditions, qk IS not feasible to requ%re each pro-

officeto generatethe EM forecastafor the ayateuifor whichit Is
responsible.Thiswouldrequireeach programofficeto establishan
extensiveEMR data base and developan orgagizatlon,procedur’ea,and
forecastingtechniquesfor generating~R forecasts. A muchmore effi-
cjentapproachis to assigna permanentorganizationthe responsibility
for sat!sfy~nsthe EMR environmentforecastrequirementsfor all program
offices. With thla approach,the baaicEMRdata base,the procesglng
proce~u-es,and the forecastingtechnlqueaare only developedone times
elimlnelingduplicationof efforts.

30.1 PREPARINGORGAN1ZATION.The Electromagnet~cCompatibilityM@ysfs
Cent@r “ECAC) located at Annapolis,Maryland has beendesignatedas
the nrca~$zat~onre.?ponslblefor satfs~lng the E!4Renvironmentforecast
requ~r.e~entsfor A~r Forcea!r launchedordnancesystems. Thi9center

A-3 “ .-
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is a joint -servize Department of Defense Facility,establishedto provid<?
rapid analysis of electromagneticcompatibilityproblems of the military
services. ECAC has an extensive electromagneticenvironmentaldata
base which includes a comprehensivel19ting of existing electromagnetic
em~tters throughoutthe world. IF addition,ECAC has access to the
required intelligence informationand has extensiveexperienceas to
which organizationsare the best sources.ofparticulartypes of informa-
tion. ECAC also has considerableexperiencein generatingelectromag-
net~c environmental,profiles, sfmilar to those of current interest,
in support of RADC~s HAVE NOTE test prOgr’alllS.The capabilitiesdevel-
oped by ECAC for generatingEMR environmentforecastsare described In
Appendix B.

30.2 =QUE=INGEMRm~ mREcAsTs. Contact should be estab-
lished with ECAC at the.initiationof the program,and they should
be alerted that EMR environment forecaststill be required. If poss~ble,
the number of’EMR forecastithat will be requiredaridthe approximate
dates they will be Peqnjred should be defined. Several types of opera-
tional and tactical”informationwill be required for ECAC to generate
an EMR forecast. To aid the requestingorganizationin providing this
information,ECAC has prepared a data requirementsquestionnairefor
requesting an EMR environment forecast. This questionnaireis described
in Appendix B. .

30.3 TYPESOFm ENVIRONMENTFXMBCASTS* There are three basic type:)
of EMR environment forecasts. While the objectiveof all EMR forecasts
is the same (j.e., to define the anticipatedoperationalelectromagnetic
environment of the system), the manner in which each forecastwill
be used, the stage of developmentof the system when each forecast
is generated, and the extended time periods between forecasts dictate
that the EMR forecasts obtained at different points in the acquisition
cycle of a systetiwill be different.

Type I EMR EnvironmentForcast

The initial EMR forecast,obtained at the beginningof the program,
will be based on a Type I analysis. It is anticipatedthat a.great
deal of the operationaland tactical requirements,as well as the per-
formance specification?,for the system will not have beendeflned
at thjs stage of the program, and the environmentalanalysis will have
to incorporatea number of assumpt~ons. For example, If the theaters
of operation have not been defined, then a worldwideenvironmentwill
be considered in the analysis. If the type(s)of delivery aircraft
has not been defined, then the worst-case,on-boardenvironmentfor
that class of aircraft will be consideredin the analysis,etc.

.

.

A Type I analysis will provide baseline (current)environment
profiles and forecastedprofiles valid for up to 30 years in the future.

I#
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Type II M EnvlronmentForecast

The EMR forecastobtain’edat the RFP preparationatauew~ll
be baaedon a Type 11 analysja. It $s assumedthatthe operational/
tacticalrequirement.~and pertwimnce Sp6CifiCat~OnSfor the SYStem
have been defined so that adequate input in~ormationcan be provided
to closely approx~~te the actual ~R environment.

A Type II analysla will prov$de baseline profilesand forecasted
profiles valid for Up to 25 y~rs in the future. Fjgums A-1 and A-2
show examplesof Type 11 ba~el$.neprofilesfora theater ground enVIFOn~
ment.

Type III mR EnvironmentForecast

The EM ~crecast obtajnedat the systemEHR susceptibility/vul-
nerab$llty evaluation stage will be based on a Type 111 analysig.
It ~s not anticipated that the levelsof the Npe 111 forecastswill
be significantlydlffe~entfromthe levelsof the Type11 forecasts.
However,the Type 111 analygisi,sspecificallydesignedto provide
forecastswhichwill providemaximum8ssi~tance jn performingsystem
guaceptibilltytestingand vulnerabilityassessments.The environments
for each theater w$ll be prov?ded in zonal lncrerments,so that It 1~
poss~ble to generate environment profilesfor spec~fic mlsslon. 9cmar-
$09. The Type 111 forecasted profjles w~ll be valid for up to 15 years.

.

*
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RIR ~INON!MW7 @GRBCASTIffiCAPABILITIESAT ECAC

?0. XNTRO-ON. The U. S. Air Forc6Rome Air Developmentbnter
.

(RADC)has sponsoreda programat the Departmentor DefenseElectromag-
netic CompatibilityAnalysis Center (BCAC) to develop a capability
to rapidlyproducecurrentand futureEMR environment‘profiles”that
are tailored to both the acquts!ition and deployment stages of the l$fe
cycle of specific weapon systems. l%ls capability h intended to sup-
port the Air Force EMR Hardness Program.

20. ENVIROiWENTDRPINIT’IONSTSTW. The capabilitywhich ECAChas
developed to accornpltshthjs objectivehas been designatedthe Env!.ron-
mentalDefinitionSystem(EDS). The UN consists of two parts. The
ffrstpart,oalledthe GroundEnvironmentDaflnltion System {G?IMJ),
was designedto producecurrent(-basellne)and fiture(forecast) EMR
groundenvironment profilestor the deljveryphase ofan air launched
ordnance system. The secondpart,calledthe AircraftEnvironment
Deflrtitf.onSystem (AEDS},~s designedto producecurrent(bas@ljne)
and future(fo~ecast)EFl?lenvironmentprofilesfor the aircraft cosite~
a!rcraft lnters~te, Smmediatelv-after-laurtch,and approach-to-aircraft
ta~get phasesfor the delivervsequenceof a weaponsystem.

ECAC is currentlypreparinga five-volumef~nalreport~escrib-
jrtgthe EnvironmentalDefinlt~onSystem. The t~tlesand reportnumbers
of the f?.vevolumesof the reportare listedbelow.

o f~E~vjronment~~DefinftlonSystem(EDS)VOlume 1: Ground Environ-
ment Definlt~onSystem,nESD-TR-8O-1OOVol..1.

0 ‘Env~ronmental Definition System (EDS)Volume2: Ground Environ- .
meritForecast5nR,”ESD-TR-8O-1OOVol. 2.

0 ‘EnvironmentalDefinitionSystem(EDS)Volume3: AircraftEnvi- -
ronmentOeftn?tionSytem,”ESD-TR-8O-1OOVol. 3.

0 ‘EnvironmentalDefl,nitionSystem (EDS) Volume 4: Aircraft’Envi-
ronmentForecast~ng,wESD-TR-80-100Vol. Q.

o ‘EnvironmentalDefinitionSystem (EDS)Volume5: Customer$s
Appl~catlonManual,nESD-TR-8O-1OOVol. 5.

Volume1 of the reportdescribesthe overall philosophy used
to developthe EnvironmentalDefinitionSvWem and also de.~crlbesthe

.

GroundEnvironmentDe~jnftlonSystemwh$ch $s used to generateground
EMR environmentbaselineprof51es. Volume2 clegcribeathe forecasting
techniques developed to pred!ct the groundEt14Renvironmentconditions
thatw~ll exsstat specff%edt$mesfn the.future. Volume 3 describes
the klrcraft Snvi.ronmentDe~~v3tjonSystemwhich js used to generate
aircraf%EHR.environmentbasellne profjles. Volume 4 describes the
f~recastjngtechniquesdevelopedto predictthe a~rcraftenvironment
cond$t~ons t~.at ‘All ex+st at Specfrledtfmesin the future. Volume5 -
(~ustoner’sApplicationNarlual)descr?bes in detailhow an Air Force

.

5-1



MIL-HDBK-335(USAF)
15 JANUARY 1981

Agency can request EMR environment forecastsfor an existing or proposed
weapon system. This volume contains SPeCiflC infW’IBStiWIon Iilput

informationrequirements,available outputs~ time and manpower estimates,
and a glossary of special terms.

30, OB’fA3H~wAC’S s~=. To obtain ECAC’s serviceS for gener-
ating EMR environmentforecasts,contact shouldbe.establishedwith
the Air Force Deputy Office at ECAC. The telephonenumbers are autovon
281-2613 and commercial (3ol) 267-2613. The mailing address is the
following:

ElectromagneticcompatibilityAnalysis Center
North Severn
Annapolis,Maryland 21402
Attn: CF/Air Force Deputy Office

Specific input fnformattonIs required for ECACto generate
~R environment forecasts. ECAC has developed DoD/ECACForm EDS-1
to assist a requestingagency in providing the neoessary information
in the most usable format. To Illustratethe type of inforsmtionre-
quired, this form is shown in Table B-l-.

“.)“
.’.
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TABLE B-1

mm m’vx~ FORECASTREQWESTFURM
,

EDS FORM-1

REQUESTFOR A TAILOREDEMR ENVIRONMENT

TYFE 1, 11, 111A

This form shallbe consideredunclassifieduntil such time as .

it is filledout. The lndlv~dualf$lllngout thts form shalldetermine

the properclass$flcation and down grading and shall mark this form
,

accordingly. In addition.a copy of the currentpro.$ectsecurjtyuufde

must be forwardedto ECAC. This formand the securityguide shall

be sent to:

ElectronmgneticCompatjh?l~tyAnalys5sCenter
NorthSevern
Annapo15s,MD 21402

In add~tjon,the tnsidelabelshallhave on it:

Attn z CF/AirForceDeputyOffice

BACKGROUNDINFORMATION

%. In order to obtajn.atailoredEM environmentfromDod/ECAC,

severalitemsof informationare requiredas inputs. As an aid to

the user of ECAC servicesthe requiredinformation~s beingsol%c~t.ed

by this questionnaire.
.

2. Section3 of the Customer’sAppltca”tionManuala contains int”or-

matton to ale!in preparingthis questionnaire.In addit~on,Section2

containstheapprox!!natecost m! time requiredto do this analysts.

aEsr&TR-80-loo-vol5.
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TABLE B-1 (Continued)

mRrvxRoU4fE3iTm—~ q

\

)

3. Unless special arrangementsare made, the data base file

selects for any analysis will be kept)no longer than one year from

the date of project completion.

B. Questionnaire

1. AdministrativeInformation:

Specify the actual engineeringoffice, SOP, development

lab or other agency responsiblefor this request. Include

the office gymbol(s) and points of contact with autovon

phone numbers.

)
..’

CLAS( ), DOWNGRADING& AUTHORITY
(

2. Describe the class of weapon system for which a tailored

EMR environmentis required (i.e., air-to-air missile,

air-to-surfacemissile, laser guided bomb, etc.).

CLAS( ), DWHGRADING & AUTHORITY

3. Unless requested otherwise,,the EMR environmentforecast

will be based on a stockpile-to-targetsequence (S-T-S)

from the time the system is attached to the deliveryaircraft

(Continued)

)
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TABLEB-1 (Contjnued)

MI EBVIRO+ FORBCAST~ FOllll

4.

5.

6.

7.

mtil it lmPact9a target. If a differentphaseof the S-T-S

19 also desired,note that facthere.

CLAS( ), DOWNGRADING& AUTHORITY “

Indicate the type of analy91s required (checkonly cane).

Type I Type 11 Type 111A

CLAS( ), IXWWRADII?G& AUTHORITY
.

Spec~fythe ant~clpateddel~vervplatforms(I:e:,F-QJ,.A-7D,

RF-UE,etc.). If unlfnown,so state.

CLASf ), DOWNGRADING& AUTHORITY.—

Spec~fythe anticipatedafrcraftthat wI1l be Information

with the aircraftcarrytngthe weaPon9Ystem. Also,1? lawn, -

state the specif”icformationsthatwill $e used.

.

Cl@{ ), DOWNGRADINGlbAUTHORITY

Specifythe minimumalt~tudeabovegroundlevelfor the weaPon

deliveryplatformduringthe deliveryphase. (Mote: this

alt!tudemustbe qreaterthanor eqtialto 200 feet.)

CLAS(), DOMNCMIHNG&AUTHORITY

(Continued\
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TABLE B-1 (Continued)

m KNmRoNHmTFORECAST REQUEST FORM

8. Specify the lowest power density which, when incidenton

the weapon system,will cause harmful effects. The minimum

value must be at least O dBm/m2.

CLAS( ), DOWNGRADING& AUTNORITY

9* Specify the worst probable level for failure that you can

tolerate for your system, assuming that all design goals

are met and the system will fall only due to Q4R.

CLAS( ), DOWNGRADING& AUTHORITY

10. Specify the probable radiatingtarget classes for the weapon

(i.e., SAM sites, radio relay stations, fighter aircraft,

etc.], if any.

..
. .

,!,.

11. In general, the valid data of the EMR envlron!nentforecast

is determinedby the type of analysts requested In Question 4

above. Thus, Type I analysis normlly includ~sa (current)

baseline and a 20 to ~0 year forecast (the exact Interval

depending on customer choice). Similarly,Type II analysis

~

(Continued)
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‘)
TABLE -l (Concluded)

B4R KllVI~ PORECASTREQUESTPtl~
t

includesa (current)ba~e~fneand a 15 to 25 year ro~=st.

However,these intervals are’prlmarllydeterminedby customar

requirements. (No forecastwill be made for periodsexceeding

30 years or for periodsless than5 years.) Specify the -Ii?

dation period of the forecaat.

CLAS( ), IXWNGRADING& AUTHORITY

12. For Type 11 and 111A analysts,specifythe theatersfor which

a tailoredEMT!environmentIs requi~ed. ‘Me locatiomsof

these theateraare specified$n AppendixC of the Customer’s

Application Manual.

1. Alaska - Kamchatka 7. Northeastern-North

2. Australia& New Zealand American

3. CentralAmerica 8. PacificIsland?

4. European 9. South African

5. Mediterranean 10. South CentralAsian .

6. North Asian 11. southern Latin American

12. CONUS

CLAS( ), DOWNGRADING& AU~ORIfi
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A.PPEWDJXc .

I

i

ANMxsIs mmNIRlmTIa

10. lJ)’TRODWCflON.Analysis‘isthe process“ofseparatingsomething
into its constituentparts. In EM analysis,th@ g-l h tO brWilC
down the ~ responseof a systeminto the cofistltu~t parts Of tb
response. For example,the EMR rssponsea%aYbe analyzedintothe re-
sponse of scattering structures, into the responseOrapertures,lnti
cable response,and intoeleatrcniccomponentand subsystunresponse.
Mathematical~dels of the ekctromagmetictiteraotionwith the syste3
partsare used to prediot each response. BY aond$do!’m the aaUWWt6
responses,the systemresponsecan M assessed.‘

AppendixD descrlbesatheIntersystemAnalysisProgram(IAPI
which is essentiallyco~uter softwareprogramsof mathematicalmodels
used in analy~taand prediction of responses to electromagneticenergy.
The purposeof t-hisappendixis to supplementAppendixDwlth pertinent
Informationand to providean insightas to analysisand prediction
methods. The goal ia to developan overviewofamalyslaand pred~otlom
with amplereferencesfor the-sedesiringmore depth. In acmeoases,
the materialpresentedin the following sections la & twapltulation
of’other source material. The material,plusadditions,has beenar-
rangedand assimilatedintoa formmore dlreotlyapplicable to analysis
and predictionof weaponsystemE?4Rresponse. . .

The roleof analysisand predictionis.wor’thdiacus~ingbefore
proceeding. Withinthe presentengineeringstate-of-the-art,.neither
experimentalmethodsnor analyticalmethodsshouldbe reliedon solely
to asgesaa system. In most experimentalsituations,neitherthe t-
nor the capabilityexiststo conduct sufficientlyvalidstatistical
or sensitivityteststo fullyevaluateall the parametersof an electm-
~gnetic environment.Unuallyonly one waaponsystem13 tested. Ibe
systemthat is testedmay differconsiderablyfromsystemsin the same
clas~. Thesedifferencesarisebecauseof productiondlfferenoessuch
as in cableroutingpaths..It must be realizedthatall testconfigur.a-
ttonsat bestare only a simulationof a systemin its actualexvd.ron-
ment. For example, instrumentationto detector recordresponsescan
unintentionallymodifythe responsebeingobmrved. Argumentscan
alao be givenwhy an EHR aysitemasseaamentshouldnot be basedonly
on analysisand prediction.In general,analysisand predictionIS
presentlyat the stage.of developmentthat Facilitiesonly %orst
casew approaches.The worstcase approachwill usuallyresultin an
upper boundpredictionand all potentialmsceptibilittesare identi-
fied. However, non-susceptiblesituation?-y @ predicted?s suscep-
tiblebecauseof the worstcase approach. Thesesituatiomalead to
overhardeningwith unneceasa~ adverse ef’fectson system performance.
More accurate analysls and prediction can be impl-ent~, but i3eneralti
are more costly,and the required detailed geometric data is time con-
suming to obtainor maYnot be’available.

The best overallapproachis to utilizeemerime-ntaland analyti-
cal kthods in a complementary
strongand weak Pointsof both

manner. Such an approachweighsthe
methodsagainsteachother. For exam-

C-1
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pie, the analysis and predictionmethod is the only approachavailable “
for use in the conceptualstage where little or no hardware is avail-
able for experimentalassessment. In trade-off studies, two conipeting
systems must be evaluatedwhen only drawings and specificationsare
available. However, as a system developmentprogressesand hardware
becomes available, test results can be used as an Input to the analysis
and prediction effort to improve acou,racy. In other situations,It
may be appropriate to use analysis and prediction for test planning
or to interpret test results. This complementaryuse of experimental
and analysis/predictionmethods assures the best possiblemethodology
within the present engineeringstate-of-the-art.

20. ~IC EEVI~. Appendix A discussesthe EHR emvl-
ronment and defines the source of this environmentas high ~wer radiat-
ing emitters suoh as radar and communicationtransmitters,~ammers,
navigational equipments,etc. The EKR environmentincludesfriendly
and/or hostile emitters, Notice that the EMR environmentresults from
emitters external to the weapon system and incl~des electromagnetic
counter~sures (E(X) sources. mere are many other environments,
both natural and man-made,to which a weapon system may be susceptible
[C-1]. For the ana~ysisend prediction effort, it is advantageous
to consider these differentenvironments5n a coordinatedmanner.
Coordinationof the environmentsis cost-effectiveand efficient,since
they all require modelingof the same structures,apertures,cables,
and circuits. Even though the environmentsare generated from differ-
ent sources and their essentialproperties are divergent,theyall
give rise to the same generalizedproblem in the sense that unwanted
and unintentionalenergy is coupled to electronicsystems.

20.1 mAMNwwT C3A.RACTERISTICS.Other environments that should
be considered in an analysis and prediction effort includeelectromagne-
tic pulse (EMP), electromagneticInterference(EMI), lightning,and
precipitation static (P-static)electricity. Figure C-1 is a simpli-
fied spectrum comparisonof these environments.

In general, there are various types of El@, and the lnostimpor-
tant one is that resultingfrom a “highaltitude (exoatm6spheric)burst.
Here, the EMP is generatedby the interactionof nuclear burst products
such as gamma rays and x-ray~ with the upper region of the atmosphere
and the earthts magnetic field. Electrons, produced by the Compton
scattering of gamma rays and air ❑olecules, spiral about the earth’s mag-
netic field. “Theresultanteffect AS a substantiallevel of electromag-
netic radiation below this source region with roughly uniform field
intensity radiating outward in all directions. . The intensity of the

field and area coveragemakes the high altitude burst EMP one of the
most potent sources of unwanted electromagneticenergy. other types
of EMP Include: (1) atmosphericburst El@, (2) ground burst EMP,(3)
dispersed EMP, (4) internalEMP, and (5) system-generatedEKP. High
altitude burst EMP has a very fast risetime (nanoseconds)and.a 10 KHz
to 100 MHz spectrum. Field levels can be 100 kvlm orders of magnitude.

EM.Iis electromagneticnoise in the sense it is unwanted;it is
generated by electronicand electricalequipments,distributionnetworks,
radiating subsystems,etc., of a system. These various sources can

‘) .

..

.- .
)
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be broadly classifiedas radiated and conductedelectromagneticenergy
and may be both intersygtw or intraSYSteMgenerated. The EMI spectrum
is usually consideredto extend from 400 Hz to 18.o GHz for airborne
systems, RadtitedEMI may include levels in the order of 100 v/m.

Lightningstrikes on airborne SYStems are considered to be direct
hitg for worst case considerations. The most common source of lightning
is the electricalcharge separated wit!hinthunderclouds. Charge separ-
ation and lightningcan also be Induced by thermonucleardetonation.
An entry of an airborne system into an electricallycharged region
can!also trigger lightning. A typical Mghtn@! stroke comprises multi-
ple pulses, often superimposedon a.relativelysmall continuing or
“follow-on”current. The rise times of lightningpulses are on the order
of microsecondsand have a 1 KHz to 5 ~z SpeCt!’UM.A direct strike
can produce currents on the order of 10 KA.

Static electricityresults from an electricalcharge which is
generated on the surface of an airborne system. When the static elec-
tricity leaks off the surface, an electrical interference called P-static
results. Static electricitydischargeshave a 1 MHz to 100 MHz spec-
trum and voltage levels on the order of-l Mv. Electrical discharges do
not occur between objects when they are bonded together. .

20.2 EHRENVIRCUHEMT PMAHETEW. The primary concern of this hand-
book is the E~ environment,and parametersof this environmentmust
be consideredin an analysis and predictioneffort. TheseParameters ‘\-
are as

(1)

(2)

(3)

(4)

(5)

follows: .,?

Frequency. The EMR environment frequencyrange is from 1 MHz ,.
to 100 GHz. It is oDvious that structureswill range from small
in terms of a wavelength to very large in terms of a wavelength.

Power Density. Power densities may be greater than 60 dBm/m2.
Sources may be CW, AM/FM modulated or pulsed. Both peak and
average powers must be considered.

Modulation. Modulation is particularlyimportant in assessing
system susceptibilities. Induced signalswith the proper
modulationcan be processed as legitimatesignals and cause
disruptions. Modulationswhich affect guidance may be different
than those which affect fusing, etc., so each subsystem
must be investigatedIndependently.

Polarization. Structures may respondbetter to some polariza-
tions than they do to others.

.
Horizontaland vertical polari-

zations are usually used in the analysisand prediction proce-
dures.

Aspect Angle. Since the system~s structureand its electronic
conductorsbehave as inadvertentantennas,the coupling between
the external field and the structureIs a function of the aspect
angle.

c-4
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(6) DwellTime. Owen tine $.sa functionof the environmentand
the weapon system dynamics. For example,It 1s the time that
a weaponmay remainin a radar mainbee.m.

30. S?S~ U3NSIDERLTICWU3.‘

30.1.ANALYSXSMD PREDIC’HOMNKQOIMM8BTS. EWtanalvsh and predic-
tion techniquesare basedon externalilluminationof a weaponsystem
f?itherin the near-~:eltior far-fieldof a aourae. ‘l’hesmthemetical
modelsutilizedare $n the frequency-domain.If the systemrequire-
ments includeE’NPand l~ghtningprotection,math=atical m~el~ derived
in the time-domainare usuallymore suitable. 7?mre are several g~d
resources availablefor EJ@ and Il$htmingWne-domain calculations.
The A5r Force Weapons Laboratoryhas publishedan EMP handbok [C4 “
for m~ssilesand aircraft. The Air ForceFllght Dynamics LabontorY
has oubllsheda l:uhtninqhandbook[C-3]f’oranalY9isend c~lcu~t%on
or l!ghtninK interactions with aircraft electrical circuits.,,

30.2 ST= (XZ?FIGURATION.The systemconfigurationlnfkences the
type anti level of anplysis and predictiontechniquesutilized. For
example,an air-to-airmissilein.flig!!tIS relativelySUUOIand self-
contained. hthemati.cal models basedon smaller than a wave18n$th
approximationsmay be appropriate for such a structu~e. However, &en
the same missile is on board an aircraft.such modelsmay not be appro-
priate. Missilesin tlightcan usuallybe modeled as tf in free-space
w%tt! a nlaneelectromagneticwave $llumlnation.For missileson board
an aircraft,near-fieldilluminationIs probable. When an aircraft
w~th on-beardmissilesis on theground,enalysisand predictioncalcu-
lationsmust consic!erthe *elections from ground. In essence,the
weaponsystemand fts surroundir?genvironmentmust be includedin any
analvsisand predictionmethod.

~0.~ PLUXEEFT’KXS. Plumeeffectsare impo~tantcorsic!eratlonsIn
the svstemconf~aurztions.In somecases,the ionizedexhaustgazes
or the plumean a~t,era mig~i~e’sskincurrentdistributio~,and in
turn the couplingof EM energyl.ntothe interjor of the missile. There
have been severalt.heoretiealstudies dealing uith plume effects.
5arr~son’s [C-4] studv used a plumemodelon which the effectiveelec-
tricalconductivityvas assumedto be an exponentialfunctionof the
axiald~atanceanrlthe conducti.vttie~where taken to be high. Saiith’s
[C..5].studywas directed towzrdsmallmlasileawith S0116propellant
motors,an~ it is this stutiythat$s ~eportedon he~e.

Both homogeneous and axially Inho!rogeneousolurneswere consi-
dered. For the inhomcgeneouscase, a low altitude plume program was
used to provide re?list!c values of the electr”4calproperties along
the Ie%qth of’ t?e plume. The Reometryof’the thin-wiremodelused
for the analygis is shown in F@ure C..;.The mlasileand the plume
are represented by cvl~nders u$th lengthsfm and R , respectively,

P,
and adius (a). An internalimpedanceper unit len@.bz;, which

can be a functionof tbe ax$.~1distance z, is u=ed io (!eScribethe elec-

trical p-nperties of the plum%. A un!i’opminternal impedance z:

c.:
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is used for the highlyconducting missile. The incident electromagnetic

field is a linearly polarized p,l.ane.wave with electric field Ei in
the plane formed by the axis of the missile (z’axis) and the prapa&a-
tionvectork. For an incidentfieldin anotherdirection,only the
componentof the fieldin thisplaneneat be Q0m9ideredin the ~lyaia
slmceit S,sthe only componentthatwill excitethe thin-wirestrllctul?e.

The electrlcf~eld alon$ themxisoftliemiska (zaxi13)ia#(Oi)

= % SIXIQi axP (-JBoz oos Oi) where EO = Eli , and the referemce

~~t for the phaseof the ticidemtfidd is at the e~tir Of thO!IiD-
sile (z = O).

The total axial currentat any crosssectionof the rocketor
plume13 r(z).
is the same as

J
&m/2

z’ =

.

.

The integralequationfor the currenton thisstructure
thatused In the familiar analysesfor linearantennas:

/

n ~(z@@

R
d~’ dz’

-(lp+tm/2) . $’-0

A COS 60Z + 60Z

-j2m (AEO)~j%ozCosoi——
co Sinei

+j4V2 z

J

zi(t)I(t)sin Bo(z- t) dt (c-1)
co t=._(ip+g#)

where:

i
z (z) = z i for -t#24z4m/2

m.

= Zpi(z)for-(~p+ lm/2)<z~-Qm/2 (c-2)

and:

2 1/2R .a [(z - z’) +Aa2 sin2(@’/2)] . (C-3) . .
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f30and ~ are the propagation constant and the characteristicimpe- ‘)

dance for free space, respectively. The constantsA and B in (C-1)
are determinedby imposing the boundary conditionsat the ends of
the structure,i.e., I(~m/2) = 1(-Bp-lm/2)‘ 0.

The currentwas determined from the integralequation (C-1)
using the method of moments techniquewhich is described in a later
section.

Figure C-a(a) shcws results of the analysis for the missile .
model with a homogeneousplume. The distributionof the current
on the missilewithout a plume is seen to have a form llke [Cos ~z

_cos ~(t /2)] which is characterlst~cof a thin-wire Scattererin
an electr~cfield parallel to its axis. The current builds up to
maximum value at the center of the missile when the length of the
structureis near that for resonance (Rm\l somewhat less than O.S).

With the plume present, the amplitude of the maximum current on the
missile is reducedand is not as sharp a fhctlon of Lm/A as without

the plume. The current along the plume is fairly uniform except
near the ends. This is due to the high resistivityof the plume
which attenuatesaxial currents that could produce a high standing
wave on the structure. The effect of the plume on the current In
the missile is quite different for missileswith different electrical
lengths Lm/A. This is also illustratedin Figure C-3 where distributions

of currentare shown for a missile with a lengthnear that for resonance
and an electricallyshort missile. In Figure C-3(a), the maxi.~
current on the missile with a plume is seen to be less than that
on the resonantmissile alone. The current near the tail of the
missile is greatly increased when the plume is added. For an electrically
short missile,lm/A << 1, the maximum current is umch less than on

the resonantmissile, as shown in Figure C-a(b) (note the change
of the current scale). with the plume present, the current on the
electrically short missile is increased over the value without the
plume at every point along its length. The relative changes in the
current on a missile without a plume as comparedwith a missile with
a plume are quite different. For the resonantmissile, the distri-
bution of the current on the missile 1s determinedprimarily by the
length of the missile even when the plume Is present. For the elec-
tricallyshort missile, however, ‘thedistributionof current on the
missile is determinedby the length of the missile and the plume, “
!L.fim+l Note that the maximum current on the missile for all

D“
values of ~m/~ used occurs on the missile without a plume near resonance.

In Figure C-4, the current distributionsfor a missile with
an inhomogeneousplume model are shown. For the resonant missiler
the currentsare very similar for the homogeneousand inhomcgeneous
plume models. For the electricallyshort missile, Figure C-u(b),
the situation is quite different. The maximum current on themissile
with an inhomcgeneous plume is about three times as large as that -
for the missilewith a homogeneous plume; This difference is consistent,with
the idea that the distributionof current is determined by the electrl-

.:,.
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cal lengthof the missileand the plumefor the electricallyshort
missile. A change in the Internal impedanceper unit lengthof the
plumehaa a major effecton thd current. .

30.4 AV~ OF DA%A. The dataavailablefor analyzinga weapon . ●

system 1s generallya functionof the system’slifecycle[C-6J. The
various phaaesof the Mfe cycleare dtscussiedin Se@ttonb. The m7all-
abllity of data Impactsthe selectionof analysisand pre$iotionproce-
duresfor each application.Some proceduresrequire stm.vsture 8eometry
specifiedto within fractionsof a wavelengthuhileotherprocedures
require only approximatti stmctural reprosent4tlonsperhapsin terms .
of genericshapes. Also,the electricalchmracteristiwsneededfor -
analyslaand prediction can be detailed 8s time waveforms or aa 8uperfl-
clal as frequency assignments. Avallabllityof data increasesas a
system progresses through each phase of the life cycle. The extent
of the data at each phaee1s dependentupon the degreeto which ‘off-
the-shelt”mequipmentis utilizedor the degreeto whichthe system
unde~development is similar to other existing syst6ms. tableC-1
provides broadguidelinesas to dataavailabilityae a ftrnction of
the life cycle phasea.

The performancecriteriaof subsystemsM anothertype of data
availabilitythat impacts the choice of models and procedures. The
perforumce criteriaof a subsystemare its characterlst~c$when YlqWeU

)
as a receptor, suchas performancedegradationcurvesor ‘component
suaceptibilltydata. In-some cases,the systemperfomamce criteria
may be knownand the subsystemcriteriaderived. In othersituations,
off-the-shelfequipment is utilizedand performancecriteria has been
previously determined.

In summary,the structural, electrical,and pertorumce criteria
available at any point in the lLFecyclehas a major impacton the
selectionof the analysig and predictionprocedure selected. An analyst “
must judge and chose the best approximationsand models based on the
available data.

~0. CCWUTATWW.L TECIWXQUES. There are a number of powerful compu-
tational techniques available for use in interactionand coupUng.analy-
ses. A thorough discussion of any one of the aoaputattonaltedmlqw$
would be a lengthytreatisein Itself. The scopehere Is limitedto
a surveyto providean introductionto the sub~ect materiel..~uta-
tionaltechniquesexistfor both the frequencyand timedomains. Fre-
quencydomainmodelsencompassthosemethodsthateither’molvean elec-
tromagneticproblemat a singletime-harmonicfkequemcy{tially tern-“
poral variation asstimed)or solve a quasi-staticproblem (f+O}ar
an asymptoticFrequencyproblem(f+’”). Time domainmodelsare used
to findthe impulse response of an electromagneticsystem to a known
stimulus. Of course,throughFouriertransforms,frequencydomain
models can often be used to solve many time domain problems and vice
versa.

c-1 1

.



MIL-HDBK-335(USAF)
15 JANUARY 1981

TABLE C-1

.

Conceptual

o Subsystem F~ctiOn llefinltlons

o OrganizationsResponsiblefor Eaoh

o Generic Subsystem

Pover Ci.mults

~ication Circuits

Telemetry Circuits

Data Processing

o Expected Geometry
she
Weight

Generic Shape

Validation

circuits

Subsystem

o Characteristicsof IndividualSusbystems

Power Requirements

Time Waveforms

Spectrum

Susceptibility

o Prototype Specifications

Geometric Lkta

Schematics and Diagrams

Material Characteristics

o Support Equipment Characteristics

(Continued)

i.
)’

.. .

)
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TABLBGI (tincluded)

DATA 4VAIL48LBqmSUSPEAS&OUXmXCM

.

Full ScaleDevelormmnt .

0

.
0

Production

o

0

0

Deployment

o

0

GeometricData

Shape and Surf’aceInfomtlon

Wire Routing

ComponentLocations

Test Results

.

UeasuredData of ProductIonSaaple

RefinedData on Geometryand ElectricalC%.aracteristics

Descriptionof EquipmentDown to BrandNames .. .

MaintenanceStatistics

ModificationSpecification

i

.
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40.1 KETHOD W WXENTS. The method of moments’(MOM) [C-7]-[C-9]
is a numerical tec~ique for’obtainingapproximatesolutions to three
dimensionalinte~a~ equations of the form:

.

f(r) =

JV

k(r, r’)g(r”) dv’ (c-4)
v’ ,

where f(r ) is some kno~ forcing function,k( r, rt) 1s a known inte-

gral kernel and g(r’) is the function to be determined. To illustrate,
the technique,consider the more simple one dimensionalintegral equa-
tion:

‘2

f(x)””=
{

k(x,x’)g(x’) dx’ (c-5)

‘1
The method assumes an approximationto the unknown functiong(~’) of
the form:

N

ga(x’) = ~ giai(x’) (c-6)

i=1

where the coefficientsgi are unknown and the ai(xl) are linearly inde-

pendent functions,usually called expansion or basis functions. The
ai(x’) are chosen in the hope that some combinationsuch as (C-6)can

accuratelyapproximate the unknown. Next, another set of functions
~k(x) (k = 1, 2, ---, N), usually calledweighting fhnctlons,are chosen

so that a similar linear combinationcan accuratelyapproximatef(x).
Replacing by ga(x,)in (C-5) gives:

‘2

f(x) *
,J’

k(x,x’)

‘[ 1

? giai(x’) dx’

‘1 i=l

. .

[J

*2 1-i p, ‘(x’x’)ai(x’)dx’ “gi

( C=7a)

1=1
Multiplyingboth sides of (C-7a) by each of the N fUnctions

Wk(x) and integ~atingwith respect to x from p, to p2 giv”esan inho~-

‘)

geneous set of N linear equations in N unknowns:

}
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1

‘)

.-
1

‘2 ‘2
P,

J

N-
W (x)f(x)dx~k J {[J

Vk(?) ~ “

1}

k(x,x”)al(x’)dx’ gf dx (C-7b)

‘1 ‘1
i=l ‘1

,. .

-f
(
‘2 ‘2

~J r
“}.

wk(x)k(x,xt)ai(xt)dxfdxgi k= 1,2,....H
i-l

‘1 ‘1
..

or

fkmf
i-l aki%i (C-7C)

with
‘2

J

‘2
fk m Vk(X)f(x)dx “,, - ~lf vk(x)k(x,x’]ai(x~)dx’dx

‘1 ‘1

(C-7C) can be writtenin mptrix formas:

whichhas the Bohitlon:

(C=7d)

(C-?e)

.

The generalfunctionS( r~) is someunknownsoaiaror vector
sourcedistr$butlonsuch as charge or current. The f’imctionf(r)
is a known fieldquantitysuchas potential,ekctric.fieldIntensity
or magneticfield intensity. Thus the electromagneticfieldproblem
in termsof an integraleq~tion has beenraducedto ● matrixequation
which 1S more readilysolved.u8ingoomputere,

There are two Integral equationformulationsthatcan be used
In the MOM; one is the electric-flddIntegralequation(EFIB)and
the otheris the ma@etic-field$mtegral(HPIE)t The MFIE Is well suited
for thin-wirestructuresof smallor vanishinganductor volumewhile
the I$TE,which failsfor the thln+ire case,to more ●ttnctlve for
voluminousstructures,especiallythosehavinglargesmoothsurfaces.

then EFIE is appliedto wire structura$y,certainassumptions
IC-101aremade so that thin-wireapproximationsmay be invoked. The
assumptionsappliedare:

(a) Transversecurrentscan be neglectedrelativeto axialcurrents -
on thewire.

C-15
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(b) The circumferentialvariation in the axial current can be neg-
lected.

(c) The current can be representedby a filamenton the wire axis.

(d) The bounda~ condition on the electric field need be enforced
in the axial direction only. ,

These widely used approximations
radius is much less than the wavelength
length.

As an example of the application

are valid as long as the wire
and uuch less than the wire

of the MOM, consider the dipole
antenna and its ti model in $igure C-SC ‘fhin+ireassW&;h~
used, and the dipole antenna is divided into n aegmenta.
Illustration,assume the !mdel is divided Into 5 se@sents. The matrix
equation for the MOM model becomes:

[]

o
0

:1 =
o

;12
~22

z::
’52

’14
’24
’34
’44.Z54

.
(c-8)

The voltaue matrix is zero except at the gap of the antenna. The gen-

‘}

.. .,

)
eralized~mpedancematrix repre~ents all the interactionsbetween the
segments on the MOM model. The unknowns are the currents on each wire
segment. The matrix equation is solved for the unknown currents.
Once the currents are known, field quantities such as antenna patterns
and impedancesmay be calculated.

As noted from the previous example, the impedancematrix size
is n x n, where n is the number of segments. Thus the impedancematrix
size increasesin direct proportion to the size of the structure.
The MOM is best suited to structureswith dimensionsup to severalwave-
lengths. Although there is no theoreticalsize limit, the numerical
solutionrequiresa matrix equation of increasingorder 8s the struc-
ture size is increasedrelative to wavelength. Hence, modeling very
large structuresmay require more computer time and storage than is
practicaland still be within reasonablecost. The computer solution

time is proportionalto n3’ and the computer storage time is proportional

to n2. To scope the demands on the computer,consider a A/4 monopole
mounted on,a 2A x 2A ground plane. The ground plane can be approximated
by a wire grid using ten segments per wavelength. Therefore,there
will be a total of approximately400 unknownswith the monopole. The

400 unknowns require storage of (400)d = 160,000 Zij impedanceinterac-
tions which are all complex numbers.

)
Not only have thin-wiremodels been developedusing MOM’s, but

surface integral equations have been used for the so-calledsurface s
patch models. Surface patch models have been.basedon the FIFIEIC-11]

c-16
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Figure C-5. (a) Dipole Antenna,(b)MD$’fModel [c-9].
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and the EFIE [c-I?]. The thin-wire models have been applied to surfaceg
by using wire-gridmodels. Ho~ever, wire-grids have been shown to
be poor models [C-13] of a closed surface for interactionca~culations,
and the surface patch models are preferred fOr closed surfaces.

40.2 G-RICAL THEORY OF DIFFRACTIW. As previouslydiscussed,
the MOM’S solutions tend to be restricted to lower frequencies,based
on the fundamentallimitationon the size of matriceswhich computer
can solve without excessive loss of accuracy or excessivecosts. A
computationaltechniquemore suited to high frequencies(the structure
Is large in terms of a wavelength) is the GeometricalTheory of Diffrac-
tion (GTD) [e-143. Since GTD is essenttillya high frequencysolution,
the lower frequencylimit of this solution is dictatedby the spacing
between the various scattering centers (they should be at least a wave-
length apart). Under this restriction, the low frequencylimit Is
typicallyaround 100 MHz. The upper frequencylim.ltik dependent on
how well the theoreticalmodel simulates the tmportantdetails of the
actual structure. “

GTD was introducedby Keller [C-15] as an extensionof geometri-
cal optics to include the diffracted field in the high frequency solution.
The theory is based.on the following postulates:

(1) The diffracted field propagates along rays which are determined
by a generalizationof,Fermat’s Principleto includepoints
on edges, vertices, and smooth surfaces in the ray trajectory.

(2) Diffractionlike reflection and transmissionis a local phenome-
non at high frequencies,i.e., It depends only on the nature
of the boundarysurface and the incident field in the immediate
neighborhoodof the point of diffraction.

(3) The diffractedwave propagates along its ray so that ~

(a) power is conserved in a tube (or strip of rays),

(b) the phase delay along the ray path equals the product of
the wave number of the medium and the distance.

Using these postulates,one can express the diffractedfield
in the same form as a geometrical optics field with some coefficient
of proportionalityto the incident field at the point of diffraction.
The coefficientis determined from a canonicalproblemand is referred
to as a diffractioncoefficient. For practicalpurposes,.the GTD can
be divided into two categories: (1) wedge diffractiontheory - to
treat diffractionby edges and (2) creeping wave theory - to treat
diffractionby curved surfaces.

“’)

)’

Complex structures such as a missile or an aircraft are modeled
using a compositeof wedges or curved surfaces to representthe impor-
tant scatteringsurfaces. For example, wedges may be used to represent
the scatteringfrom aircraft wings and scatteringfrom the fuselage
may be representedby a cylinder.

C-18
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To obtainsome ideaof the formulationof GTD solutions,consi-
der diffraction from the wedge structure in Figure c-6 [c-16]. Consi-
der a plane electromagneticwave normallyincidenton the wexe of
an angle (z-n) . The azimuthal,a@es $ and$O are assoaiatd with

the angle of diffractionand the a!igleof Incidence,respectively.

The field u at pointP is a solutionto the scalarwave equa-
tion subjectto the appropriateboundarYconditions;the solutionmay
be fonmlated as:

( c-9)

Polsrizatlon determines the choice of sign such that,wikh the electric
vectorperpendicular(parallel)to the edgerthe positive(negative)

sign is chosen. It is convenientto representthe incidentor reflected
field in the form

u(r,~)= v(r,$~ voj (c-lo)

such that the (-) signyieldsthe incidentfieldsand the (+)sign
yieldsthe reflectedfields. The componentfieldis givenby

. .

v(r,+)= V* + VB (C-II)

; where v* is the geometricalopticsfield given by

I
jo cos(f$+ 2nN for - ~ < (O + 2nnN)< ~“* m e

O ochervtse .

N~o,~l,_ +2 . . . ~n (C-12)

and vB is the diffractedfieldgivenby

1 J .ejpcosfi

‘B “ ZRcl - ~-j(B+$)/n‘B
(G13)

.

where “

o=kr (C-14)

Here C is the appropriatepathin the plane”of the complex variable.

Asymptotic expressionsfor (C-13) have been derived by SoEmer-
field [C-17], Pauli [C-16]and Hutchins and KouyouudlanKC-19]. It
is the asymptoticexpressionsthatare used in GTD computer computations.

40.3 HYBRID TECHNI~. Both the MOM and the GTD are USefUlComwta- .

tionalmethodswithintheirclass of problems. The characterization

I
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Figurec-6. Diffractionby PlaneWave by Wedge [c-161
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of vireson or near a metallic surface by MOM is significantlylimited
by computer stirage. This restrictionappliesto thin-wireor surface
patchrepresentationsof a surface. Thus the MM! 19 a low-frequency
techniquesince its practicaluse is generallylimitedto.bodiesthat
are not large in termgof a uivelength.However, the GTD is a high
frequency techniqueapplicableto bodiesthat are largein termsof
a wavelength. The two computationalmethodscan.becombinedtoocmpla-
ment each other usq the so-calledhybridtechniques. T’hiele[C-ZOI
Ma extendedthe M via the use of GTD to iaoludea widerclassof
problemswhere a largebody (in termsof a wavelength)has a wire struc-
ture locatedon or near the body. The approachis to modifitheMCOl
impedance~trix usingGTD to accountfor the largebodypresence.
Burnside[C-21]h- developeda hybridtechniquein which the G’TDW
beenextendedvia the MOM. In thisapproach,the W is used to obtelst
the GTD diffractioncoefficients,thusenablingGTD to be appliedto
additionalstructuresthatcan not be handledwith GTD alone.

40.4 STATISTIW ~. EM couplinginto electroaiacomponents
and subsystemscan not alwaysbe characterizedin a detw’m$mlstlaman-
ner. This is especiallytrue when the EblcouplingIS via inadvertent
pathssuch as eeams,holes,cables,etc. While In principlean arbi-
trarilyaccurateanalysisof the EM couplhg can be derivedby solving
Maxwellequationsin the contextof a boundaryvalveproblem,in real-
ity even for a relativelysimplesystem,such a classlcaldeterministic
approachoften de~nds more effortand resourcesthanare available;
Not only does the EM couplingthroughInadvertentpathsrequire@.atls-
ticalmethods,but so does the incidentEMenergy, since it is a fbnc-
t~on of polarization,Incidentangle,etc. To circumventthissitua-
tion,EM couplinganalyslsnmy rely on worst-casemodelsor on statisti-

cal models. The developmentof suitablestatisticalmcdels.are still
in an earlystage of development.Some of the recenteffortsto formu-
lateStatisticalmodelsare reviewedhere.

Graham [C-22]analyzedcouplingto an electronicsystemin terms
of randomsmall dipole interactionsfor the frequencyregionwhere
the systemcomponents,e.g..wire lengths,are small in term of a wave-

length. Both random coupling to the Incidentwave and randominterac-
tionsamong the dipoleswere considered.The variablesrandomized
were the Incidentdirectionand polarization,the stzeaand orientatlo~
of Lhe dipoles,the mutualcouplingeffects,and the l~ad bad ~ed-
ances. The resultsof the statisticalmodel showed that the EHaoupi-
ing to large systems,when dominatedby low frequancymagneticfields,
is largelyInsensitiveto the coupllngdetailand yieldsa distributlom
whosecentral part i3 nearlylog-normalwith a Nxindarddeviationof
about6 dB. However,it may be that the ahapegof the eztremepercen-
tilesof the distribution may depend on and be sensitive to the detal~ed
nature of the coupling.

Morgan [C-23],in an informalmanner,developedbasicstatisti-
cal conceptsconcerningthe statisticalanalysisof load impedance
excitationsinducedon a randomN-wirecableby en incident!’Seld.
The ?&wireunshieldedand unbranchedrandomcable W modeledby a sto-
chastic random process such as the MonteCarlorandomwalk procedure.
The reciprocity thearem is used to compute the load excitations.

.
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Swlnk [C-24] considered the canonical problem of penetration
of EM energy into a cylindricalenclosure through a small aperture
as shown in Figure C-’?. A parametric analysis of the model was performed
by varying the Incidentangle of the incident field, the aperture 10Ca-
tlon, and load impedances. The parametric data was then condensed
and interpretedby utilizing basic statisticalmethods. Prehoda [C-25]
extended the model investigationto consider the cylinder’santenna
pattern effects and the internal transmissionline structure for low
frequencies. The antenna pattern effects were characterizedusing
cumulativegain distributions. Some of the observationsfrom the study
were:

(1)

(2)

(3)

(4)

(5)

The aperture admittanceof a well-shieldedenclosurepresents
a large mismatch to both the external structureequivalentan-
tenna configuration,as well as to the internaltransmission
Mne configuration.

Although the mean power available to widely differentexternal
structure equivalentantenna configurationsis identical,the
probabilityof receiving that power is highly dependentupon
the gain of the antenna. .,

A low-gain,external-structure,equivalentantenna,on the aver-
age, is likely to receive more power than a higher gain antenna
for random angles of incidence.

The 1% to,95% portion of the cumulativegain probabilitycurves
of the receivedpower associated with a varying load at the
end of a transmissionline are not extremelysensitiveto the
distributionof’the load impedance.

The mean of the external-structureantenna responseof,a shieldecl
electronicsystem is a constant. Similarly,the distribution
of power receivedby an internal load as a functionof internal
variations is relativelystable. As a result, the coupling
of electromagneticenergy into an electronicsystem is primwily
dependent upon the characteristicsof the aperture itself.

40.5 FXBITE DIFFERENCEMETHOLS. The finite-differencemethod is
significantlydifferent from integral equationapproachsin that the
method utilizes Maxwell’stime dependent curl equations,and the equa-
tions are applied to a volume containing the structure of Interest rather
th~ a surface [C-26] [C-27]. The basic approach In using this method
Is to form a three-dimensionlattice that surroundsthe structure and
solve the resultingfinite-differenceforms of Maxwell’sequations
in a time-stepping manner. By time-stepping, i.e., repeatedly solving
the finite-difference analog of the curl equations at each point of
a space lattice containing the structure of interest, an incident wave
on the structure is tracked as it first propagates to the structure?

and then interacts with it in some way.(surfac,ecurrent excitation,
diffusion, penetration, etc.). Wave tracking is completed for pulsed
illumination when the desired early or late time behavjor is observed;
for sinusoidalillumination,the end point is the attainmentof the
sinusoidalsteady state.

‘,,
I
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FigureC-7. CylindricalEnclosureModel. [C-24]
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Ti.me-ste~ingfor the finite-differencemethod is accomplished
by what is termed a:.e~licit finite-differenceprocedure. Here,
the value of an electro~gnetic field component at the latest time
step is computed using only field quantities found during the Fzevious
time step, and stored in the computer memory. Thus, no simultaneous
equations are needed to compute the fields at the latest time step.
Further, computationcan proceed one lattice point at a time, and
the new field value at each point can be placed insnediatelyin memory.

The finite-differencemethod formulationpermits simple and
straightforwardmodeling of arbitrary dielectric/conductingstructures.
The space containingthe structure being mcideledis divided into
discrete volumes or unit cells. The simplest case’is that of a cubic
unit cell, which results in a cubic lattice approximationof the
geometry. For this case, the structure of interest is mapped into
the space lattice by first choosing the dimensions of the unit cell,
and then assigning,appropriatevalues of electrical permittivity
and conductivityto each unit cell of the lattice. Thus, inhomogeneities
or fine details of the structure can be modeled with a maximum resolution
of one unit cell and then surfaces.can be modeled as infinitelythin,
stepped edge sheets.

Taflove C-26 recently extended the finite differencemethod
to incorporatea satisfactoryapproximationt.othe free space condition
at the lattice truncations,and the simulationof a long duration
pulse or continuouswave incident on the structureof interest.
Taflove also applied the method to map the field distributionw“ithin
a small nose cone section of a missile which has an optical port
and a seam type aperture.

50. AW41MBLB C@WWIER(XX)=. The availabilityof computer cdes
has put within the grasp of the EM analyst a technicaldata base
to handle complex analysis and prediction procedures. The data base
is not centralized,but is segmented through numerous organizations.
Some organizationsaIe prepared to transfer their codes to qualified
users. Qther organizationsgo a step farther and maintainoutput
librarieswhich are available to users.

Although many computer codes are written in standard computer
languages, such as FORTRAN Iv, the codes are not truly machine independent.
Invariably,subroutinesmust be modified to get a computer code up
and running on a user’s computer. For these reasons, when requesting
computer codes, it is recommendedthat a two to three month lead “
time be used to allow ample time for code mrxlification.

In the followingsections, system-level,interaction/coupling,
and circuit analysiscodes are described. The descriptionincludes
the code name, the developerorganization,and the applicablegeometry.

i

50.1 sYsTmlunmLam=. System level codes are a collectionof
mathematicalmodels used in solving for a system response. In 134R

analysis, the system response to EM energy is determinedby breaking down
the response into constittie~t parts such as the response of scattering
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structures, apertures,cables,etc. Characteristically,systemlevel
codesa- have provisionsfor calculatingor inputting swceptlbil$ty
data. The data is used to establishcrlterl.ato measure04 energy
effects on system performmce.

system levelcodesmy ~e eitherbtere-ystesor intraaydx!m.
I.ntersystm concerng in;c<act&ona betwaen Indqendent systems such

- as two aircraft. In the intr%syatemcase,~twact~ons are between “
components or nubsyatemswithina aln$lesynt-. E14Ranalysisand
pmdlction is conaernedwith both titeroystemand lntrasyataoonfS.@ra-
tions. FOP example,cositeanalysisoftuoairara~ is an fatar~-
probla tile an on-boardanalyaiaof a al.nglealromft is an 3ntraays-
tem problem.

Several aystan levelcodesare describedIn thiseaot~oll.me
codeshave otheravailablemdels thatmay provideadditionalcapabil-
ity or providea bettermodelthan@xistkngooes in LAP’sIEXCAPsystem
levelcode..

50.1.1 SPECIYKATIONAnD~c—~ ~
mmGEUl(SPHCAP).SR4CAPis a largescaleeoquter program for 4ntre-
systas analysis, and has been in we since 1968, when $t w developed
as a apscecraft oriented intrasystem analysla pmfp’am fOrWA$h [C-28]
[C-291. . . -

Basically,this program performs an analyslabetweenmodeled
interferencegeneratorsand modeledinterferencereceptorsfor various
Interferencetransferfinctlons.The generatorsend reoeptoraare
rmdeledIn termsof their electricaland phys$calparameters.The
system’sphysicalcharacteristlcaare alao modeledso thattransfer
functionscan be computed. The computercalculatesthe spectrm of
the generatoraircuitsand transfersthe energyvla the Cransferfunc-
tionW the reaeptorterminals. The receivedspectrumIs lhlted by
the receptorbandwidthand integratedover the complete frequency range
from 10 H2 to 10 CHZ(or higher, at the wer’s option). The’titemal

then rqwx!nts the voltage available at the receptor terminals. This
receivedvoltageIs ~omparedto the thresholdof the particularclrcuit~
to dete~lne compatibilitystatus. In add%t%on, the quter stores
the voltagereceivedIYoma particulargeneratorand prooeedsthrough
the co@ete generator list untilthe contributionof eachgenerator
is determl.ned. lhese contributionsare summedto detemlne if the
receptoris compatiblewith the sum of all generatingaoaroes-lad.

SENCAPwas developedto performanalysqsof spacecraftmere
the maJOr problems are in the area of wire-to-wirecoupltng in COmplCX
cablebamemaes. Antenna-to-antennarad$ationon most Satellitesdoes
not representa serious analysisprwblem beause, unlike an ●ircraft~
there are few antennason most satellites,and theseusuallyoperate
in the GHz frequencyrange. Therefore, the emphasis was placedcm
wh%t happen9 Ingide the spacecraft. Consequently,SEXAP modelsare
virtually unconstrainedby the complexity of cableharnessesregardless
of the numberof differentwiresor typesof wiresu-seal,the number
of harnesssegments,unequal spacingof wires in theharfiess,different
heightsaboveground,differentpigtaillengths,etc. A uniquefeature
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of SEMCAP is that the model may simultaneouslydefine a large number
of differentseparation distancesbetweenwires in the same harness,or “)
between wires in dif~erent harnesses. In addition to handling the
effects of shielded wires, SEMCAP simultaneouslycan deal with the
effects of group shields, bulkhead shielding,various values of ground
return resistances,various values of common return paths, etc. “

However, because it is recognizedthat not all problems deal
with wire-to-wirecoupling, a flexib~emethod was developed for model-
ing antenna-to-antenna,antenna-to-wiregand field-to-wireaoupling.
This method requires definition of the field rather than definition
of typicalantenna parameters. In fact; the antenna coupling capabil-
ity of SEHCAP has been used very little because of the nature of the
analyticalproblems to which it has been addressed. On the other hand,
coupling from external fields originatingfrom arc discharges and El@
has been analyzed using the E and H-field mdels. A feature of this
flexibilityis that any number ofvarioua internaland external fields
can be modeled simultaneously, in either the time or frequencydomain,
and a large number of differentstructuralshieldingcharacteristics
can be modeled simultaneously, with the shielding factors being either
constant or variable as a functionof frequency.

Another unique featureof SEMCAP is that it generates its own
frequencybase using as many points as necessary to define the spect!wna,
and has a standard frequency base of 1801 points which are logarithmic-
ally spaced to give 1% resolution. On the other hand, if the user
wishes to select frequenciesas in frequencyamplitude pairs, he is
virtuallyunlimited as to the number he may use.

SEMCAP ❑odels for generatorsare described in either the time
or frequencydomin. In the time domain, It accepts models for sine-
waves, single pulses, pulse trains,and ramp steps. In the frequency
domain, there is no practical limit to the number of frequencyampli-
tude pairs that may be used, Voltage sources and current sourcei are
defined independently. E and H-fieldsources are derived from the
voltage and current sources, or my be entered independently,at the
user’s option. Filters may be used for each source and may be defined
in either the frequency domain or by standardparameters such as cutoff
frequency,slope, inband insertionloss, etc. Two filters may be cas-
caded for each source. The use of generator filters is optional,and
in practice Is used infrequently.

SEMCAP models for receptors are modeled as voltage thresholds
combined with a frequency responsecurve. This allows a reasonably
accurate representation of both analog and digital (or hi-level)cir-
cuits. The frequency responsecurve can be defined in the frequency
domain or by standard filter parameters. If desired, two filterscan
be cascaded for eat!?receptor.

The development of SEMCAP”Version8 provides an enchanced version
of a proven system level analysis programwhich.has been successfully
used for many years.
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50.1.2 ~ PRKDICTIm P?NX=3S - VERSION
systemlevelcomputercode IPP-1 (C-30][C-31]is a
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1 (IPP-?). The
versatilecomputer

program designed-to assess tranmsltter-to-reoelverinterferenceand
to provideusefulparametersaqd data for optimizingcompatibility
b E14environments.

Developmentof the operatb programwas sponsoredby R&DCand .
contractuallycarriedout by the AtlentlcRqsearchW’poration,Alex-
andria,Virglnla.

IPP-Imy be used to assess interaction between equipments over
a broad ftwquency span ranging flwm VW thrwgh m.lcrowsve systuaa-
UUle pulse and non-pulse systemsare both @thin the ampabillty of
XIV-l, xiny of the submodels were generated to handle the apedal inter-
action mechanisms of non-pulse systems.

IPP-1,operatingunder the controlof an %xecutive routlne,m
cant throughuser options,“order” severalbaaictypesof analyses
to be performed. The analysisoptionsare:

o OfC analysia,
o data bme mmagment,
o powerdensity/flold strength amalysia,
o frequency/distanceanalysis,
o lntermodulatlonanalysis, . .
0 adjacentsignalanalysis.

The E21Canalysis is performed in threebesfcphasestermed:

o Rapid CullPhase,
o FrequencyCull Phase,
o DetailedAnalyslsPhase.

In the RapidCullPhase,simplified,conservativeesttasates
are made to eliminateobvious,non-interferingsituationswhichexist
in the environment. In certainapplications,the electromagneticenvi-
ronmentMY be quite largeand rapidmeansmust be used to el~te . -
the low likelihoodInterferencecases. The Rapid CUU Phase performs
this ftmctlon.

me Frequency Cull Ph8ee, ualng nore roflaod analyaia tacihniqwo,
. operates on the reduoedenviromamt (casesnot •~ted by Rapid
Culling)to effectfWther reductionof the environment,I.e.,aes .
which have a higher likelihood of occurring are examined in this phase.

.

Once the rapid and frequencycullshsve Wem qppliad, the enYl-
.-nment (casesto be examined) should be ai@flcantly reduced f?’cm
the original level. The detailed analysis, a fairlytime-&onaumlng
opemtion, can now be used to ‘fine-grat.nnanalyzethe oaaeswhlob
appearto havean appreciablechanceof interference.

Output from eachanalysisphase,describedabove,Is usedas
i?,put to the next phase. This typeof approach(sequentialculling)
attemptsto optimizecomputertime (minim$zecomputerrun-time)=
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I
FO.1.3 ~~ys~ ~~~~IC COMPATIBILITYANALYSIS (IECA).

The IECA [C-SO], [c-31] was developed under Air Force sponsorshipto
analyze and predict interference between avionic subsystems on aerospace
vehicles. IECA includes four interrelatedprograms:

I a. Antenna-to-Antenna Compatibility Analysis Program (ATACAP) coupl-
ing -- Analyzes interferencefrom transmittersto receivers
when the path is between their aIIb3MW3.

l“.. b. Wire-to-Wire CompatibilityAnalySis Program (W’WCAP)-- AnalYZeS
interference resulting from cross couplingwithin a wire bundle.

I
c. Field-to-Wire Compatibility Analysis Program (FTWCAP)-- AnalYZ@s

interferenceinduced in the loads of an aircraftwire bundle
from exposure to on-board antenna radiationthroughdielectric
apertures in the vehicle skin.

I
d. Box-to-BoxCompatibility‘AnalysisProgram (BTBCAP)-- Analyzes

interference.esultlng from low frequencymagnetic fields COUpl-
ing into sensitive transformers and electronbeam devfces wlthtn
equipmentboxes.

I
Each program exists as a separate deck of punched cards. and

input data formats are compatible between them. All four programs
can be run for a g!ven vehicle to obtain a completeanalysis or they
can be wn Inclepentiently,as desired. The programsare in FORTRAN IV
language and were written for the CDC 6600 computer.

Since analyses and predictionare most valuableearly in the
conceptualand design phases of vehjcle development,the programs may
be used before many of the basic equipment parametersare known. There-
fore, the program has many buil?.-indefault parameterswhich can be
used for the unknown parameters. The values are based on the applic-
able military specifications or on mathematical expressions. An analy-
sis can be performed initially using the default values so that the
major problem areas can be determined and corrective ❑easures taken.
Later, when the actual data and specificationsbecome available,new
analyzes can be made to update the previous ones. Each program prints
a summary of all data, includingany default values that were inserted.
Thus, a record of the”dataon which the analysiswas based is provided.
All default values are identifiedin the printout.

1“50.2 ANTENNA-TO-ANTENNAANALYSIS CODES., Severalcodes designed spe-
cifically for aircraftantenna-to-antennainterferenceanalyses are
available. ATACAP as described in the previoussection~s one of those
codes. This section describesother antenna-to-antennacOdeS.

I

50.2.1 AVIONICS INTERFERENCEPREDICTION MODEL(AVPAK3). Under con-
tractual tasks with the Federal Aviation Admlntstraitlon(FAA), ECAC
developed AVPAK3 [C-32] to determine the mutual,effectsof introducing
new av!.onicsequipmentto an existing airframe.

I
‘fhe anal,vsis of the I?IU+.ZEI effects of the operation of equipment

on ar. a:vframe is accomplished5’:pri?dictinqthe expected level of

.

)
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interferencerelativeto the@gradation
Antemms are aSSWed to be isotropicsnd
o~ m a rwighborinqaircraft. Equipment
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thresholdof each rke ivex.
mmy be locatedon the aircraft
exadned for poaaibletriterfer-

ence includesthosiwith over lafiin~ or hmed i~tf?l~ adjacentoperating
frequencies,and also, those with hacmmkally reda@ed operating
fre-umies for w~i& Lnadequte t,ranamitterhar~ic attenuation
exists. Nonlineareffectsare. rmt includedin the analysisand mat
be de~lt with manually. To ensurethatonly far-fieldoouplingconditfone
are amsidered, wly tioseequipmentsoperatinga- 30 XHa are
treatd.

9

The modeloffersthe optim of eithera purely deterministic
cal~mti~ or a probabili~tic.cakulati~ tbt estiaatasm ~~~bil- .
ity of+ interference. The My of the airframeis tiled as a cylinder
of finitelengthto vhi~ appropriatefsnicalaectiomsmay be dded.
The rxilculatimtakesintoaccounttlm fdiCtir8of dr4k#Me =rWMUre,
airfoil obstructions,and bulkheadobstruction.

*
In additim to interferenceamaly8is,tlm tiel cakuhtau

the -r densityat user-~cifid points,remultlngfra the operation
of transmitterskcated cm an aircraft. TbeaapotntEmay be locabd
anywherecm the airframe,including”wing pods,or theymay be ‘raiaedg
from the airframe(i.e., not lyingm the fuaabga *in), i=ludlng
loations on neighboringaircraft. The model -ho has the capability o
of calculatinga cumulativepowerdensitydue to the effectsof xxe .
thanone transmitter.

An empiricalmethodto conputeairfoilobstructionlossuaa
developedfor AVPAX. The obstruction loss is determinedby calculating
the free-spacelossaroundthe airfoiland addinga curvaturecorrec-
tion factor.

50.2.2 ~~PWS GRMw2m {MPG). Owing antenna-to-
antennaanalyses,the geometrycalculationsrequiredto define paths
betweenantennaaare difficultto verifyas w correctness. The
ATACAP and IEPICAPprovi~ethe.user with largequantitiesof &ta
which requiresaxeful and timeconmming examination.Futbermre,
the designof compatiblesy8temsinvolvesseveraliterationsof:
(1)programexecution. (2)outputevalution,and (3)eystemre#esign.
Each iterationrmmputes the majorityof parameterswhkb remain
unchangedfrom me run to the next. &hi8 b mt efficientuae of
compter’ tk or of the andyat’a time.

me AM% C-33 has bdmn developed to make the user-~ter
interactiamsore natural, zapid,and pro&tctive. + waar mlw ~$-
cates with the coqwmr programA a mlhcticm of graphicalinput/output
moduleswherebyhe receivesalmostinstantaneouslyplots,illustrations
and tablesof couplingpath informatire. ‘ibisa~roach allowsthe
user considerableflexibilityin redes%gnand Ln determinationof
interferencemazgins.

50.3 lm51mmTCmAnD~tXmm. The interactionand coupling
codessupplementthe systemlevelcodes. If thereis a requirement
to perform, a more accurateor detailedanalysisof a separate response,
the interactionand couplingcodescan be utilized. Numerousinterac-

.
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tion and coupling codes exist. Bevensee, et. al., [C-34] has done
an extensive classificationand cataloging of these codes. Other infor-
mation on coupling codes may be found in the DNA EMP Handbook,Volume 6
-Computer Codes [C-35]. Some of the interactionand couplingcodes
are highlightedhere using Bevensee’sClassificationfOr code name9.

50.3.1 ml&uIRECODBS* Thin-wire codes are based on the method
of moments computationaltechnique. These codes are mst applicable
to wire antennas in free space or to wire antennas protnding fl’=
flat surfaces. These codes are also used to compute inducedcurrents
on solid bodies throughwire-grid approximations. Two well-knownthin
wire codes are the NEC and the WF-OSU.

o NEC -- The Numerical Electrc=uptic tide (~c) [C-361-
[C-37]developedat the Lawrence LivermoreLaboratoryunder
the sponsorshipof the Naval Ocean Systems Center and the
Air FOrO~ MpS Laboratory. NEC is a user-orientedG*
puter program for the analysis of interactionsof EM waves
with conductingstructures. The program is based on the
numerical solutionof integral equations for the currents
induced on a structureby an exl.stingfield. ‘

NEC.combinesan integral equation for smooth surfaces
with one for wires to provide convenientand acourate mdel-
ing of a wide range of structures. A model may include
nonradiatingnetworksand transmissionlines, perfect and
imperfect conduct~-~,lumped element loading,and ground
planes which may be either perfectly or imperfectlyconduct-
ing.

The excitationin NEC may be either voltage sources,
plane waves’of linear or elliptic polarization,or fields
due to a Hertzian source. The output may include induced
current and charge densities, near- or far-zoneelectric
or magnetic fields, and impedance or admittance. In.addi-
tion, many of the commonly used quantitiessuch as gain,
directivity,and power budget are also available.

o WF-OSLI -- The WF-OSU [C-38] [C-39) code was developed
at the Electro.ScienceUboratory of the Ohio State Univer-
sity. ‘Thecode M used to perform a frequencydomain analy-
sis of thin-wireantennas and scatters of arbitrarygeome-
try. The computermodel is a piecewise linear representa-
tion of the actual geometry so that the structureis approx-
imated by straight-wiresegments. The segmentsmay have
finite conductivity,lumped loads, andlor 10SSY insulating
sleeves. The homogeneous,isotropic,ambient midium may
be a 10SSY dielectric. Antenna computationsincludecur-
rent distribution,input ‘impedance,radiationefficiency,
gain, far-fieldpatterns, and near-zone fields.

i

,

50.3.2 SURFACE CODES. Surface codes are used to solve boundaryvalue
problems over solid surfaces. Dependingon frequency,the models have
been develsged around solid surface integral equations,thin wire inte-
gral equations, and quasi-opticaltechniques. Two surfacecodes are
the S3F-SYR and the G3F-TUDl.

C430



0 S3F-SYR-- ‘his codewas developedby SyracuseUniversity
[C40J and is wed to solvein the frequencydomainradia-
tionand scatteringfrombodiesof revolution.The bodies
may be solid,openwith zero-thicknessshells(suchas
open cylinders]and,rnayhavepoints(cones)and edges (discs).
The program19 writtenfor bodiesS.ntie spaceonly.
The S3F+XR/LLLl [C-41118 an extensionof t4e S3E’+TR
code thatticludesan OptiOnfOr -Utx deotrti near
fieldsat selectedteatpoints.,

. .-

0 G~F-’ftIDl.- nis surfaaemde uas developedby the Tedinloal
Universityof Denmark[C-42]and$asesGTD to obtaininduced
ourrentson simplemdala. Th13uodehasmuawitioam-
pute radiationficaan antennanear a abed, aonvexpQly-
Mdral satelliteInahding di.remt,reflected,M@y-diffFactad
and doubly-diffractedrays. T?Jecade -Wa8 the radia-
tiom ar~t~ bye _Otic dipoleat tie0b8WWllthM POtit
and lnvoktx+thereci$mclty Brincipleto find the surface
aurrentaoausedby an inaidentwave. l%ls is the usual
techniquefor findingWrfaae currentswith GTD.

50.3.3 UERTUBB =. The alasaeaof apertureathat8ra of imter-
aat can be categorizedby: (?) apertures inplarm, C?) apertures
in two or threedimensionalbcdtes,Mci (3) ap@Ftur@awith !drea behind
them. M aperturecodesare the DJK3Cand the MM13. . .

0 DASC (Diffractionby an axiallyslottedcylinder). ‘fMs .
code was developed at the HarryDiamnd labs {C43] and
was writtento yieldbaalcInfor!rat$onconcwcimg the scat-
teringor monochromaticplanewavesby a miseile-llkebody
with an axial slot. The missilebodyis simulatedwikh
a cylf.nderof tnflnlteMm@.

o BOR3 -- SyracuaeUniversity[C-44]developedLhisaperture
code. ‘he code incorporatesa methodfor predict&,gthe
fieldpenetratinga clrwmferentialopeningin a body of

revolutionand is basf$don the methodof+mcmantsand an
apertureequivalencetheorem. The aode has been applied
to missile-llkecavtttesilluminatedby an obUquely incX-
dent planewave.

50.3.4 i?ABLBi%)lMIS*Th6 sableor trana8iseioxi-Mmeaodeatreataablem.
wiresqptl6MV antennasby usingcirtwit-typeequationsto express
the currentson the tiresemd potentialsbetweenthewires. Same codes
operate b the the domainwhileothersuse &p&ce or Fouriertrans-
fom9 . TiJoprincipaltypesof transmissionlineconfigurationsare
treated: (1) Wetted signalspropagatingdowm.the Mne in the trans-
verse-electrmgnetlc modeand {2) longitudinalelectric-fleh’lcoupling
iato the lties. The codesall assumeWkat ’the uavelen@hs of interest
are large comparedto transversedi.mensS.onsof the line.

A numberof cablecodes
sis intendedprimarilyfor IMP
ape for 9pecialconfigurations

have beendevelopedfor transientanaly-
analysis. In many casesthe codes
suchas undergroundcablesor cablea

.
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I above lossy e~ths and the codes are not adaptable to a generalized
EMR analysis. ~wever, it is conceivable that transientanalysis may ‘)
be used in &IR ~alysis in special cases, such as for short pulse radar
environments. For this reason, several cable codes that utilize trans-
ient analysis are includedhere.

I ~
o NLINE (N-ConductorTransmission Line) -- NLINE was”devel-

oped by the Narry Diamond Laboratories [C-45] and is used
to compute the currents and voltages induced by an incident
electromagneticfield at the terminationsof a multiconductor
tmsmission line.

o TART -- This code was developed by BDM [C-46] to calculate
the transientvoltage or current responseat the terminals
of a dipole,mcnopole, or loop antenna, or a two-wiretrans-
mission line excited by a general transient electromagnetic
field.

50.305 CIRCUIT ANALYSISCODES. Circuit analysis codes incorporate
models of resistors, capacitors,Inductors,transistors,tubesy etc.,
and are used to perform a detailed analysis of coupled EM energy into
the circuit level. Such an analysis may use the componentdata and
equivalentcircuits found in Appendix E. -Generallycircuit analysis
programs can treat ac and dc circuits and can be used for frequency
sensitivitycalculations. Codes are available for the frequencyand
time domains. Two circuitanalysis codes are SCEPTRE and TRAFFIC.

I
o 3CEPTRE (System for Circuit Evaluation and Predictionof

Transient RadiationEffects) -- The code was developed
by IBM under the sponsorship of the Air Force Weapons Labor-
atory and the Defense Nuclear Agency [C-47]. SCEPTREana-
lyzes the tranaientand frequency response of electronic
circuits. The code uses a free format, problemoriented
language to describe circuit topology.

I
o TRAFFIC (TransferFunction for Internal coupling)-- TRAFFIC

[C48] is a component of the larger PRESTO program. Both
were developedby the Boeing Aerospace Company under Defense
Nuclear Agency sponsorship. TRAFFIC uses a nodal admittance
matrix approach to solve linear circuits at user-specified
frequencies. The calculationsare performed In the frequency
domain. Sparse-matrixtechniquesare used for efficient
solution of large networks.

-.
60. INTERACTIONAND COUPLINGAPPLICATIONS. While rigoroussolution

of typical EMR interactionand coupling problems is largely impracti-
cal, results of engineeringaccuracy are obtainable using canonical
models. A cancv!icalmodel [C-49] is a structure having a simple
configurationthat is used to represent the more complex real world
structure. For example,the straight-cylindercanonicalmodel may
be used to represent a ❑issile from an electromagneticstandpoint.
An aircraft TSY be representedby a combination of canonicalmodels
such as a cylin5er and flat plates. It is the task of the anaiyst
to select caric.nicalmodelsfor the real world problem he is attempting

.

)
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tO SOIV@and to detemine hou ~good”the ~del actually~p~8~tB
the real world problem. The goodness@V8h8tiOn may be done by data
cmnparleonwith ~a~~red da- fpomother8Y~t~ or by ~~ m~is~
with other co~utir ~els. In some oaaesdataoan be obtalmd wltb .
scalemodels. #

In seleotlngcanonicalmodels,the andyat wst coasiderthe
size of the st~~ture in.ter~ of the Waveleqp. For ~le, stlok .

models (connectedthln+lrea)my bO ~d~~t~ tO ot~dy~8pOEMMS
On MJ aircrafthen Me a~m~ft ie s-l h W- Qf 8 ~v~ti~b.
MWV8r when the air~~ft is largein tame Ofa uavehn@h, bh.e
atlcktiel is nOt appropr~t~ stnee0@OL9fOlW3tiAlO~tS -d
diffraotiomfromwing ~e~ mat be lmoluded.“4s amotbor~la?
aonsider the ●pertureproblem. me fluldaand aurrant8arantd8
small●perture My be treatedaa Mealixad Uba!lthe aparturaAS h -
a atruoturethat is ~~e m terms of e wavelen@h. won the Struotum
Is ~11 in termsof a wavelength,looalizedtreatamt 1s not appr@prSmta
sinoo resmwinoea on the~t~oture may affectthe ourrantdistributicm
in tha Vioinltyof the apertww.

Aaothm approaohin lieuof the aanonioalm0d91 taolm$qua U
the two otuorat-oaee mdels that aatablhh aa uppar bound for ● rupomaa.
The approaah$8 partlcuhrlyusefulwhen littleiaforntlm havatl-
able about the fmotiona and gpoaatry of a eyatem, as timtly aar4 .
stagaa of development.The tendencyu%th thisapproaohla to over “
hardenor over protecta systemthus CWSIM unneowwwy adverae●ffeota
on system performance.The enaIysesmust be refinedthrtm@ Dora de-’
tailedanalysisor testing as a systemprogressesIn its devol~t.

An importantconsiderationin interactionand COUPIQ$ applica-
tionsIs the degree of accuracyin thegeomatrlcdate deaoriblx a
systam. Many times,the coupl~ pathsintoa systemare inadwrtant
and not truly definable. ConsLder a smallinadvertentaperturewith -
a diameter(d) looatedin a structure. me oouplingthroughthe apar-

tureis proportionalto d3. A smallinacoumcy In the dkaiona of
tha aperturecan heve a.significanteffecton the couplingoaloulatlon
accuracy. In situations21ke this, the best approaohrnybe to h$tlallY
assumean externaldwuoture providesno ahieldlngproteotlon,and
when harduar% bem!arm available,refineeoup12ngeatlmtes bared on .
shieldingeffeotivenem teats.

60.1BAsIcmmtL~. This neotlontreatatoebnlquw.!ad bade
modelreqxmeae that my be used in lnteraotianamlmupltqg q@im-
tiom. The basicmodelsmay be used to obtaintiouplfngestlmtaa (m$er
of mgnltude type oalculationa)early in the systemdevelopmentor
may be used to crosscheckaomputercode calcu&tlon rwsultiv.

60.1.1 TRWSVBRF9JK710NTBUWQWB(C+O] fC-51]. The Mndofp rob-
lem to be solvedis illustratedin FigureC-8. A surveyof the tiitlal
systemdesign-willidentifycertainholes,domaa,aocessdoora~eto.~
in th~ missileakinuhtchare possiblesevereportsof entry (P03).
Thus,it is desiredto deterdne the rqxxme of-a componentin a sY3-
tem to an electromagneticfield,Et, Incidenton the sYst=. me onlY

POE illustratedIs a sldaopening. To deacrlbethecoupllngOfhlgh

c-33 “
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frequencyebctrcas3~eticenergyto the cgnponentof interest,the

lilBOUKlt Of QOllpl ing thro@ ~h~ apertUreh %ha Sy~tOBJSkh -t f~~t
be determined. Next, the way In whichthe energyin dletributedthrough
the system,the d~ee to uhlchthe energyGoupleato systemoablos,
and the amount of 10SS enc~tered In oqnduot~ the eamgy along oables
are determined. .

The purposeof the couplingexmlysill is to dete~e the rala-
tlonshipbatwea fields(Ei)Incident00 the Watemamd the IVM~M

(Vt) in variousc~nerjta of the system. It la wnvem$ant for amaly-

S1S PurPo4M3Sto break the transfertiot$on Vt/Eiinto smiler parts. -
(km poaslbleway to Subdivtdethe overalltransferfUlbotio6is Sbml
In EquationC-15:

..
a

Vt E E Vt—mAxLas —
‘i ‘i ‘s ‘c

(C-15)

Them la an i-lluit asm+tion In thism3atiaml@ thateach response
i8 unaffectedby otherreaponaes. In otherwords,the reactionof
the Imterior regiondoes not affectthemmmnt diatributlon&bout ‘
a POE. The first term on the ri@t aideof EquationC-IS repreaenta “
the relationshipbetweenthe field imu$$emt on the system (Bi) amd

the fieldpresentinsidethe system(Es). To determinethe rtitiO of

fieldsinsidethe missileto incidentfields,teohni.questo analyze
the couplingof electrmmgneticenergythroughthe variouskinds of
aperturesare required.

The secondterm of the transferfhnctionrelatesthe field(Es)

insidethe systemnear some POE to the field(Ec)Imoidenton.tie eeble

connectedto the componentof interest. This part of the coaapllng
analysisrequiresthat the fieldscoupledintoeavitleaw~th complex
internalgeometries be determined.Theoryto rigorouslydefinesuch
fieldsis underdevelopment[C.26J. Thernthod.tobeuaed in this
approximateanalysiswill *e use of the trammimalonobaraeterlst2ca
of apertures in infiniteqonductAn$planesto develop.sfirstorder
approximationfor this termof *e transferthnetim.

The finaltermrelatesthe field(Eo)ImMdent on the component

w$rq to the response(Vt)of the mmpment. ‘l’histem.will depend

on the receivtngcharacteristicsof thecomponentand $ts wlrlng.
Ideally,the componentwiringcan be representedby antennaor tranamis-
sXon line modelsand the componentcan be replacedby an equivalent
load.

In analyzingspecificsystems,it may be necessaryto expand
the termsof the transferfunctionto account for differentinternal -
structuralarrangements.For example, if a componentwere located
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1-
inside a metal package, it might be desirable to add a term to the
transfer function to account for coupling of energy through tinepaCkage
POE’S, Similarly, if the point of exposure of the “componentcable
Is a significantdigtance from the component terminals,the cable atten-
uation must be accounted for by an additional term.

I
Once the transfer functionrelatlng component responseto inct-

dent field has been establlghed,It can be used with degradationdata
for the componentunder study (Vf) to determine the field (Ef) at uhich

I failuremay be expectedas indicatedin the followingequation:

1“ ‘i
Vfx~=Ef

t
(C-16)”

1’

1“

By using the transferfunctionapproach, the analysismay be
made as general as is desired. ‘Themagnitude of each term of Eq~tion C-15
can be determinedin the same manner regardless of the type of compo-
nent under study. When studies of the susceptibilityof other compo-
nents are conducted, the only quantities that change are the final
term of Equation C-15 and Vf of Equation c-16.

If some simple, approximatemodels are assumed to describethe
interactionof electromagneticenergy with systems, the maximum worst-
case response of the componentscan thus be computed. These models
permit the rapid, conservativeestimation of the effects of particular
electromagneticenvironmentson systems. The models to be discussed
are for the high-frequencyrange (above 100 MHz) where couplingis
primarily controlledby openings in the system skin.

Consider the responsecharacteristicsof apertures in conducting
surfaces. Diffractiontheory predicts that the field intensityon
the shadow side of an aperture In an infinite conductingscreen increases
(approximately)directlywith frequency up to the frequencyat which
the aperture becomes resonant. (The resonant frequency for an.aperture
is approximatelythat frequencyat which its characteristicdimension
is one-half the wavelengthof the incident radiation.) At frequencies
above resonance,the field intensityon the shadow side of the aperture
is essentiallyequal to that of the incideritwave.

These response characteristicsare illustratedin Figure C-9.’
In this figure, the transmissioncoefficient (definedas the ratio
of total power radiated by the aperture to the power of the incident
wave) of an ellipticalaperture is plotted. At frequenciesabove reson-
ance, the value of the transmissioncoefficient is approximatelyunity;
that is, all the energy strikingthe aperture area passes through.
The point at which the value of unity is first reached Is at 2a/A~ 0.5.
Below resonance,the transmissioncoefficientof the aperturevaries (approxi-
mately) directly with frequency.

/
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The model ‘]gedfor the coupling through an aperture In a conduct-
& pkne is expressed in terms of the transfer functionEWatiOn C-15
as:

{

f
E <

forf~f
o

s—=
Ei 1 ‘forf ~ f.

,

(C-17)

where f is the frequencyand f. is the resonant frequencyof the aper-

ture. The approximate transfer ftmction is then representedby the
WW& bf Figure C-lo. This kransfer fikctioncan then be used to estl-
mte the magnitude of fields Inside a missile skin in the near vicinity
of an aperture. These interior fields then couple to oables and uties
which are connected to the critical circuits in question. The next
step in the approximate transfer functiondefinition is that of describ-
ing the interiorcoupling.

The two r~ining terms of Equation C-15 (viz. Ec/E~ ad Vt/Ee)

are discussednext: Two frequencyregions till be dismsaed for the
second of these two terms; a low frequencyregion where wavelengths
are longer than the circuit wire and cable dimensionsand a high fre-
quency region where these dimensionsare comparable to wavelength.
First, consider the term Ec/Ea;

~e~imm response should occur when catQ~9 ~?nn~~lsi i8 hhfi

component OF frrterest are unx~ormly exposed to the fle~d JUSC behind
the aperture. Therefore, for the model, the second term of Equation C-15
is taken to be unity; that is:

E
c—.
E1
s.

The final term (Vt/Ec) of the transfer flmctlon

(C-18)

represents the

response of the component wiring to the 10CS1 field inside the system.
It is necessaryto determine the internalcoupling characteristics
for cables which are} in B?nqral, Jgfigtn t@I’00Of wavelength. AS
might be expected, the actual responseof internalwiring Is extremely
complicated. However, approximations“my be made which should yield
reasonableestimates of the maximum coupling;

In the low frequency region, where circuit dimensionsare small
compared to,a wavelength, transmissionline models are used. Paul
[C-521has given an extensive discussionof a field-to-wirecoupling
model which Lnciudes the transmissionline model.

“’\
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In the high frequencyregion, the estimationis made by assuming
that the maximum expected coupling is no greater than that of a tuned
half-wave dipole for each frequency in question. In this case, the
Theveninvoltage (Vt) is given as:

(C-19)

Then combining ~uations c-19, c-18, and C-17 gives a total transfer
fUnCtiOII for the high frequencyresponse:

v
t

q=

>
?

G/n
—forf<ff. o

(C-20)

C/n.
~forf>fo

where f. is the resonant frequencyof the aperture. This total trans-

fer function is shown in Figure C-n.

An alternative approach for the high frequencycoupling problem
is based
dipole.
mine the

on directly estimating the power coupled to a resonant,matched
This method uses the above relation in Equation C-19 to deter-
effective aperture of the tuned dipole to be:

we terminatingimpedance is
impedanceand antenna losses
an unshieldedwire will pick

A = 0.13A2
eff

(C-21)

assumed to be the conjugate of the antenna
are neglected. Then the maximum power
up is given by:

P = AeffPi

or
P= 0.13A2Pf (watts)

“’ (c-22)
. .

which is the well known result for a half-wavelengthdipole. Agflin,.
Pi is the power density incidenton the interior subsystemof the mis-

sile. Above the resonance of the largestaperture, this is simply
the power In the incident field exteriorto the missile.

A second assumption forvery high frequencies(A= circuit dimen-
sions) would be to assume.tkatthe effectivearea of the complete cir-

.
C-40
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cuit %s equal to its actual area and that all power incident“on the
circuit was absorbed. For a given circuit, the larger of the two effec-
tive areas should be used to assure a conservativeprediction.

‘i

60.1.2 DIP0LEH0D5. The electric field dipolemodel was discussed
in the previous section. This model is often used in uorst-case type
calculationsto bound the coupled power. For this reason, futher insight;
into the dipole model is warranted.~

Figure C-12 shows an equivalent circuit [C-53] for the dipole
model. 2A is the dipole impedance which is a functionof frequency

and ZT is the terminal or load impedance connectedto the dipole.

The equation V = hE is the relationshipbetween the voltage induced
in the dipole and the incident electric field on the.antenna. The

.

effective height is the quantity h. The maximum effectiveaperture
of a matched dipole is given by the equation:

A
v’.—

em 4PR=
.... ..

“(C-23)

where v= induced voltage (volts)
P= incident power density (watts)
Rr = radiation resistance (ohms).

For a lossless,resonant (half-wavelength)dipole in free space with
a matched load, Rr is ?2”ohms. The effectiveheight (h) of a half-
wavelength dipole is equal to ;.jr . The incidentpower density (P)

is equal to E2/1207 . Substituting these quantitiesinto Equation C-23
gives:

A
v’ I’)onE2~2

.— =— —
era 4PR 4=2r E272

= 30~2 -
72r

0.13A2
(C-24)

This is the relationshipgiven by Equation C-21 in the previous section.
Notice this is the maximum effective a~erture and to obtain this value
the dipole must be match,edwith 72 ohms.

Next it is instructivetc”considera
The effective height of the sn!a~:dipole is
its length. The maximum e?fect~ve aperture
by:

small dipole (P-‘< ~).
approximatelyequal to
of a short dipole is given

A = G.119.?2
em (c-25)
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The maximum effectiveaperture of the half-wavelengthdipoie is about
10 percent greater t~n t~t of the short dipole. fie impedance of )
the short dipole IS givw. approximatelyby the equation:

(C-26)

.“ ,, .

where k= length (meters)
A = wavelength (meters)
a= radius (meters)

The real term (radiationresistance) rapidlybecomes smaller as the
wavelengthincreasesand the capacitivereactanceterm lWOOmeS hrger
as the wavelengthincreases. For msxium power tramsfer, the mmll
dipole must be conjugatelymatched which means a large inductance (high-Q)
must be added to the load.

Notice that the maximum effectiveaperture of a matched dipole
and a matched isotropicantenna are not equal. The maximum effective
aperture of an isotropicantenna 1s: -

2:..
A =—=
em 4X

0;079A2
(C-27)

The use of the retched half-wavelengthdipole should be used
with cautjon for low frequencieswhere the structurebecomes small
in terms of a wavelength. Swink [C-54]has done an extensive study of
the straight-cylinderwith aperture canonicalmodel. His results s!Iow
that the power delivered at low frequenciesto a transmission line
in a cylinder Is much less than the power deliveredby a matched half-
wavelengthdipole.

It is informativeto derive the maximumavailable power from
a fixed lengthdipole for frequenciesfrom well below to well above
the resonantfrequencyof the dipole. Figure C-13 is a curve of the
power deliveredto the -tched load of a 4.57 meter long dipole with
a one-voltper meter incfdent electric field.

60.1.3 CTLINDRICAL~DEIS [C-21. As previouslydiscussed, the straight-
cylinder structurecan be utilized as a canonicalmodel of a missile.
To develop further insight ef this model, the external current distribu-
tion and interiorfields of a cylindricalmodel are considered.

.

The model considered is a perfectlyconductingtubular cyiinder
of length (2h) and radius (a) shown in Figure C-14. It is assumed
that the incidentelectric field is directedalong the axis of the
cylinderand that the ra~~us of the antennais small at the highest
frequencyof interest.

c-44



MIL-HDBK-335(USN)
15 JWARY 1981

.

\

. .

10+]

1$

Ao-]

<g 10
z
E
~ 10-3

-4
~ 10

!!
10+

10+

10-7

10+

1MHz 10Mnz 100MHz 1(WZ 10Gt!z

Frequency“
..

DipoleM&ximumPoverTransfer. [C-511Figu’reC-13. ,

.)

i

. .

I

I



MIL-HVnK-J>2(UMU )

15 JANUARY 1981

~inc

1-
Figure C-14.

-z-h’

Z=o

—z. -h

CylindricalModel [C-2]

..

...

A,,.

. .

C-46



HU-HDBK-335(USM)
15 JANUARY1981-.

)

),..

1
,“

It can be shownt,!wtthe peakcurrentat any pointon a cylin-
dricalbody is proportionalto the lengthof the structurefor CM excl-
tatioz. Th~9 allowsflormalizat$onto be used In respongefunctions.
A varia>leused in the normal$.zstionis the cylinderfatness,tradition-
ally soectfiedas n where:

(c-2$)

A missilewhichmightbe modeledby a cylindricalbody Wually
has a relativelysmall totallengthto radtuaratio. The awwowbte
fatneasfacto~ fl is about5 or 6. Fi@ureC-15 illustratesthe depen- “
denceof the lnduceCcurrentson 0 . Generally,the fattercylinder
carriesmor~ current.

?he currentseb~ervedat fivepointsalong the cylindricalbody
with end-capswere computedugingthe finite41ffW’enoeapproaoh.
The ncmalized Cldtransferfunctions(U!agnjtude)along the structure
are displayedas a functionof normalizedfrequencyjm F2gurec-16.

To illustratehow the scatteredfield~onents on the outside
of a cylindricalbody affect the fieldspenetratinga smallapertwre,
ieverslexamplesare g5ven,showin~how the field?behinda circular
aperturein the cylinderdepmd upon the frequencyand the location
of the hole in the cylinder. The g cmetryof the exampleis @.ven
in FigureC-17.

Fieldsnear a smallaperture(koa<<l) ~nsldea finitebody

havebeen shownto be approximatedcloselyby the fieldsleakingthrouph
the same size hole in an inf~nftesheet. This resdt allowsclass!cal
c!iffractiontheorvto be extendedto predictthe fieldsnear the hole
tnsidea CVlindPiCalhod~.

Formulasare p“ovidedhere for selectedscatteredt~eldcompo-
ne~tsnear’anellipticalaperture~n an infiniteplate (see FigureC-18).
The scatteredfieldcomponentsare normalizedto the electric!field
norzrdto the plateor the magneticfjeldcomponenttangentto the
platebeforethe 3perturewas present. Moregeneralformulasare.avail- -

ab36!.Me note the static(lh3) dependenceof the prticiplefield
~ tan)near the aperture,and the frequencycomponents(Ex/Ener,H /H

Independenceof the principlecompone??ts.It shouldalso be noted
.

3
that lr?t.ernalfieldsare proportionalto :, so that doubltngtAe size

of an %perturewould resultin an eight-foldIncPeasein the i?tterlor
fields.

The @ata for the Ck!fieldsbehinda circularhole in the side
of a f%tt~ cylinderare shownin FiguresC-19 throughC-21. Ibese
data revealthat for holesn~arthe centerof the stwcture, the rela-
tiveinoortanceof penetraticmfromthe F!tancomponentis greaterthan

for bcle~near the endsof tbe cylim!er. Near the end of the $tructure.
cat?les%?t run stiak’fromthe hole (butnot past it) miiybe most st.ronw~l’

Ch?
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excitedby the penetratingelectricfield.“Lengtheningthe structure
Increasesthis effect,g$ncethe Bcatteredelectricfieldoutsidethe
cylinderis directlyproport5,analto the lengthof the structure while
the scatteredmagneticfieltiis not (ifthe fatness.factor$Q , la .

unchanged).

These predicted fieldscan be usedto estimate the response
of a smalldipoleor loop insidean aircraftor tissile;however,eXtem-
sionof the availabletheory19 requfredto obtain estlntea of current
In more complex cables. “Bolesnear the end of the eyklnder oam be .
used to approximatepenetrationthroughdetectordoms In the nose
of a missile. Rolesat otherlocationscan be used for penetrations
such as canarddriveopenings,accessports,etc.

60.2 STSTRt?lBSF(MSB.The systemresponseis determinedby measur-
ing or calculatinga voltageor current at a terminalin the miaalle
electronics.The voltageor currefitIs inducedby E!!energywhich
illumlmatesthe missileexternally.TM externalenvironment-y be
characterizedIn termsof eitherpeakor averagevaluesand She corres-
pondingpeak or averagecurrentdefinedat an electronicsterminal.
Generally,the systemresponseIs characterizedthrvugha %tandwdw -
response. A standardresponseIs thatlevelof external~ energy,
as a functionof frequency,requiredto produce a x=ified voltage . .
or currentat a circuit’sterminal.

. .

) In order to presenta clearerunderstandingof system level
calculations,considerthe systemresponseof the straightcylinder
modelwith a side apertureand a singletransunisslonline locatedIn
the interiorof the cylinder. The &eneralshapeof the cylindrical
modelcouplingis shownin FigureC-22. The cylindri-1 model re-
sponseis shown in comparisonto a matchedisotropicantenna. Next
assumeit ia desiredto calculatethe rectifiedcurrentin a component -
locatedat the end of the interiortransmissionline. Let the maximum
rectificationefficiencyof the componentbe as aho~,in FigureC-23
(seeAppendixE for this typeof data). NextmultiPW the couP~$.n8
curveof FigureC-22 and the componentresponsecurveof FigureG23
to obtainthe compositecurveshounin FigureC-2U. The unitsof the

compositecurveare A/(wh2).$ Next determinethe standard response
necessary to produce1.0mA of rectifiedcurrentat the outputor the
component. The standardresponsecurveof FigureC-25 is obtained .

~ by dividingthe 1.0 mA by the composite-curveof f’igweC-24 and con-

vertingthe powerdensityto,d.B&/ca2.It.isthis atandahdr@spoase
curve ~hat can be comparedto the Et!environmentprofiles,-orto meas-
ured data, to identifysusceptibilitiesand.hardeningrequirements.

70. AIMLYsIsmmDOIJxT Aim Pmcmxnlm. Now ttiatthe systemconsid-
erations,computationalmethods,computercodes,etc., havebeen dis-
cussed,a fundamentalanalysismethodologylprocedureswill be outlined
to betterdefinethe stepsin an analysisand predictioneffort.

70.1PUNDAHEWAL $EftfOUOIAXX.The fundamentalmethodologyfor an “
.) analysisana p“edicticmeffortmay be representedby the basicblocks

shounin FigureC-26. The pracec!uresfollow-the generalflowdiscussed .

c-55
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in section5 - EMR HardnessDesign,but the emphasishere Is on the
M.epsdeal- with analygigand prediction.The methodologyset forth
here was adaptedfromwork by latorre [C-55]. Each blockOF FigureC-26
consistsof a decisionstructurewith associatedengineeringOperations.
The decisionstructureWGS f.nto’accountconatralntaon time,monay,
and other ~esources. The cost-affectiveuse of resourcesis provided
throughefficientprogrm management.

The firstblock-- SystemFunctionalAnalysis-- providesopera-
tionsgenerally ~VOIV@ the entiresysteCII.~ this block, the 6yS~
Is brokeninto manageablesubsystems,and performancespecifications
are set for each subsystem. Herea criterionfa oomidmed to be @me
measureof systemperformance,whilea speclfioatlon’lsa predetarmimd
valuefor that cr%terlon. Typicalsystemperformnoe orZterla8sy
be the trackingrate or the circularerrorprobability(CEP).

Followingtheseoperations,the effectof the localelectromag-
neticenvironmenton the subsystem must be determined.mm! 19 aeo-

“ pllshedID tuo steps. The firststep is to determinethe rwlatianahlp
of performance%o parametersof’the localenvironment.‘1’hiarelation-
shipIs definedas Component/SubsystemSusceptibility;operationsre-
quiredto obtainthis relatlonshibare performedin the corresponding
blookof FigureC-26. &t@ates ofperametersof the 100alenvironment
combinedwith subsystemsusceptibilitypredictthe performanceof the
subsystem. Piakingtheseestimatesconstltuteathe &econd$tep,and”
is providedthroughanalysisandlortestingperformedlQ the Interac-
tionand Couplingblock. Note thattheanalystdoesnot care what
the precisesusceptibilitycurveis or what the exactvalueaof the
environmentalparametersare. He wantsto know ff W.3 systemLa”herd.
By predlct~ upperboundsof performxmceand comparing them Lo lo&er-
boundsusceptibilitycurves{curvesimplyinga greater susceptibility
thanactuallyexists),the analystS.sassuredthat when hc prediots
that the performanceof a subsystemwill lie withinSts specifloation,
It will.

In the block entitledHardnegsTrade-off,the analyatmust decide
whethe~to protecta system baiedon worst+ase pPedlCtiOnSof perform-
ance for all subsystems. If all subsystemsappearsuscept~bla,he
may electto protect,or he maY chooseto reassessthe System. The
dashedlinesin FigureC-26 show the iterationpath impliedby the
latteroption.

Operationswithinthe finalblock(HardeningDem4gm)identl~,
develop,and enforceproceduresthatwillassure-cl maintainthe hard-
ness integrityof the system.

7Q.2SYS3RI ANALYSIS. The SystemsFunctionalAnalysisblomkof Fl&AIW
has two purposes. First,It mustprovidesome environmentaldescrip-
tionof the 9y9t@mfromwhichestimtes of the environmentalparameters
of subsystemsmay be obteined. Second,thisbbok must aet the aubaya-
temperformancespecificationsthatidentifythe acceptableperformance
rangesfor subsyat.ems.h supplementarypurposeis to Identi.@system
factorsinfluencingthe hardnesgof subsystems.For a specifichafd-

.

. .
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Figure c-27. ExpandedSystem An”alyeisBlock. [C-55]
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‘)1
maaa problem,the Ingrw$icnts rwoa~ to fulfill018 block’staaka .
-:

0 Inputdata. #

o A logio Auaturethat allouaGelactionof Iwscaamaz=yopara-
tionsmmlaenaurataWith probla8definitlolland the quality
and quantityof input data. .

Coaeiliorthe halwsnosapmblu in W?Jiohtheanalystis @van .
aubsma tmeoifloations and aa am ~td d@SWiDtiOfJ tbt d&WO
predlotionof amvironmentalpammatera. Im thiseaak,the role of
the SystemFunotlomal@lysis blook A@ ~, and the analystpxw-
ceedeto the other blocksor Figurac-26.

t

.

NOW eonalderthe mime wtmn aubaystalperformancespeoifloatloma
are not given. Ilm relmmnt 6paolYioationaare @en*ratedfrtman ovar-
all systemapecifioation.Subsyata parfomanceaareobtaixbadma
valuesof subsystemperformnoeido80rlptora.~ua, to obtaia ~fOM-
ance apeclfloationaof subayst~, $t to aawaary to know:

o The overallsymtamspeoificatlon. . .
.

)
o Quantities that descrhe aubsystamperformance(performance

daacrlptors).

o A descriptionof Che uyat- by aubsystaaerltimklto the
missionand ●mnable to Imrdnem asaesmt.

If thesefaotorsare known,the analystcan thendetemmineaub-
syatemperformancenpecifiaationa.So far, tbe prooadure.a have 8a~ .
that mystem specifications,aubayatemperformancedaaor$ptom,and
miaaioncriticalsubayatemswere given. Gmerally, ayst- apecifica-
tionaor apeciflcationaof a portionof the systemare providedand
the analystis confrontedin the SystemFunotiabalAnalyslmblackwith .
the p?oblemof firstd~aimg the syatamInb aubaysteroaand then
identifyingmubsyatemparfornme deaoriptorathat adaquate~ maaawe
performnoe ot aacihimbaya-. ~tdona wing thisWwmtloa and
tha SW* apaoifioationswill than yieldmubsys- apaolfioationa.
If, howevor,the speoi?intlomaof a portim of the syata aro aot
gfve5,the analgatmat relyon #pt@m’a analgatato prov2deWwa speml-

.

fioatlonmfhm the overallaysttmapeoitication.This hvolma the
Identificationof performame deaoriptoraof thesya~ ~ta and
the determinationof the rues thaaedmwrlptoraare allmad h aamme,
based on the ovorallwatem specification..If theoverall@stem speci-
ficationis not provided,the analystmast firstide!ntltybow the aya-
tem shouldperformin ita environment(operationalhardnmaauriteria),
thenestablishsystem performancedeaariptora,and finallydeter9ime
systemspecifications.

An analystmaY feelit la not his responsibilityto determine
; specificationson any portionof the system. He may feelthat this .
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I
is the user’s job. First, however, consider the case of’subsystem
performance specifications. Generally, the tictional breakdown of
a system and an assessmentbreakdownwill not be the same. Th>s the
analyst is left with the task of determininghow the subsystemsresult.
ing from his decompositionmust behave in the EMR environment. Accept.
able tolerances in this behavior are subsystemspecifications.

Regardlessof their origin, system and finction specifications
are required to provide subsystem specifications. As Stated previously,
these specificationsare ranges of performancedescriptors,such that
values within these ranges assure tolerablesystem performance. obvi-
ously, before the analyst can identiQ subsystemperformancedescrip.
tors, he must first decompose the system Into subsyst~. Subsys~
decompositionmust satisfi two requirements. First, the subsystems
must be critical to the @ssion (i.e.,degradationim thelrpertorma,maQ
would deleteriouslyinfluence the outcome of missions). Second, mbsys.
teas must be amenable (best compromise)to both subsystem susceptibil-
ity analyses and interactionand couplinganalyses. Tosatis~ this
last requirement,the analyst must weigh the accuraciesof subsystem
susceptibilityanalyses for rough system decompositionagainst the
difficultiesand accuraciesof interactionand ooupllng analyses for
a finer system decomposition. Decompositionwill generally be made
at metallic ~terfaces. Inputs required forthe decompositioninolude
system description,system configuration,modes of operation,and con-
stratits in operation.

In the diagram of Figure C-26, the feedbackpaths Imply that
the analyst must generate informationand then perform additionalanaly.
ses on that informationto obtain his requiredoutput. The dashed
line covers the situation In which the analyst asks if the performance
specificationson certain subsystemscannot be relaxed. Consider
the case where, throughanalysis and testing,a set of subsystems
are found to be hard, but an additionalset so?t. It may be found
that the hard subsyste~.would remain hard If their specifications
were tightened,thereby relaxing those of the soft subsystems. The
end result may be a hard system.

I
The role of the System FunctionalAnalyaisblock ceases when

subsystemperformancespecificationsand environmentaldescriptions
have been generated and the allocationof resouroes for subsequent
analyseshas been provided. Tbe tialyst must now execute ~ttins.
performed In the SubsystemSusceptibilityand Interactionand CoUpllng
blocks.

‘70.3SUBSTS~&lSCEPTIBILITY. Performancespecificationsprovide
the allowable tolerancesof performances. Changes h the values
of performancesresult from the existenceof an’EMR environmentlocal
to that subsystem. Such a local environmentincludes incident’fields,
currents on.penetratingconductors,currentson cable sheaths,etc.
The variation in performancesmay be estimated f%om values of gdverning
parameterscontained within environmentalparameters. These environ-
mental parameters includeamplitudeand modulation..’
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C-28, tbe
environmental

parameters. Tbeae relatiaahlpatill be referredto as waceptlbility
curves(AppendixE). Fran aucbaurves,”allouabla Uts of envirommem-
tal ~ters are derivad. Thasallmita, Mben ~ to Cstimated
values of emiromment al pm’amatars derivedthro@ tnturact$om and
couplinganalyses,indioatethe possible need for subayatemharden~.

$ecaueeof the oo=pled$y o? mat subays~, exactdeter9ima-
tlonsof susceptibilityCurvesare impossible. CUWquently, eatlma-
tion is rw!!qtired.Ea:imataaOf WMX3ptibilitycurreashould aatia~
the oritmrkm that if envimmmantal Parametersfallulthlnenvironmmtal
M@ta, the system is hard,-rams, if they fall outside,the system
is conslderec!soft but rosy,in realitY,be hard.

Tbe specificauaceptlbllitieaof guidedweaponsystemsand
. theirsutmytemsla classifiedinformation,but pertinentdiscussion

may be found in References[&%] through[C-60].

70.8XmsBAcl!mm Mb mnuxc. The purposeof the Interactionand
@uPl~ block iS to providedak-tw Of the vahaa of thee ~
tws of tb EM euvirwumentof a imbaystea that are required In estimat-
*W the performanceof that subsystem. The parametersrequiring
est~tla! are identifiedIn the SubsystemSusceptibilityblockand s “
are an input to the Interactionand Couplingblock. Parameter that .
my be of interestare amplitudeand modulationwithina @ven fre-
quencyband, and amplitudesamplesof the frequencyspectrum.

Tbe estimateswed in subsystemsusceptibilityara a%milar
to interactionand couplingestimatesin that they ?hOuldbe“made
on a wrat-case basis so that a non-susceptiblesystemreallyla,
and a susceptibleone may actuallybe non-susceptible.Once again,
it is desimble to have the capabilityto protidevaryl~ degrees
of estimationaccuracy.

EstImatesof tnteractlknand coupllngcan be made in various
ways. Figure C-29 illustratesthe generalcouplingmechanismsinvolved
In the estkticm pnblem. Batimatesof eoupllngto subsystemsean
be wide based on knowle46eof fieldsml currentsvithinth@ system

.

structureor from externalsurfacecuments, or =de directlyfmm
the free”field. When internalfieldsamd currents●re used to astbate
the anvironmentsl parametwe, it ~ necessarythat axternal-to-lntarnal
couplingmodes be identifiedand the ●ppropriateestimatesprovided.
When the emrnal-to-intiml ooupllmgC9SUI* from aurfaeecurremta
am used, it Is necessaryto ●stinte Che6xterma2eoupllmgmodas &hat
resultfrom the direct intwaotion of ttm incidentfield uith the exter-
nal system configuration.

the analyst,in order to obtainestimates of environmental
parameters,must first Idemtltihia subsystemeoupllmgproblem.
Thenhe determineswhich canonicalformwill allow hm tomake the
e3timtes. This canonicalform permitshim to identlFynot Only

!
physical
reqtired

oarameteraassociatedwith theaubsrstemDrOblfMIbut also
independentvariables. Thesevariablesa“= electromagnetic
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Figure c-28. Expanded Interactionand Coupling and Subsystem Susceptibilityblocks.
[C-55]
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qUantitie3obtained eAther from external-to-internalcOupling e9tlMate9
or directly ~rom the incident field. To determinevalues of the )

independentvariableg for external couplingmodes, it is necessary
to identifythe coupling problem that exists and the canonical form
associatedwith that problem. This new canonical form identifies
physicalparameters associatedwith the solution of that problem,
and new independentvariables. These new independentvariablesare
electromagneticquantitiesrepresentingthe ft’eefield or currentS
inducedon the external system configuration. To obtain estimates
of thesenew independentvariables when they represent externalcur-
rents,we have to consider an externalcoupling problem. Again,
the analyst must identi~ the physical externalcouplingproblem
and associatea mnonical form with it. With this form, he determines
the physicalparameters associatedwith the problem,and obtains
estimatesemploying independentvariablesderived from the free field.
These estifmtesare values to be used in estimating the axernal-to-
internalcoupling, which In turn are employed in subsystemcoupllng
problemsto provide esti~tes of the environmentalparameters. A
similarprocedure is used when the,other couplingmodes are appropri-

I ate.

As in the Subsystem Susceptibilityblock, the first ingredient
is appropriatelogic to assist the analyst in the selectionof the
proper interactionand couplingmethod consistentwith the input
information,available resources,and problem requirements. A complete
descriptionof the available methods and the necessary tools,isalso
required. The tools include computer programs,analyticalmethods,
and descriptionsof and results of experimentaltesting to obtain
the basic coupling data for canonicalproblem sets. From these data,
the analyst can estimate the coupling in a portion of the system.

‘\
.)

The data needed to solve internalcoupling problems include
direct conductorpenetrationto subsystks, coupling to sables, and
field diffusionto subsystemshields. For the external-to-internal
coupling problem, data are required for three major mechanisms:
coupling through apertures, field diffusionthrough structureshields,
and direct conductor penetrationof structural$hields. External
couplingdata encompassesinformationon enclosures,long wires,’
deliberateantennaa, and appendageson enclosures.

I
Rata obtained through interactionand coupling analysisand

that providedby subsystem susceptibilityinvestigationsare used
to determinehardness requirements. This step is performed in..the .
HardnessTrade-off block.

I
70.5 HARMESS TRADB-CWF. In the HardnessTrade-offblock, the analyst

arrives at hardness requirementsand, if protectionIs required,
selects the ❑ost cost-effectivescheme.

1“
To accomplish the hardness tradeoff, .theanalyst must make

estimates of both subsystem susceptibilityand interactionand coup-
ling. In addition,he must have access to hardness methods and de-
vices, device and method data, costs (monetary,performance,mainten-
ance, and reliability),analysisand test methods, and costs of anal- ,
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yslgW.C!Lest. The above ltem~,alongwith a logicaltrade-offstruc-
ture,a?e the essentialingredientsof the Trade4~f block.

.

In the Tmde-off block,the need for hardnesshas beendeter-
mined,Mrdness requirementshave been identified,end the protection

‘method&is been selected. The next facetof engineeringM the actual
design,fabrloat$on,and sminte&nce of the system.
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APPEHDIXD

m IwRASTSTIM ABALYSIS.PBOGBAH

10.
.

~IH’fRoDucrION● T’Ms”appendtxdescr~besthe Air Force Intras$mtem
Analysts Program(IAP)~ncluffinRjts oomp&ents and raletedIAP stud-
~es. The informationin th~ssppendixga Intendedto gfvea user an
ove~vlewof IAP so thatpartsmay be adaptedforan analyadsand p~ed$c-
t.joneffortor so thata user can aMce knowledgeablerequests~
RADC/RBCT. The IAP*s”capabl.ljtyis periodicallyupgradedas mat devel-
opment~becomeavajlable, TO detem~ne the latestZAP 3r#orntiom
or to lnqu~reas to IAP supportand aervtces,wars shouldcontact
RADC/RBC’for RADC/RBCTI.The teleptwe numbersfor the 04WIAP Support
Center(FtADc/RBcTI)are commercial315/339-3830and autovon58?-2780/
81/88.

IhMng the 1971-72tjcieframe,the Ajr For@e,alongw~th indus-
tq and the Rand Corporation,performadan extensiveevahatlon on
the effectivenessof systemmodelingprograuauaad $m the acquisition .
prooeas. From the evaluation,it was ooncludedthat anamalysia and
pred?ctjoncapabjlltywould improvethe effectivenessand reducethe
costsIn achievingsy~temcompatibility.Aa a resultor thesestw$ies,
HO AFSCagsjgnedR&DC the taskof developingen analysjsand p~edlct~on.
capabilityapplicableto the acquisjtjonof ground and aerospace sys-
tem. As RADC’Swork progressed,the Ajr Forcereal~zeda mad to
expandthe concept,and In 19?Qintroducedthe IntrasystemAnalysls
Prom’am. The XAP prov!desa computeranalysiscapabjlltyfor:

o A~~esging ~ystemccmpatjhjl$tyjn a systaaattcapproach.

o Ta$lorlnuequipment~pectfjcat~ons.

o Performingua~veranalyses.

o Analyzlnqdestgntradeoffs.

o Reducjngtbe numberor requjredtests.

.

0 Predf.ct!ngthe effectivenessor berdnesscontrolsprjorto
svstemdesign. .

!j+nce?974,IAP hag been, and $s presentlvbe~, upgradedand l~roved.. -
to increase$ts capab~l~ty. Improvedmodels;data base~t
te.c.hniqueg,and computercode updateahavebeen,w wl%l soon be, hple- -
mentedultbjnIAP. In 19?8,RADCj.nttiatedthe EMC/IAPf.lwpportCenter .
to prov~dea centralfacilityfor IAP supportand serviceto both gov-
e~nmentand jndustry.

20. UVERVIBUOF’IAP. The IAP consiataof severalparts: the Intra-
wstem Electromaj?net!cCompatibilityAnalysjs
SWe~al off-ljnemodels. The IE.?4CAPprovjdes
analvs.$sand fs the buildingblockfromwhich

D-1

Program(IWIAP) and
the basicsystemslevel
the totalprogramevolves.



IEMCAP is mitten in USA Standard FORTRAN IV, which &kes It readily
adaptable to most computers. Included within IEMCAP are EM emitter
models, coupling models, and receptor models. The off-linemodels
that comprise the gecond part of IAP extend the analysiscapability
beyond that of IDICAP. These capabilitiesIncludewire/cable”coupling,
Computer-ajdedcircuit analysjs,and electromagneticfield analysis.
Additionalsupplementalprograms and models are available,or are cur-
rently under develo~t, and will’be Includedas a part of IAP in
the future. Supplementalprograms are availablefor precipitation
Stl@C ZU’@ySiS and ~~.

.

The wire/cable coupllng package consists of the programs XTALK,
XTALK2, PLATPAK, F’LATPAK2,(3STCAP,and WIRE. The computer-aidedclr.
cu~t analysis is contained in the co~uter code NCAP (NonlinearCircuit
Analysis Program). The General l?l=t~etlc Model for the Analysis
of timplex Systems (C~CS) is a method-of—mcmemtsecde for use in
electromagneticfield analysis. Each of these off-lineprograms Is
descrjbed further jn the followingsections.

30. IRUXP. I~AP js a ljnk between equipmentand subsystem EPIC
performanceand total system performance In an electromagneticenviron-
ment. IIMCAP was developed for the Air Force by?4cDonnellAircraft
Company (MCAIR) fn 1974 to facilitatecomputerizedanalysls in the
eng~neeringof cost-effectiveEMC. S~nce its development,I~AP has
undergone several rev~sions. The newest releasedversion is I=CAP-05.
The documents descrfbj.ngIWCAP and its use are:

o ‘Volume I - INTRASYSTEMELECTROMAGNETICCOMPATIBILITYANALY-
SIS PROGRAM - Userts Manual EngineeringSection,wDecember
1974, RADC-TR-74-342,AD-AO08-526. .

0 ‘Volume 11 - INTRAXSTEM ELECTROMAGNETICCOMPATIBILITYANAL-
YSIS PROGRAM - User’s Manual Usage Section,WDecember 1974,
RADC-TR-74-342,AD-AO08-527.

o “Volume III - INTRASYSTEMELECTROMAGNETICCOMPATIBILITYANAL-
YSIS PROORAM - Computer Program Documentation,”December
1974, RADC-TR-74-342,AD-AO08-528.

Changes,additions,and deletionshave been made to these volumes.
These updates may be obtained by contacting the EMC/IAP Support Center
at RADC. Also, the FORTRAN computer Mstlng for IR4CAP may be obtained
through the Support Center.

Since the release of IEMCAP, addit~onal studiesand lnvestlga-
tlons have been performedin support of IEUCAP. One study was per-
formed to determinehow IAP and IEMCAP can best be implementedin the
weapons system procurementprocess. These reports are:

o ‘Volume I - IEMCAP IMPLEMENTATIONSTUDY,n RADC-TR-77-S76’;
December 1977.
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)
o “Volume11 - IEMCAPIMPLEMENTATIONSTUDY,Annex:Ejectromag-

nettcCompatib%ljtyRandbookfor SystemDevelopmentand Pro-
cwement,” RADC-TR-’I7-3’76,December1977,AD-A094-738.

,

Anot~erstudywas performedto wmmarize, in a cancjsemanner,the
requjredinputparametersfor the emittermodelsw~thfnIE?4CAP.Along
wjth th~s lnformat~on,the formof the power spectraldens~tyand s6J3-
~estedfrequencytableInputvaluesto adequatelyrep~eaentthe spec-
trumare presented. Th.lsstutiy$s reportedon jn:

o ‘A SPT#!AFNOF REOUTllEIlINPUTPAMMETl?@ FOR ~TTER HODELS
IN IEMCAP,”RA,DC-TR-T8-140,June 1978,AD-A~56~05C

*

The Vail.djtvnnd ssefizlmea~of IE’WCAPwas as~eased~n a study ;
effort. IE?4CAPwas used to predictthe MC performancecharacteristics
of the F-15 afr super{o-+tvt’~~hter%jrc?aft. ThQ aircraftwas s~mu-
latedu?tnRa comh~natlon of’ known,measured,and app~oxl.mateddata.
In th~s validation,the IEMCAPpred~ctedthe overallsystemcompatfbjl-
fty,some isolatedcasesof ~nterf’erence,and the compatlb.il~tyeffec-
tivenessof the 3ub~eQuentf~xes. !fhjsstwlyjs documentedjn ~eports:

o ‘PartI - It?TRASYST~ELECTROMAGNETICCOMPATIBILXTTANALYSIS
PROGRAM(IEYCAP)F-15 VALIDATION-ValMatlon and S@s~tltitY
Study,”RADC-TR-77-290,September1977,AD-A04%034. ‘ “

o ‘Part11 - INTRASYSTEEELECTROMAGNETICCOMPATIBILITYANALYSIS”
PROGRAM(IF34CAP)F-15 VALIDATION- hte~~tition Of the
IntegratedMarq~n,”RADC-TR-??-290,September1977,”AD-A045-
035.

Anotherstudy,by the AeronauticalSystemsIM.vtsion(ASD),aSSeSSL?d
the effectivenessof the XEMCAP$n predictingantenua~oupledinterfer-
ence. The B-52ajrc~aftwas used fn the case studvand thq IOfCAP
pred~ctfonswere comparedw$tb actualmeasurements.The studyconclude~
that IE#CAPdoes correctlv.predicta high percentageof actualinterfer- “
enceproblems.

When udng IAP for svst.ems(e.g.,ajrcraft,satellite,missiles,
etc.),data pertaj.ntngto the phvslcaland electricalchwacterl~tlcs ‘
must be collected. Much of thasedata are fjxedquantitieswhfcham
used“repeatedlywith eachanalysisof a system. For example,knowledge
of the meomatricalFhafieof kbe exterjorsurfaceofan alrorafttn
usuallyneededfor an ant.etina-t’o-antenna,couplinganklysfsof the Bys-
tem. Also,the locationsand electricalcharacter$st$csof all electr~- .

. cal equ~pmentand ~nkrasystemu%re cabl$ngare requiredFor aadoranaly-
ses. In orderto a~d UWPS ~n performing●nalyses,It M jntmtled
that a database of phys3calantielectr.tcelcha?acter$sticsof a large
numberof systemsbe collectefl.The data for eachspec~flcsystem
are storedon a SystemData F?le (SDF)~or that system. Consequently,
it ~~ intendedthat a separateSDF ex~stsfar each DhysfcalSY3t~.
The primaryapplicationor the SDF is to provfdea.sourceof input
datafor any of the var!ousIAP computerprogramsas neededrora parti-
cularanalysise~rort. The SDF ~s documented~n reports:
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o ‘System Data File (SDF) for the IntrasystemAna~y~is program

(IAp),nVOIUm~ I - Description,Volume II - Surface Geometry,,
RADC-TR-79-213,December 1979, AD-A080-584and AD-A080-585.

l“.
The IEMCAP documentat3.onthat has been described provides all

the necessary informationfor one to become familiarwith IEMCAP.
However, It is an extensj.vetask to start w~th those documents and
proceed to implement IEMCAP. The alternativeand recommendedapproach
js to work through the E!4C/IAPSupport Center,which teaches training
courses and spon90rs user forums.

40. n ~ MODSIS. Crosstalkor electromagneticcoupling
between wires (cylindricalconductors)In densely packed cable bundles
can be a major contributorto the performancedegradationin weapon
systems. IWCAP provides a general analysiscapability for wlre-to-
wlre coupling. The IEMCAP subroutlnesdo not consider the shultan-
eous interactionsbetween all wires in a cable bundle when computing
the coupling between a “generator-receptorcircuit pajr. Each generator-
receptorcircuit pair 3s considered individually,and the effects of
other ‘parasitic wire circujts in a bundle on the ooupling between
a generator-receptorcircuit pair Is not considered. This approach
was used for two reaaons. F1.rstof all, such a ~el tends to give
an upper bound whfch Is in keeping wfth the worst-caseapproach used
jn IEMCAP. Secondly, jf the interactionsof all the wire circu~ts
in the cable bundle were considered,an NxN complex matrix must be
solved at each frequency. For large cable bundles,much of the IEMCAP
execution time would be consumed by the wire-to-w+recoupling calcula-
tions.

..
To supplementIEMCAP*S capability,a number of stand-alonecom-

puter programs have been developed. Once I~CAP p~npolntsa margi-
nal wire-couplingproblem, these programsmay be used to perform a
more fine-grainanalysis to determine j,f,h fact, a problem exists.
These stand-aloneprograms are referred to as XTALK, S?TALK2,FLATPAK,
FLATPAK2,GETCAP, and WIRE. XTALK analyzesthree configurationsof
transmissionlines: (1) (n + 1) bare wires; (2) n bare w~res”above
an inflnj.teground plane; and (3) n wires within a cylindricalshield
which is filled with a homogeneousdielectric. All conductorsare
consideredto be perfect conductors. XTALK2 analyzes the same three
structuralconfigurationsas X’TALK,except that the conductorsare
consideredto be imperfectconductors. FLATPAK analyzes (n + 1) wire
ribbon cables. All wires are assumed to be perfect conductors. FLATPAK2
analyzes the same configurat~onas FLATPAK,except that the wires are
consideredto be Imperfectconductors. GETCAP (an acronym for ~eral.-
Ized and ~ransmission ljne Capacitancematrices) is utlllzed to calcu-
late the per-unit-lengthge=ali.zed and transmissionline capacitance
matrices for ribbon cables. WIRE Is a computerprogram which Is designed
to calculate the sfnusojdal,steady state, terminalcurrents induced
at the ends of a uniform, multiconductortransmissionline which is
illuminatedby an jncident electromagneticfield. The jncident field
can be either a unjform plane wave or ageneral nonuniform field.
Three types of transmissionline structuresare considered. Type 1
structuresconsist of (n + 1) para”llelwires. Type 2 structurescon-

\
I
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sist ~f n w~resabovean ~nfinite groundplane. Type 3 structures
tend.stor i?wireswithinan overall,cylindricalshield.

At present,these~tand-alonewire coupltngprogramsdo not
~~rectlyconsiderbranchedcables. Also+theydo not consider%ndiv3du-
slly shieldedwjresor twistedpatrs. (@’rentwork is beingd$rectcd
t.cwardsobtaininga s~ngleprogramwhichconsidersall thesefactOf’s
~~~ectlyand j,ncorpora~~the ~~an~mt~sion‘linemodel. The IEWAP
has modelsfor all thesesituations.However, the modelsIn the lE?!CAP
are s$mple,lumpedappro”x,imationsto the cowpllngphenomena,whereas
tbe stand-aloneroutfnescoasjstof-theam%? exactmultiwnduetortrans-
uIssloa line ~ramter’dels.

An add$t$onaleffortla directedto the’fjeld-to-wirecoupling
model in the sensethatthe WIRE programconsiders$.nteract$onsbetween
~z~ w~res jn the bundl~,whereasthe fjeld-to-wiresubroutinein the
lS%AP does not. Cuvpenteffortsare be~~ di~cted tiwardVtr’jfy-
!.?p,Wth experia!ent.aldata.the predlctlonaof the WIRE prqzramsand
updatdngthe programsto ~~wctly handlebranchedbundles, lndividu-
allv shieldedw~res,and twistadpafrs.

The stand-alonewirecouplingprograms,whichweredeveloped
by the Unlvera~tyor Kentucky,ape descr$bed&n a seven-volumenerfes
entltlecl,‘Appllcat~onsof 14hltfconductorTransm~ssionLtne7heory-
?C tke Predictl.onof CableCnupl~ng,WRAD&T%76-101.

o ‘VolumeI - !+ult~.conductorTransmissionLineTheory,”April
1976,AD.A025-028.

o “VolumeXI - fkmputatjonof the Capac~t.anteMatrices’for
Rjbbon Cables.” April 1976, AD-A025-029.

o “Volume111 - Predjctlonof Crosstalk~n Ran60mCableBurtdle=,-
February1977,AD-A038-3?6. .

0 ‘VclumeIV - Predictionof Crosstalkin Ribbon Cables,”Febru- .
ary 1976,AD-A053-5Q8.

o “VolumeW - P“edfcflonof CrosstalkInvolv$ngTwfstedWjre
Pairs,wF’ebruarv1978,AD-A053-559.

o “VolumeVJ’: A D5git& ComputerProgramfor DeterminingTermi-
nal Cu-rertsInducedIn a Mult!conductorTrammisskm Line
by an IncidentElecL~omagneticF3el@,”February1978,.AD-
A053-560.

o ‘VolumeVII - D{Ritijl&xnDuter,Pro~ramsfor the Analys~s
of PlhlticonductorWansmfssion Lines,n ally 19?7,AD-Aoa6-
662.

50, WCAP. IEMCAPflete?m!n+sant!analvzessystem9uSCePtfb31tfes
~~:ng eqQ{p~en~emj~ter-~eceptorportsa~ cha~cterizedby the user.
Fcr ?:neranalystsat the c:rcu$tlevel,it fg necessary to utilize
z :c?.;utp?-afdedcircuftanzl.ysisprogwau!.Sucha code Is available .
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in IAP and is referred to as the Nonlinear Qlrcuit ~alysis ~rogram
\
,

(NCAP). Both linear and nonll.nearcomponentand source models are
availablein NCAP. Included are models for semiconductordiodes, bi-
polar .iunct~ontransistors,and f3.eld-effecttransistors. Diode, tr~-
ode and pentode ❑odels are available for vacuum tubes. Nonlinear mod-
els for resistors,capacitors,and inductorsare also available. NCAP
uses a circuit-orientedprocedure,,basedupon frequencydomain analy-
sfs, for predictingmany nonlinear effects jn electroniccjrcults.

NCAP can be used to analyze the nonlinear effectssuch as gain
expansion/compression,desensitization,cross-modulation,intermod- .

ulstion,and demodulation. For low frequencies,these nonlinear effects
are relativelyeasy to analyze; at higher frequencies,the task beoomes
more diffioultdue to the presence of parasj.ticcomponent. Thus at
higher frequencies,NCAP is.limitedto the 1OO-5OOMNz frequencyrange.

..

NCAP may also be used to study the effects of modulationsinduced
into a circuit via the rectificationmec@nism for out-of-bandRF or
microwave signals. A computer=aidedanalysis procedure,based upon
a modified Ebers-Moll transistor model, may be applfed to predict tho
induced modulationsignal levels.

.
Once the modifiedEbers-Molltran-

sistor model is character~.zed,NCAP tiy be used to determinethe effect
of the induced modulation., Informationon the use of the modified
Ebers-Uollmodel fn other computer-aidedcircuit analysisprograms

..

may be found in the McDonnell D6uglas report MDC E1929; entitled ‘Inte- ..

grated Circuit ElectromagneticSusceptibilityHandbook,Integrated
Circu~tElectromagneticSusceptibilityInvestigation- Phase lll.n

, ‘.
>; ,“

Further details on component susceptibilityto electromagneticfields ‘
may be found in Appendix E. The documentationthat describesuser’s
f.nformatlonhas been released and is:

I
o ‘NonljnearCjrcult Analysis Program (NCAP)Documentation,m

RADC-TR-79-245,Volume I - EngineeringManual,Volume II
- User’s Manual, Volume III - Programmer’sManual, September
1979, AD-A076-384,AD-A076-596and AD-A076-317..

60. ~CS. IEtfCAPcalculates radiation couplingpaths using trans-
mission line or dipole models that are simplistic,butwhich neverthe-
less are an upper bound for the level of coupling. For,moreaccurate
analysis than is possible with IEMCAP, GEMACS must be used to determine
radiationcoupling paths. GEMACS uses the method-of-moments(MOM)
techniquewith the expansion thn”ction(sj.ne+ cosine + conbtant) and
the collocationscheme. .A user may obtain th.e<electricalcurrent~,
far-fieldand near-field radiatj.onpatterns,antenna input Impedance,
and antenna coupling parameters for wire antennason structuresreptie-
sented by wire grid models. Thus calculationmay be made to det~!%iine:
the coupll,ngbetween a pair of antennas or betweenan antennaand a
conductor;the coupling of an external fieldto a conductor;the .modifj-
cation of an antenna far-field beam pattern by the presenceof nearby
obstaclescausing radiation in undesired directions.and;the level
of potent”falfield hazards.

I
Basically, the MOP formulationtakes the inte~al electromagnet-

ic field equation and transformsit into a matrix eijustion.The founda~

-.

.
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tionof thistransformationis the subdlvisjonof the struc~urebeing
analvzeclintoa numberof guhsect~orm, eachof which ts smallcompared
to the wavelength.The elementsw~thinthe matrixrepresentthe inter-
actionsbetweenthewbsectioma intowh5cbthe geometryIS divided.

In the past,thQ HOP!matrixhas.beenl$mitedto smallsystems
that can be representedby 300 subsectionsor less. Electrically,
thisroughlycorre~pondsto a sizeof 30 uavelengthaof wiresor a,
surfacewith an areaof one squarewavelength.TMs has not beendue -
to a Iim$tationof the theoryor the technique,but is a llrnftatfon
of computerresourcesneededto performa MO14analyals. ‘TM computer

3core stowmgeRoesup as U2, and the solutiontlae $ncreasesas H t
. . whereN is the numberof subsections.CB!ACShas circumventedthe ‘

comput~rresourceLlmjtatfonshy jntroduclnRthe bandedmatrjxtech-
njqueanctout.-of-coremanqpulatloncapability..GEMACScan handleaEJ-

. t.ricm much &r’eaterthan 300. However,matrixsizesgreater than IOOC!
become veryexpensjve,and u?e of gueh largematr$ceashouldbe wel@ed
carefull.v.~r.termsof the cost-benefft.

The MOM wire-Rr4dtil can be usedonly to solveexternaltype
problems. For example,couDl$nmthro~h apertures$n the skin of a
structureand cnupl?n$Fetweenantennaslocated on opposite sides of
a structurecannothe treatedwfth confidenceusinga wire-gridmqlel~
The Weamn fw this j,sthat the tdre grid wleaksmthro~the mesh
in tbe modelcausingunde~+re~Coupljnfl.If a “surf’ace-patch”model ‘

d

$s ut+ljzed,thegel~m$tat~onswI1lnot be present. Effortsare cur-
rentlyunderwayto !mplementsucha capebtljtywlthlnGEHACS..

CEMACShas-beenvervwell documentedand the GE14ACS.reports
are:

o “VolumeI - GENERALELECTROMAGNETICMODELFOR THE ANALYSIS
OF COMPLEXSYSTEMS- User’sKanual,”April 1977,AD-A040-
026.

0 ‘VolumeII - GENERALELECTI?OMAGNEIXCHODELFOR TNE ANALYSIS
OF COMPLEXSYSTEMS- Engineering Manual,”April 1977, AD-
A040-027. . . .

0 WAN INTRODtTCTIONTO THE GENBRM ummowtaznc HODELm~
TNE ANALYSISOF CO?4PLEYSYST~ [ORMACS),”RADC-TR-78-181,
September1978,AD-A060-319.

. .
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APPBI’DIXB

I

6STABUSIIHC~xBILIIT LEVBXJ3

,., 1o.-~DOC31&. The ob,tectlveof this app&dlx is-toprovide-dat%.
and Informationon the su.sceptib511tylevelsof a varietyof solid-
statec~rcuitsand devicescoumonlyemp~oyedin modernair ~~m~

. ordnancesystems. It must be emphasizedthat a totallycomprehemsfve
set of electromagnetic~usceptibility(~) data is not availableat
tbe presenttime;Indeed,tt appearsto be an impossibletsskilsthe
developmentof new devicesand integratedoircuitsoutdistancesany
attemptat a quantitativeanalystsof their susceptibfl$tylevels.
However,a wide var~etyof the availablesusceptibilityinformation
and data 13.c?ocumentedin thfsappendtx. l%esedata are representative
of componentsused ~n systemhardwaredes5&znapplications..

The doma~nof the EMS datapresentedherei-nis confinedto the
frequencyrange from220 !negnhertzto 9.1 gigahertz. me uPPer%uencY
Ifsdtis consideredsufficient,owingto two ma.lorfactors: (1)the
frequencyresponseof semiconductordevicesand integratedOtrcutts
(lC’s)roll off quitemapidlydue to paraatt%cand djstr%butedcapael-
t.antes,and f2) the coup~$ngof RF energyonto systemwfriw falb -
off as the squareof the wavelength.Below220 MHz, the component

\ .

)

Fesponses?leveloff as frequencydecreases,a~ do the pickupresponses
whjcha?e l!mitedby ralwnatcheffects. It is thereforebelievedthat
the worst-casesusceptihfl~tvlevelsare adequatelycoveredby this
f~equencydomain.

The material whichfollowsis dlvjdedInto fourmajorsectfons.
Section20 is a qualitativeoverviewof some generalsusceptibility
characteristics.This shouldassist the sy~temdesignerIn understandldg
the causeand natureof devicesusceptibilityand d%recthim in the
selectionof de9$&nguidelinesfor limitingpotentialsystemsuscepti-
bilityproblems. Section30 documentsthe availablesusoeptibtlity
data on a varietyof sem~conductorcdrcuitsand devices. Sectjon40
discussesthree possibleapproaches.to extendingthe data base provided
M Section30. Section50 M9t9 referencematerial.

20. (mm’mu SMBPTIBILIIT CRA&_ISTICS. Electromagneticsuscep-
t%b~~ityis ~eflnedas the char’acte~$sticof ehetronla equipment that .
permitsundesirableresponseswhen the equipment~s subjectedto elec-
tromagneticenergy. Thereare threeseparateclassificationsper’’tatnlng
to the effectsof coupleU-energyon electronicdevSceperformance[E-I].
Theseclasstficat~onsserveto cate~orizethe diaruptlve effectsinto
varv$n~degreesof sever~tvand theseare: (T) Interference,(2)degra-
dation,and (3) catastrophicfdlure. InterferenceIs the Xeast
severeel’feetand ja definedas a reductionIn the operationalcapa-
bilityof one or moresemiconductordevjceparametersh the presence
of coupledRF energy,with a returnto normaloperation”when the energy

E-1
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is removed. A device which has undergone degradation will still function
after removal of the RF energy, but with an alteration in one or more
parameters and/or a decrease in device lifetime. Catastrophicfailure
is the most severe effect and is defined as permnent physical or elec-
trical damage which renders a device nonfunctionalwith respect to
its intended use.

The effect of coupled energy on a circuit or subsystem level
can only be determined by the sY*~ des~er” .me analY~ls begtis
with a determination of the effects on specific devices. BY PinWintin8
the susceptibledevices, the designer may then analyze the Impact of
interference,degradation, or cat=trophic failure on-ci~ult and sub-
system performance. ‘fhIswill, of course, depend on nuwrous factors
including the characteristicsof the coupled energy, device parameters
end operating conditions, and the ~fiicu~r ~ction of =Ch ci~~t
or subsystem.

20.1 RF POUERABSORPTIO19. One of the most influential factors con-
cerning disruptive effects on semiconductordevices is the amctmt of
RF power absorbed. Holding all other parameters fixed, an increase
,.inabsorbed power causes an increase in the likelihood of a device
malfunctioning. It has been denmstratti that.the ratio of Incident
power to absorbed power maY vary ~ approx~tely 2 dB to ~re thsn
20 dB [E-2]. It is thus the absorbd power that proves to be the more
rellable susceptibilityparameter. The amount of power absorbed for
a given incident power is influenced by the frequency of the.RF signal,
the operating conditions of the device, the entry port characteristics,
as well as the impedance of the injection port..

‘fhe.basicmechanism in the disruptive effects of RF energy Is
rectificationof the coupled energy at p-n junctions. Rectification
is effected through different physical phenomena depending on the devjce
type and fabricatiatethnology. Studies done on bipolar transistors,
for example, have indicated that rectificationis caused by both the
nonlinear characteristicsof device p-n junctionsand RF-induced current
crowding re@ltl.ng from the redistributionof $xnction current [E-3]
However.,for the purposes of this appendix, attention will be focused
on the general nature of the mechanism and its relationship to device
susceptibilitylevels.

w

The initial effect of RF power absorptionon semiconductordevice
performance,is interference. This typically occurs at absorbed power
levels of 10 mW or less. As the amount of absorbed power increases,
device degradation and eventually catastrophic failure will occur.
Device failure occurs when the RF power level is sufficient to generate
enough heat to cause permanent physical damage to the device.

This appendix uses a worst-case approach to susceptibilityanal.Y-
sis and therefore will only include the’interferencelevels for the
devices and circuits. It has been demonstratedthat the upper lnterf&r-
ence level and the lower failure threshold nearly coincide for digital.
devices [E-4]. On the other hand, the interferencelevel”in Mnea’r
devices can only be defined in relation to the operating conditions
and circuit.function (causing a very large spread in the possible levels
for a single device). A logical approach to this problem Is to perform

,-..

.

-.

,.

-,.

. -.

E-2



MIL-HDBK-335(USAF)
1S JANUARY1981

a worst-caseanalysisus!ngsomepredeterminedmaximumtolerance,as
the Interferencelevel. the susceptibilitylevel~s obtainedby refer-
ence to a graphtiichIncludesa curveTor severaldifferent,fixed
par~,~etr~cva~ueg (allof wh~ch~y repr~sen-t~s~lble I,nt.twference
levels). Once the maximumtolerable,chl!kngeha particularparameter
is deterndned,the susceptibility5s then read of? of the absorbedpower
axfs.

20.2 FREOUEHCT’Al#DUOMllMXON. The suscept.%billtylevelsof nearly
all-devicesand IC~sare Influencedby the fMqtiencyand modtmlat$on
characteristicsof the RF signal,.Most componentsbecomelesssuscep-
tibleas the frequencyof the sfgnalAmcreattem; Thiq is due, at least
in par%,to the fact that most systemctmpmmmts are relativelyslow
reacting. This trendcan be expressedthecmetlcallyIn the formof -
a rectificationefficiency,which*S shown to be frequencydependent.
FigureE-1 showsa
characteriattcsof
of the junctionis
givenby:.

where10 ar!dClare

modelwhichmay be wed to describethe nonlinear
a p-m $unction[S-S1. The nonlinearresistance
describedIn termsof the voltage-cunentrelationship .

~j m Io(eQW1) (E-1}

t.reateclas pa~ametersto be determinedas necessary

..
v

I c I

MOTE:

CO= JIJMCT%OMCAPACITANCEAIVj*O
ii=.iOfeQvi-l}

? = WORXFURCltONOFIUNCTKM

c=~(
+“-j oSDEPEBDEMTIJPOH00PIMGWMOIEXTSAMDIJSUAL4YLKSINTHE

RAflGEOFOdYOOA

Iwg’ureE-1. #kxlelfor p-n Junction. lE-51
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to give the best representat~cmof the junction. The.variable capaci-
tance representsthe junction capacitancewhich varies with Vj“ Nomi-

nally, R~ representsthe bulk resistanceand Rp the VW1OUS leakage

paths. The rectificatj,oneff~ciency (n) is derived using a Taylor
Series expansionabout the dc bjas voltage, thereby arriving at a series
expressionfor the average current through the junction. The assumption
of a small RF signal amplitude leads to an expressioninvolvingthe
rec<ficationefficl.ency,.viz~

where:

I=
R

Pa =

n=

n =

R=

Ig = nPa (E-2)

\

. .
-.

;!’

rectificationcurrent produced by the RF signal

RF power absorbed

rectificationefficiency

Q,l

2(1 +R~/R)2 ~ + u2C2R~R2

R+.R
s

dV/di for the junctioncharacteristics.

(E-3)

Fjgure E-2 1s a graph of Equation (E-3) showing the predicted
frequencydependenceof the rectificationefficiency. Clearly, the
decrease in q for frequenciesgreater than “cutoff” (fo)-impliesa

decrease in rectificationcurrent for a fixed absorbed power level.
Two examplesof measured rectificationcurrent in IC’s(measured while
the devices were unpowered)are shown inFlgure E-3 [E-4]. The 7400
NAND gate (bfpolar)example.usesthe rectificationcuvrent in the collector
Isolation junctjonof the output transistor. The 4011 CMOS NAND gate
example monitors the rectificationcurrent ?.nthe drain-substratejunction
of the output trans~.stor.Both demonstraterectificationefficiencies
varyfng inversely”with ,f~equency,as predScted. This trend will also
be quite apparentwhen viewing the compositeworst-casesusceptibility
curves of Section30. In general, jt can be ~~en that the susceptibility
levels Increasewith fr6quency (indicatinga decrease insusceptibility).

.

.“...,,.

t’

.
,.4

Nhile some variation in susceptib~litycan be measuredover
broad frequencyranges, the primary res~nse to an RF signal is not
to the carrfer frequency,but rather to the envelopeof the modulation.
Tests have been conductedwhere a video pulse shaped like the modulation
envelope was substitutedfor the ❑odulated microwave s~gnal. The failure
results were the same when either the video or the modulatedmicrowave
signals were applied [E-6]..,
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Figure=2. Pred$cted?Om of the ~ Rao.tificatim
l!ffielencyPlottedvm ?twqmamy. 1E-51

. .

The rectifiedRF signalwill appear ag a dc or videosignal
depe~~lngon the modulationcharacteristicsof the RF energy. For
a cmtlnuous wave (cW RF signal,the rectifiedcurrent(volt.we)will.
producea dc shiftin the quiescentoperatingpointof the device.
A pulsed RF signalcausesa superpositionof a videosjgnal,which
$s a replicaof’the RF envelope,onto the originaloperatingpoint.
‘The=sulting de or videosignalmay now propagatethroug?!the circuit .
as t~-oughIt were a legitf~te ai~al “andmy thusaffectcircuitand
syatezperformance..

20.3 ~ CtlllSIDBRATMllCS~~ ~LITY. me previous
two sectionsaddressedsource-relstedfkctors(RF power,frquency,
and -ulation) whichaffectthe susceptibilityof solid+’atedevices.
?Ms sectionIs directed towardsystem-relatedfactorsuh$chmay influ-
ence deviceaunceptlbility.

20+3..1~~G~~fi ~. -R. Semiconductorcomponentsfunctionas
digital,ltnear,or hybridunit~. In digitalunits,the outputis
inten~edto vary discretelybetweentwo states,.lnterprete~as being

-.

efthe??dgh or iow. In linearunits,the outputvariescontinuously
and Me information la der$ved from the exactoutput level. A hybrid
circ’~tut%lizesa canblnationof both digitaland l$nearun~ts.

Di@tal devicegusceptibil$tyIs relativelyeasv to def$ne.
One c?ear-cutway Is to considerthe absorbedpowerrequiredto change
the o’~tputstateof a devicefor a particularset of conditions.Hola-
ever. tkig createssomedegreeof obscur!tyin that a ranFeOf vOlta8e~

E-5
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)/ existwhichmay be interp~etedby the circuitaa high or low. One
solutionto thisapparentdifficultyis to”defineseparatesignallevels
wblch, for the purpose of an example,shallbe designatedas voltages
A, B, and C. LevelA pertainsto the manufacturer’sspecification
of the ~aranteed Voltageli+uitforproperinterpP@tatiOnof the logic
state. LevelsB and C correspond to increasing degreesof uncertainty
(to @ definedin Section30) and increasingnoiselevel. Operation
below LevelA guarantees correctinterp@etitionof statewhile operatfon
aboveLevelA &y be somewhatrisky. Therefore.levelA may be used
for an initialworst-caseanalyslsof a system.

Lineardevicesusceptlbflity,in contrastto that of digital
devices,can only be def%nedin temssof elreultor subsystemfimct$on
and operatingcharacter$st$cs.Each llnearunithas a specificfunctlm
to performand the accuracyor stabil%tywith whicha signalmust be
maintaineddependson the particularsystemrequirements. For example,
PigureE-4 Illustratesthe effect on outputvoltageof in.@cting220
MHz energy jnto the non-invertinginputof a 7hl operationalamplifier
[E-?].
ence Is

Ciearly,the levelof absorbedpowerrequiredto cause interfer-
dependentupon the circuftfunctfoa. The circuitdesigner

. .

FigureE-4. 7Q1 @erational A8pllflerSusceptibilityData-- .
RF In.bctedIntoNon-InvertingInput. [E-7]

.

.

E-7
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must determinewhat constitutes interferencefor the circuit in question
based upon a knowledge of the susceptibilityof representativelinear
devices, their interrelationshipwithin the circuit or subsystem,and
the system requirements.

Linear circuits are generallyused to perform more sensitive
finctionsthan digital circuits. It might therefore be expected that
digital circuits would be less susce~tiblethan linear circuits to
coupled RF energy. Studies conductedto compare the relattve suscepti-
bility levels of representativedigitaland linear devices have demon-
strated this to be true [E-8]. Twenty different digital and llnear
devices were tested using reasonablecriteria for the minimum and
maXirmJmsusceptibilitythreshold levels. The particular devices used
are listed in Tables E-1 and E-2, and a summary of the results is shown
in Figure E-5. The designer is usually concerned with the worst-case
conditionsand therefore is more interestedin the minimum threshold
levels, The minimum Interferencelevels of the.lineardevices are
below those for the di@tal devices at all four test frequencies,by
the followingamounts: 30.8 dB at 220 MHz, 12.3 dB at 0.91 GHz, 19.7
dB at 3.0 GHz, and 31.0 dB at 5.6 GHz. For,lineardevices, the most
susbeptlbleport was generally found to be an input (usuallythe inverting)y
while for the digital devices it was most often the output port operating
in the low state.

20.3.2 FABRICATIONTECHNOLCM3Y.There are three major technologies
available for device selection by system designers: bipolar, MOS,
and hybrid. Investigationshave been conducted concerning the possible
differencesin EMS between similar devices from each technology [E-9]
The devices selectedwere a 7400 bipolar NAND gate, a 4011 CMOS NAND
gate, and a 2002 DTL high power driver. Interferenceand failure data
were recordedat test frequenciesof 220 MHz, 910 MHz, 3.0 GHz, and
5.6 GHz.

Interferencelevels were selectedfrom the individualdevice
specificationsheets. Figure E-6 shows the results of the interference
measurements. Although the CMOS devices appeared to be slightly less
susceptibleto RF interferencethan the bipolar and hybrid devices,
the varjationwas limited to a 10-dB band and may be considered insig-
nificant. A comparisonof the peak pulse power level required to cause
failure for thethree types also resultedin a 10-dB maximum spread
and at a level approximately 30 dB above the minimum interferencethreshold
level band.

It appears that the particularfabricationtechnology,fn itself,
does not significantlyinfluence the RF susceptibilityof semiconductor
dev~ces.

20.3.3 PACKAGE EFFECTS. Consideringthat semiconductordevice pack-
ages are not designed for RF transmission,it would be reasonableto
assume that reflectiveand absorptivelosses would vary with package
style”. Reflective losses arise from the microwave mismatch provided
by the packaged IC to the.nonidealtransmissionline representedby
the system cabling.
in the package‘asit

Absorptive lossesresult when energy is dissipated
js delivered to the chip. If these losses did

.

.
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F@ure E-5. Haximum and Minimum SusceptibilityThreshold
Levels for Linear and Digital Devices. [E-8]
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)
?ndeeclvary betweenpackagestyle~,the designerwouldhave a means
or reducingcircuitsusceptibilityby selectingthe leastsusceptible
packagetype.

Studiesto determinewhetheror not potentiallyslgnlflcant
titfferezcesin reflectiveand ab~orptivelossesexisthave been performed
u~+nathreerepresentativeIC packagetypes[E-2]. F~gureE-7 contains
cwt:?ze<illust.rat~onsof the packagesused In thisstudy. Absorptive
lossmeasurementswere performedon apec$allyfabricatedTO-5and DIP
packages,an~ reflectiveleasmeasurementswere performedon 7400 NAND
gatesID DIP and flat packagesand 741 operationalampMfiers tn TC)-
5 and flatpackages. Measurementsdid not indicatethat reflective
or abzorptjvelosseswere Significantlyinfluencedby pac~e atxle.
These ~esultssuggestthat the choiceof packagestyle1s hslgn$~lcant “
!rtterm of affectingsystemsusceptibility.

20.3.~ GAIN-BA?iDWTD’fflPRODUCT. An importanttransls~orparameter
indicaz?veof high-frequencyresponseIs the gain-bandw%dthproduct
(FT}. It equates.tothe frequencyat which the currentgain falls

to unitvma$tnltude.Deviceswithhigh valuesof FT wouldbe expected

to be ~:re susceptibleto RF energythan thosewith low FT values”since,

~v +e~:-$~jo~,..... they are more responsiveto h~gh frequencysignals..

E-11
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Figure E-7- Illustrationsof RepresentativeIntegratedCireuit
Package Types. [E-2]
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Thereexlgtsa sign~ficantrelationshipbetweenFT and the recti-

ficat$onefficiency, This i.villustratedin FigureE-8,where the
measuredrectificationefficienciesforvarfoustran~istw typesare
plottedas a functionof theirmanufacturer’spublishedFT values [E-3].

This figurerepresentsa diversesamplingincludtngstvepaldwlce
types and manufacturing.proceqseswith eachv@ical bar representing
the ran~eofn measured-for10 transistorsof each type. Despitethe : - ““
diversityIn the deviceg,transistortypeswith high PT’8generally

have largerrectificationefficienciesthan thosewith low valuesof
FTmd are thereforemore awmeptible tollFenergy.

20.3.5 OPERATXXl CQNDI’YIOMS. The susceptibilityof a clrouitto
RF interference is influencedto someextentby the operatingconditions
of the semiconductordevices. The BiS of d$gltaldevicesmay be influenced
by the outputstatesand the supplyvoltages(I.e.Signallevels),
whilebi.aslevels, offgetwI1 gettin~g, gain, im! inputlevelsmay
influencethe susceptibilityof linearcircuits.

.1,

.01

*
PA

,.aot

J

1-1

111[
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1’

I

10

F@?e E-8. ReotificatlonFactor(n) of VariousTransistormea vs.
ManufacturerSpecifiedGain-9andwMt.hProduct. [E-3]
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Investigationsof t~nslstor susceptibilityto-conductedRF
energyhave shownthat the base and collectorbiagnetworkscan strongly
influencetransistorsusceptibility[E-10]. Throughproperbiasing,
excessivelylargecollectorcurrents,causedby RF absorptioncan be
prevented. It is usuallyadvantageousto the hardeningproblem to
operatepotentiallysusceptibledevicesat high collectorcurrent levels
and low gain, if thisprovescompatiblewith other.requirements. Large
signal levelsalso reducesusceptibilitylnthat, fora given RF induced
offset,digitalcircuitsare less apt to changestatesand analog circuits
will have a lowerpercentagechange in the desiredsignal.

20.3.6 BNTRYPOIMTS. The sensitivityof the variousdevice ports
to coupledRF energycan be a-criticalfactorin relationto system
susceptibility.For example,signalscoupledintoa-sensitiveport
such as the base terminalof a transistormaY causeinterferenceat
low absorbedpowerlevels. On tee other hand,a groundlead may be
able to toleraterelativelylargeRF power levelsbeforeinterference
occurs. FigureE-9 illustratesthe effectof injectionport on device
susceptibilityfor a 7400 NAND gate operatedin an outputhigh state
[E-II].

The actualinjectionport(s)will dependupon the interconnection
of device leadsto the systexccabling,which act as antennascoupling
the RF signalto the internalcircuitry. One techniquewhich may be
adopted is the use of commonmode rejection. The desiredsignal is
fee!into a differentialamplifierthroughan RF couplingdevicewhich
insuresthat interferingsignalsappear in equalmagnitudeand in phase
on each amplifierinput. In general,the sensitive,highlysusceptible
circuitryshouldbe isolatedfrom probablepointsof entry of RF energy.

20.4 POLSE INTERFERENCEEFFECTS. Most of the severeelectromagnetic
environmentsto be encounteredby air launchedordnancesystemswill
be due to pulsedradartransmitterswhich radiatehigh peak power in
short pulses. A replicaof the RF pulse envelopeis createdthrough
the rectificationmechanism. The effecton circuitperformanceof
the resultantvideosignalcan be predictedby consideringbasic device
limitationssuch as switchingspeed and propagationdelay time in digital
devicesand outputslew rate in llneardevices. Digitaldevicesexhibit
bit errorsunderRF stimulationwhich can be relatedto peak RF environ-
ment levels. Lineardevice~often.respondto the averagelevelof
the environment. The followingtwo sectionssummarizepotentialeffects
of pulse signalson digitaland linearcircuits,includingthe results
frCT. measurementson representativedigitaland lineardevices.

29.4.1 DIGITALCIRCUITS. RF pulse measurementsmade on a 7400 NAND
gate have demonstratedthat the peak interferenceeffectcorresponds
to the peak RF powerlevelaccordingto CW responsepredictions[E-12].
These measurementswere performedusing pulsewidthsas low as one
microsecond,at PRF’sof up to 10 kHz, and at test frequenciesof 0.22,
0.97, 3.0, and 5.6 GHz. Figure E-10 displaystypicalobservations
of i??ducedpulseson the device output. The deviceresponsedue to

.
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Figure E-10. Typjcal Pulse InterferenceEffect on 7400 NAND
Gate. [E-12]

Vout (*”)

RF
PULSE
ENVELOPIE

RF pulses was essentiallythe same as the v’deo pulse responsein all
cases tested. Also, the peak output during the time the pulse was
present was identicalto the peak output observed under CW stimula-
tion.

Interferencedue to RF pulse signals !naymanifest itself in
a bit error rate or, more subtly,as an tn.creasein the probability
of bit e~rors due to a r~se in the overall no:se level. For a repeated
interferingstimulus (e.g.,a pulsed radar environment),the overall
effect zs measured by the bit I??YQ?rate depe~ds upon the information
strear 5e::g processedby the circu:t. ?,heclcck rate of the information,
the pulse w:dth and pulse intervalof the :rterferingsignaland, to
some extent, the relativephasingof the twc pulse streams.

Figure E-II illustratesa few c? these concepts. A data stream
consist~ng”ofalternating”highsand lows was suppliedto a 7400 NAND
gate I!Z-72]. An RF pulse infiect.ed:....m+o the ::?ut inhibitedthe outPut

from gc~ng high, which causes a t,~tervor +-:+?;lother hit,forthe dura-
tion c? the pulse. For the case of an ?F c:lse in.if?ctec!into the output,
the outp:u:remainedhigh, cmce again F:’::cgr:s.eto a bit error on
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I every other bit. The maximum number of bit errors per RF pulse is
given by;

Bit errors (max) = (data rate) x (pulse width) (E-4)

1 Therefore,the maximum bit error rate Is given by:

I Bjt error rate (msx) = (data mte)’x (pulsewidth) x (PRF) (E-5)

I Equation (E-5) can be normalizedby dividing through by the data rate
term to give:

I Functionalbit error rate (max) = (pulsewidth) x (PRF) = duty cYcle (E-6’)

The duty cycle of a radar gives the ratio of average output power to
peak output power. Consider a simplisticexample which ignoressimul-
taneous interferenceon differentdevices and the possibilityof multiple
em~tters. Using a duty cycle of .001 for a pulsed radar emitterpowerful

. enough to cause interference,a system designer could expect a bit
error rate equal to 0.1% of his clock rate.

20.4.2 LIEEARCXMUXTS. RF pulse tests performed on a 741 operational
ampllflerhave demonstratedthat the hterference effect in a linear
circuit is a simple superpositionof the interferencesignal and the
normal device signal [E-12]. The test configurationis illustrated
in Figure E-12. The interferencemodel which explains the observed .
interferenceeffects is shown jn Figure E-13 and consists simply of
an offset voltage generator (Vo~) in the inverting input arm. The

dependenceof Vo~ upon the RF drive level is plotted in the lower half

of the figure. ‘For the particular feedbacknetwork used, the influence
of vOS on the output voltage (Vout) can be shown to be given by:

-R.
v ‘in + ‘o ~=—v +——
out

‘in
in

‘in ‘s
(E-7)

The value of V03 can be positive or negative dependingon the port

of Injectionand the type of input transistors [E-13]. If NPN transis-
tors are used, Vo~ Is negative for tnjectionInto the invertingInput

and positivefor injection into the non-invertingInput. The polarities
are reversedfor PNP input transistors. The other ports (suchas output,
+V -Vcc , offset null, etc.) show a similar dichotomyand are referred
cc‘

to as invertinginput-likeand non-invertinginput-likeaccordingto
the sign of Vog. Fjgure E-14 demonstratesthe excellentagreement

of this model with the observedphenomena.

.

1.
The output saturationlimits,which are determinedby the positive

and negative supPly voltages, set absolute limits beyond which the
output voltage cannot go. Thus, the maximum RF Interferenceeffect
depends upon the sign of V09 and the value of Vout (withno RF present).

The output slew rate also sets a fundamentallimit on the pulse response

‘.
I

.

1.
E-18
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Figure E-13. InterferenceModel for 741 OperationalAmplifier. [E-12]
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capabilityof the arnpl!fier.For an input pulse (squarewave) with
a given pulge width, pRF, and amplitude,the output pulse will be either
trapezoidalor trian~lar with rise and fall times determined by the
slew rate. A triangularoutput would imply, neglecting the limiting
case, that the peak value was not reached and the interferencewould
thereforebe,greater for longer pulse widths. As with the 7400 digital
device, no PRF difficultiesarise Up to a maximum of 10 kHz [E-12].

Interferencein linear circuitsdue to RF pulses depends on
many parameter such as the level of both the intended and interfering
signals,the pulse width and PRF of the interferingSi~al, response
times, and slew rates. In many circuits,the interferencemay be treated
as noise and its effect on the signal-to-noise(S/N) ratio can be deter-
mined. For relatively simple interferencepulse trains, Fourier analysis
will quickly identj.fythe spectralcomponentsof the Interference.
The zero frequency (de) term ii related to the average Interference
level and is easily calculted from:

Average interferencelevel = (peak value) x (duty cycle) (E-8)

As an example, an interferencepulse train with a peak amplitude
of one volt and a duty cycle of .001will have an average Interference
level of one mjllivolt. Such an interferencelevel could be quite
serious ~n a low level pre-amplifier,for instance,but would have
little effect in a power stage. Also, many linear circuits interface
with transducers,electromechanicaldevices, etc., which have slow
response times compared to typical radar pulse widths. This class of
circuits would respond to the average value only.

On the other hand, tuned circuitscan be expected to “ring”
when driven by short pulses, and hence, could respond to the peak ampli-
tude and PRF of the,interferingsignal. Comparatorcircuitswould
also be expected to respond to the peak levels of the interferingpulse;
however, their finite slew rates may limit the response.

30. SUSCEPTIBILITYDATA. The objectiveof this section is to docu-
ment representativedata on the susceptibilitylevels of many commonly
used devicesand IC’S. As was already mentioned,a totally comprehen-
sive set of EMS data is not available,and yet some means is necessary
for evaluatinga component on which no data Is accessible. Meaningful-
ness, practicality,and manageabilityconsiderationstend to dictate
the use of compositeworst-case curves.

Informationobtained from worst-casecurves prove to be ❑ore
meaningfulthan data on individualdevices. Susceptibilitylevel con-
sistency is not designed into the manufacturingof present-daydevices
and IC’S. As a result, a samplingof a single device or IC type often
demonstrates‘awidespreadvariation in susceptibilitythresholds.
As an example,consider Figure E-15, which was derived from a group
of ten ‘identical”NAND gates operatingin the output high state (input
low) [E-II]. The effect of injectinga 220 MHz signal of sufficient
strength into the input port was to change
to low. Two of the gates changed state at
while most of the others required over 100

E-22

the output state from high
approximately10 milliwatts
milliwattsof absorbed power
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FigureE-15. OutputVoltagevs. RF PowerInjected
intoInput.of NAND Gate. [E-II]

tc ~nducea similartransition. Th$9 representsapproximatelya 10
da variationin susceptibilityIwels. A worst-casevalueof 10 mW
must be used unlessthe capabilityex$st9formeasuringeachdevfce
irw!ividually(unlikelyi~ a systemwith a few thousandcomponents).

.The use of compositecurvesaids In elimlnatin$the need for
an unmanageablylargevolumeof data. FtgureE-15pertains-toonly
one p%rtlculartypeof NAND gate. In all likelihood,a desl$nerwould
choosea NAND gate differentfrom this particularone. Obta$ntngdata
of mfficient scopeusingthis approachwouldrequirea virtuallylialt-
Iessnumberof graphs(considerthe numberof graphssimilarto Figure
E-15 requiredto coverbut.asmallportionof the.device.andIC types
avatlableto a systemdesigner}. A set of compositeworst-casecurves
tend to be more practical. Thesecurvescan be updatedquiteeasily
as more data becomes available. FigureE-15wouldrepresentbut one
pointon a compositeuorst-casecurveand thispointwouM appearonly
if the threshold(10ml?!were lower thanthatof all otherNANDgate
typesmeasuredat 220 MEz. If a pa~ticulartvpeof componentIs not
includedin the ~raph,tke des~gce~can be moreconfidentin using
a value that ~s assumedto be.representative(in the wo~st-case)of -
the componentundercons$de?z%~c~.This worst-easeapproachaffords
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s~me degree of safety but it does not necessarilycreate unrealistic
hardening requirements. If the electromagneticenvironment(EME) defines )
a wide f~equencvband exposure. then there is a good possibilitythat
at some point the worgt-caseassumptionswill come close to being satis-
fie~.

This section :ncludes data from thousandsof tests performer!
on semi.conductordevices and integratedcircuits. Continuouswave sig-
nals at frequenciesof 22o MHZ, 910 ‘MHz,3.0 GHz, -5.6GHz~ and
9.1 GHz were used fn the testing of integratedcircutts. EMS inform-
ationis documentedon linear circuits includingoperationalamplifiers,
voltage ~egulatorsand comparators,digital circuitsof the TTL and CMOS
families.and interfacecjrcults of the line driver and receiver type.
Also j.ncludedare interferencedata for bipolar transistorsand fatlure
data for microwavepoint-contactdiodes.

30.1 OPERATIONALAMPLIFIERS. Operationalamplifiersare often used
as functionalblocks in more complex integratedcircujts,as they are
probably the most common type of linear integratedcircuit. The results
of numerous susceptlbil~tymeasurementsperformedon several representa-
tive types are presented in
of’ op amps that were tested

his section. Table E-3 lists the types
E-13].

TABLE E-3

OP AnPs TESTED. [E-131

741
108A
201A
207
OClllzc
531

Op amps were found to be most susceptibleto RF energy conducted
into either of the ~nput terminals. The interferenceeffect, in this
case, is the generationof an offset voltage at the particular~nput
terminal’that the RF entered. F,igureE-16 illustratesthe offset voltage
generator, representedby VII, which OCCUFS due to rectificationof

the RF signal for the case of an op amp with NPN input transistors.
The polar~tiesof the offset generator.VII, would be-reversedfor

PNP type input transistors.

The susceptibilitytriter+.onused for these measurementswas
the magnitude of VII. Figure E-17 shows the minimum power levels required

to cause offsets of magnitude0.05, 0.10, 0.15,.and0.20 volt. Other
effec?s such as power supply current increaseswere observed,but these
were either linked to the input offset through circuit interactions
or they occurred at higher power levels.

E-24
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, . ..m.

b) RF ENTERS NON4NVERTING INPUT

?’fgwreE-16. LOcat$onof OffsetVoltq$eGenentm due to Met$-
fication of w SXI at OP MP IXIP@SO IE-131

FI@“e E-18 showsan op amp operatingin the Invertingmode
w?tk RF entering the inverting input. This figure is used to illustrate
the techniquefor derivingthe relationshipbetweenvxx ~d ‘oUT” ‘

R sf!apleanalysisusingthe virtualgroundconceptallowsone to write
threeequatjongwhi,ch are sufficientfor solution:

-VIK+ ‘IN ‘m -VII - 0

’11 ‘iFRF+vOUT”O

iF = ‘il~- ‘(VIN+ ‘#R~N

(E-9)

(E-IO) “

(E-II) -

SolvingEquation(E-1O)for VOUT in“termsof VIN, ‘VII, RF, and”RIN

yfel~s:

( )‘m+“II %

()

% .+1 (E-12)
‘OUT = -

—-
‘1s ‘F - ‘II = - ‘IN RIN ’11 ~

E-25
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.

Worst-Case%sceptiblllty Values for Op -s. [E-13]

.

E-26



I

MIL-HDI!K-335(USAF)
15 JhNUARY1981

m.gureI&18. InvertingA@ Afler Cimult ultb Offset(kmrator
SbOunat * * &varting-IDputTermkal. [E-13~

.

The interferenceeffectseenat the output1s a voltageoffsetuhlcb
dependson vll and the ratioof Rp to RIM. Clearly,an op amp operated

with highgain (RF/RIN)and low Inputsignallevelwill be Mghly sus-

ceptibleto RF injectedinto the inputterminal. Otherop amp circuits
can be analyzedfor interferenceeffectsin a similarumne~.

The ❑inimum9usceptibllltylevelsfor offset voltagesother
thanthose~hown in FigureE-17can be estimatedfromtheavailable
data. For offset magnitudesof less than0.05volt,the offsetvoltage
is approxi.=telyproportionalto the minimumRF powerlevel,.P(f,vll).

P(f,vll)indicatesthat the minimunpower levelis a tiction of frequency

and off9etvoltage. For offsetsgreater than0.20volt,the offset .
voltage$s approximatelyproportionalto the squarerootof the RF -
powerlevel. Thus,a reasonableprocedurefor estimatingthe ainimum
RF powerrequiredto causedffsetsnot shownin FigureE-17$8:

(vll/o.osv) , P(f,o.osv)
I ‘0= ‘Xx<o”osv

P(f,vll)~‘1use FigureE-17 .,
‘or ‘“0~%S0”2W

(E-13)-

(vII/0.20V)2. P(f,O.20V) forvll > 0.20V*

whereP(f,O.05V)and P(f,O.20V)are determinedfrom ~igureE-17at
the desiredfrequency.

E-27
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30.2 VOLTAGE REGULATORS. Voltage regulatorsare common linear IC’9,
of which many varietiesare ava?.lable.These devicesmay be divided
into two groups consistingof 3-pin regulatorsand multi-pin regulators.
The 3-pin devices sl.mp~yhave input, output, and ground terminals.
They require no externalcomponents,which is the major reason for
their widespread use. Multi-pin regulatorsdo require external components,
u9ually resistivedividers and compensationcapacitors,but they are
more versatile than their 3-pin counterparts. In general, multi-pin
regulators have either 4, 8, or 10 terminalg. :

Measurementshave been made to determine the RF susceptibility
of both s-pin and multi-pin regulators [E-13]. The tests were performed
on 3-pin regulators,each having a nominal output voltage of 5 volts,
and on 8-pin regulatorsdesigned to yield a nominal output of 12 volts.
Table E-4 lists the types tested.

TABLE B-4

VOLTACE IMXJLATURSTESTM). [E-13]

3-PIN (5 VOLT)

309
320
78MO5

8-PIN

300
305

,

The 3-pin regulatorswere tested using a 7-volt input and six
different load conditions: output currents of lmA, 20mA, 50mA, 100MA,
150mA, and 200mA. The 8-pin regulatorswere tegted in the configuration
shown in Figure E-19. The susceptibilitycriterion for all devices
was a 0.25 volt%hange in the output voltage from the ‘no-RFn condition.
RF was conducted Into each possible port; the output terminalwas the
most susceptiblein the s-pin regulators,while the reference-bypass
and feedback terminalswere roostsusceptiblein the 8-pin devices.

The compositeworst-casecurves for voltage regulatorsare shown
in Figure E-20. Clearly, the 8-pfn regulatorsare more susceptible
than the 3-pjn regulators(by approximately12 dB). An analysis of
the regulator circuit reveals why”this fs so. A functionaldiagram
of the basic regulatorcircuit is illustratedin Figure E-21. TWO

of the pins in the 8-pin devices”corresponddirectlyto the op amp
~.nputs. When RF is conductedinto these pins, rectificationoccurs
ant!an offset voltage appears at the “amplifierinput terminals. This
interfereswith the OP amp’s ability to-compare
R2 to the referencevoltage,which results In a

voltage.

-0r.,

the voltage across
deviationin the output

)
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PlgureE-19. Circuitfor 8-PinVoltageRegulatorSusXt~billty-Tests. [E-13]

In 3-pinregulators,however,the Peslstlvedivider is manufac-
tureddirectlyon the chip. Therefore,the op amp inputsare inacces-
sibleat the regulatorterminals,whichaccountsfor the lower suscepti-
bilityof thesedevices. Whilethe compensationand bypaascapacitors
may offer some degreeof protectionby shuntingthe RF energyaway
fromthe amplifierinputs,the differencein the measuredsusceptibil-
itiesappearsto be significant[E-13].

30.3 CCXPARATORS. Comparatorsare commonlinearXC’Sused to detect .
voltagelevelsin electron~cequipment. Measurementshave beenzade
on the RF susceptibfljtvor severaltypesof comparators.TableE-5
liststhe types tested[E-13]. .. . .

TABLEE-S

mKPARAmts TRsTq. [E-i31

306
311
339
360
710
760

I
,

E-25
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Figure E-20. CompositeWorst-CaseSusceptibilityValues for Voltage Regulal.ors.
Output Voltge Qaange of 0.25 Volt is SusceptibilityCriterion, [E-13]
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FigureE-21. Basic series Regulat.arCimult. [E-13]

)
Susceptibilitywas definedin termsof chan~esin the comparator

switchpoints.For example,FigureE-22showsa typicaltraqsfercurve
for a 710 type comparator. The outputvoltageswitchesbetweenhigh
and low valuesfor inputvoltagesbetween-1.0mV and +1.0M. Manufac-
turerspecificationsguaranteethat.switchLnRMI1l occur at inputvoltages
between-3.0 mV and +3.0mV. However,coupledRF energycan. cause
of~setsin this switchpo!nt,therebydiminishingthe accuracywith
wh~chthe comparatordetectsvoltagelevels.

The testingrevealedthatcomparatorsare most susceptibleto
RF energyconductedinto the Inputterminals.This resultwas to be
expected,sincecomparatorscontatna differentialpair inputstage
similarto that In op amps,whtcharc very sem!itfve to RF canductcd
Intofheir inputterminals. Rectificationof the RF signal gives rise
to an offsetvoltageat the inputteminal Intowhidhthe RF Is eenducted,
causinga sjcnilaroffsetto occurin the co~arator swltchpoint.

Switchpointoffsetsof +0.05,+0.10,+0.20,and +0.50volt,
representingvaryingdegreesof Interferenceeffect,were sought in
the testing. FigureE-23 illustratesthe minimumpowersobse?vedto
causeinterferenceas definedby thesefoursusceptibilitycriteria.
The deviceswere susceptibleto a minimumof 0.025mblat 20 P?Hz,us~ng
the 0.05 volt offsetcriterion as the definition of susceptibility.

)
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Figure E-z?. Ty’ploalVol~e-Tramafer CUrwe for Type 71O CoqMMtora. [E-13]

30.4 m DEVICES. The TTL-line is the most widely used family of
digital IC’S. Several types of TTL devices have been measured to deter..
mine their minimum susceptibilitylevels to conducted RF energy [E-13].
Table E-6 lists the specific devices tested.

TABLE B-6

TTL DEVICES TESTKD. [E-13]

DEVICE NO. DEVICE TYPE

7400 QUAD21NPUTNAND GATE

7402 QUAD21NPUTNOR GATE

7404 HEXINVERTER

7405 HEXINVERTER (OPEN COLLECTOR)

7408 QUAD21NPUTANDGATE .

7432 QUAD21NPUTOR GATE

7450 EXPANDABLE DUAL 2WIDE,

21NPUTAND-OR-INVERT GATE

7473 DUALJ-KFLIP-FLOP

7479 DUALDFLIP.FLOP

‘\

.

E-32



,

lm v
v

- LEGEND:

COMPARATOR INPUT SWITCH POINT
VOLTAGE

A— 0.0s v

MIL-HDBK-335(USAF)
15 JANUARY1981

. .

L/l ,. .* NOT SUSCEPTkDLE Al HIGHER
FREOUENCIES WITH MAXIMUM
RF POWER OF 400mW.

L

0.01 J 1 1 1 1 I 1 1 1,

0.1 % 10

FREQUSNCY - G$+z “

?igwe -23. CAmposlteUorst.-CaseSumccptib311tyValueafor ~tom. [E-131

.

E-33

I



?’lIL-HDBK-335(USAII)
15 JANUARY 1981

?~-ee ~lJ~ceP~j~~l~tY ~n~~e~~a We?e US~CI~0 ~erin~ varying degrees
~4-
+.: ~te~fevence. These criteria were based on the manufacturers’speci-
~icat~on~ ~or voltage levels in TTL circuits. The least severe inter-
fere~ceeffect, desiggztedby criterionA, is the manufacturel”sguaran-
t.eec!spectf$catjonlimit. This criterion characterizesinterference
as a 10X state output voltage which exceeds 0.4 volt or a high state
output.voltagebelow 2.4 volts. RF powers greater than the suscepti-
b+.l~tyvalues g<.venby criterionA do not necessarilycause malfunction
of ~ke device, but the usual 0.4 volt noise margin is reduced,which
incneases the risk of operation. At RF powers below the susceptibility
values g]ven by criterionA, no interferenceeffect will occur.

CriterionB is the outer edge of the noise margin; it is exceeded
when the devjce low state output voltage Is greater than 0.8 volt or
whe~ a high state output voltage,isless than 2.O volts. Beyond these
thresholds,succeedingstages my mlainterpretthe logic state, resulting
in a bit error. Operationwith RF powers above the susceptibility
limits for criterionB is not recommendeddue to the high likelihood
of logic state errors.

Criterion C defines the most severe interferenceeffect. The
output voltage limits for this case, low output voltage greater than
2.0 vo~ts or high outputvoltage less than 0.8 volt, are the voltages
at which state changes are certain: Bit errors and Incorrectsystem
outputs would be expected for absorbed’RFpowers greater than the thresholds
specified by criterion C.

Figuw E-24 displays the compositeworst-case susceptibility
levels as defined by each of the three interferencecriteria. ~asure-
me?ts were also made using changes in the package supply current as
the susceptibilitycriteria lE-13]. However, it was found that signifi-
car: increasesdid not occur until the RF power level was far above
the levels sufficientto induce state changes In the output voltage.
It was also found that the differencesin the susceptibilitiesof standard
TT’Lseries (54/74),the low power (54L/74L),and the high speed (54H/74H)
TTL ci~cuits was probably not great enough to be significant [E-13]

3G.5 CWOS DEVICES. CMOS XC’S are widely used in logic’applications
requiring low power consumption. The RF susceptib~lityof several
t\’2esof CMOS devices have been tested, includingtypes with and without
p;’otectiveinput diodes [E-13]. Table E-7 contains a list of the device .
tvp~s tested.

TABLE E-7

(240SDEVICES TESTED. IE-131

DEVICE NO. i DEVICETYPE

4011A

4011B

4007A

4007B

4001A

4013A

0UAD21NPUTNAND GATE

QUAD21NPUTNAND GATE

DUAL COMPLEMENTARY PAIRPLUSINVERTER

DUALCOMPLEMENTARY PAIRPLUSINVERTER

0UAD21NPUTNOR GATE

DUAL’’D’’-TYPE FLIP.FLOP

E-34



“MIL-HDB,K-335(USAF)
15 JANUARY1981

r f
.

GUARANTEEDSEC L1911
EDGEOFNOISEMA8GIN
~~ $1’AIE~lTCH

- aos$n@AwvE~ ,!”

I1 I 11I I I 11
1 1

?igluw ?&2Q . ~si te ~Opat:b Swcept ib$lityValuesfor TTL Dewlcm. IE-13]

-..

r-35



MIL-HDBK-335(usm)
15 JANUARY 1981

As with the TTL susceptibilitydata, the thresholdsfor high
\

and low output voltages were combinedand three distinct ln~erference
criteria were defjn’ed.The first criterion indicateswhen the output
voltage Is no longer within the guaranteedspecificationlimits. Manu-
facturersguarantee that the maXlmUm low 9tate output VOltage iS 0.05
volt and the minimum high state outputvoltage iS 4.95 volts for a
supply voltage of 5 volts. The devicescontinue to operate beyond
these thresholds,but with a reducednOiSe margin. The second criteria
representsthe edge of a l-volt nOiSe margin, meaning the maximum low
output voltage is 1.05 volts and the minimum high output voltage is
3.95 volts. These values are guaranteedby the manufacturerto be
correctly recognizedby succeedingCMOS devices. Operationoutside
this range could result In logjc state errors and is not recomwnded.
The third criterionwas arbitrarilydefined as a 2 volt offset from
the ideal output voltages. The thresholdsare a max~mum 2 volts for
the low output state and a minimum 3 volts for the high output state.
Operation outside thjs range has a higher probabilityof logic state
errors than the second criterion,and should be avoided.

Figure E-25 shows the compositeworst-case susceptibilityvalues
for the device types tested. The results indicatea ❑inimum suscepti-
billty of 1 utWof RF power at 220’MHz. A comparisonwith the minimum
susceptibilityfor TTL devices at 220 MHz shows CMOS to be approximately
5 dB less susceptible. If the wider noise margin of CMOS is taken
into consideration,these devices appear to be approximately10 d13
less susceptiblethan TTL devices.

30.6 LINE DRIVERS MD RBCEIVERS. Line drivers and receiversare
often used to transmit digital data over long system interconnectcables.
The amount of RF energy conducted fnto these devices may be greater
than that of most other system component fn that long interconnect
cable~ may be relativelyefficientreceptorsof RF energy. T-herefore,
special care should be taken to prevent interferencefrom occurring
in these devices. Adequate shielding.and a reduction of the data trarls-
mission rate will ensure signals of acceptablequality. Measurements
have been made on the susceptibility of several representativeline
driversand receivers [E-13]. The data presented ?n this’sectionsho~lld
enable designersto estimate the susceptibilityof line driver and
rece~.verpairs and the reductionin data rate required for quality
transmission.

Table E-8 lists the line driversand receivers used in the testing.
Tests of drivers and receiverswere conducted independently. The SUS.
ceptibility criteria for line drivers were based on changes In the
output voltage from the nominal value. Each output terminal was con-
sidered separately,and the device was considered susceptibleIf either
output crossed the appropriateInterferencethreghold. The 8830and
9614 line drivers were tested.with resistorsacross the output terminals
simulatingnormal terminations. The type 55109 and 55110 line drivers
have open collector (currenttype) outputs which were connectedto
pull-up resistorsand a +5-volt supply to give a O-5 volt range for
the output voltage. When
output voltage thresholds
degrees of interference.

the driverswere in a nominal low state,
of 0.4, 0.8, and 2.0 volts defined increasing
When the output voltage was in a nominal “
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TAMS 1-6

LINE DRIVERS MD RECEIVERSTESTED. [E-13]

LINE DRIVERS i ‘ LINE RECEIVERS !

8620

*14 961s

6s106 66107A

55110

.
,,

high
volt

state, increasinginterferencema defined by 2.4, 2.0, and 0.8
thresholds.

Su9ceptlbllityfor line receiverswas defined in terms of changes
in the input thresholdvoltage which determinedthe receiver switchpoint. s
As an example,Figure E-26 shows the input-outputtransfer curve for

I

FigH E-26.

4.2 4.1 0 0.1 0.2

lN?lKVOLTAGE- VOLTS

Typical Input-Wtput Tmnafer Qtarecteristicfor
9615 Line Receiver. [E-13]
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‘\
~ 9615type receiver. At input Voltages”(differentialinput voltage
between the two input te~lnals) below -0.08 volt, the ~~eiirer input
voltage is 5.0 volts, which is a high State output. When the Input
voltage is greater than -0.08 volt, the output voltage is 0.2 volt,
a low state output. Thus, -0.08 volt is the input threshold voltage
(Vth). Manufacturer spec%flcationsguaranteethis threshold will be

between ~0.5 and +0.5 Volt for this device. A thresholdvoltage out-
side this range reduces the noise margin of the devi,ceand my cause
bit errors In noisy envlron,ments.Input thresholdvoltage changes
of 0.5, 1.0, 2.0, and 5.0 volts were used for the susceptibilitycri-
terfa during the testing. Threshold changes of”O.5, 1.0, and 2.0 volts
representdecreaalng sy~tem noise margins. A 5.0 volt threshold change
denotes zero noise margin, and probablemalfunctionof the device. “

Figure E-27 shows the minimum susceptibilitiesmeasured for
line driver and receiver pairs. Line receiverswere found to be signif-
icantlymore susceptiblethan line drivers,so Figure E-27 Is actually
a plot of the”susceptibilitylevels of line receivers. Since lfne
receiversare the ‘weak link= of a I%ne driver and receiver sy8tem,
the susceptibilityof the pair is adequatelydescribedby the suscepti-
bility of the receivers alone. Line receiverswere found to be approxi-
mately 7 dB more susceptible than line drivers. (However, line driver
susceptibilitylies within 0.5 dB of receiver susceptibilityat 910
Hllz.)

The strobe and response-controlterminalswere found to be the
most susceptible line receiver terminals. However, the strobe and
response-controlterminals, unlike the inputs,are rarely connected
to system interconnectlines, which may be the =Jor receptors of RF
energy. Thus, the susceptibilityof the input terminalsmay be more
lmpo~tantto the system designer than the susceptibilities.ofthe other
terminals. The inputs were found to be approximately4 dB less suscep-
tible than is indicated in Figure E-27 (all points of’which occurred
with RF conducted into the strobe and response-controlter?ntnals).

Offsets In the threshold voltage have other effects on a s%gnal
besides reducing the noise margin. Uhere 10ng lines are used, threshold
of’fsetscan cause time variations in the receivedsignals from those
sent by the driver. As a result, pulses may appear-shiftedin time
in the received signal, or have longer or shorter durations than in
the original signal. The quality of’a received signal can be expressed
in terms of what is called “pencent jitter” [E-15]. This is a ratio
of the maximum relative time variations in the originalar!dreceived
signalsto the minimum pulse.period. For example,Figure E-28 shows
two pulse trains. The upper trace is the pulse train entering the
driver,and wh”ichis to be sent by the system. The lower trace ,repre-
sents the pulse tratn which emerges from the receiveraftee transmis-
sion via the long signal line. In addition to a preparationdelay,
the second pulse in the received train 1s shifted in tjme with respect
to its position In the orig~nal tra~n. The percent litter is:

Percent Ji::~”:= ‘3 - ‘2 ~ loo%

‘1 - co
(E-14)
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ORIGINAL SIGNAL

SIGNAL AT RECEtVER

.

I
1 1 II TIME

4 Q a.4
+ + ++

P- =28. Illwtratlom of
ma Long Line.

A w AVERAGE PROPAGATION DELAY

Jitter in Signal After ~asigm

The jitter is related to the data
and line length ag shown in Figure E-29.
the following assumptions:

a.

b.

c.

d.

e.

The driver ‘1” and ‘On levels are

The receiver threshold Is exactly
levels produced by the driver.

. .

rate (or minimum pulse width)
This graph was made using

*

matched exactly.

the ❑ean of the ~1” and ‘O”

Time delays throu~h both driver and receiver, for both logic
states, are symmetricaland have zero skew.

..
The Mne is perfectly terminated.

The line charge$ at an exponentialrate.

The line was assumed to have a time delay Pf 1.7 nsec/ft, which is
a typical value for a twisted pair line. RefePenceE-15 reconinends
that systems be operated with a minimum pulse width (tui) greater than

4 times the rise time of the line (tr), which yieldg a Jitter of less

than 0.002$ under these conditions. Data with jitter greater than
100% are probably not recoverable. .

E-41
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Figure E-29. Signal Quality as as Funotia of Lime Lsn@b

If the effects of thresholdvariationsare included

.,.
/

and Ikta Rate. [E-13]

in Figure
E-29, the graphs shown in Figure E-30 result. The differentialline
voltage is assumed to be driven by,voltages of SVCC. Three conditions

are shown: Figure E-30(a) shows the jitterwhich resultswhen the
thresholdvoltage (Vth) is given by -O.lVccsVthSO.lVcc,FlgureE-30(b)

shows the jitter when -0.2Vc>Vths0.2Vcc, and Figure E-30(c) shows

the ,litterwhen -0.4VecSVthSO:4V=e. Figures E-sO(a) through (c) corre-

spond to 0.5, 1.0, and 2.0 volt threshold changes for the receivers
tested. ComparisontiithFigure E-29 shows that the sitter Increases
due to thresholdvoltage variations.

As an example of the u~e of the~e graphs, suppose that a designer
must drtve a 100-footline,>nd desires a jitterof less than 5$.
The maximum data rate is determined from Figure E-29 to be 12 MHz.
If the maximum interferingsignal expected to enter the system is 1
mk’at 220 MHz, Figure E-27 shows that thresholdvariationsof.O.5 volt
may occur. Figure E-sO(a),which applies to the 0.5 volt threshold-
case, shows that a data rate of 12 MHz will result in approximately
15% jitter, substantiallyhigher than the desired 5%. However,by ‘
reducing the data rate to 6 MHz, the 5$ Jitter requirementcan be satis-
fied even with the interferingsignal present..This example clearly

E-42
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Illustratesthat,in high intensityEM environments,it may be Llecessary
to reduce the data transmissionrate of a system.

30.7 BIPOLAR TRANSISTORS. For relativelylow absorbed power lev”els
(typicallybelow 10 mW), the response ofan actively-operatedbipolar
transistorcan be explained, ~n part’,by rectificationof the RF signal
at a p-n junction. A complete explanationof the interferencemechanism
must include the effects of RF-inducedcurrent-crowding[E-16]. Exposure

tQ th~ IIF signal causes thtcurrent distribution to b@ more heavily
weighted toward the emitter edge (a low-gain regfon of the device).
Thus, the DC gain falls off quite rapidly with increasing RF power.
At higher values of absorbed power,.the AC gain IS also reduced, and
some stages of the system may saturateor maltlmctionas the rectified
current levelsbecome comparable In magnitudeto bfas current levels.
The rect~fledsi~al, manifests itselfas either a DC change in bias
level or a video signal, each of vhlch correspondsto the envelope
of the RF signal. The sensitivityof a particulartransistor to inter-
ference Is ~nfluencedby the circuit configu~ationand operating condi-
tions, the transistorstructure,the,speed of the device (gain-bandwidth
product), and the frequencyof the interferingsignal.

RF inject~on into the base terminal,with rectificationat,the
em3tte~-base.Iunction.produces the greatestinterferenceeffect in
bipolar transistors [E-3]. This particular interference configuration
may be used for a worst-case analysis since the effects of injecting

RF power !nto the emitter and collectorterminals!aresimilar, though
less drastic. When an RF signal ts applied at the base terminal, addi-

tional current must be supplied by the base bias source to klntain
a constant collectorcurrent. It has been found that the base current
which must be added is proportionalto the absorbed RF power (square-
law rectification)up to power levels on the order of 10 to 100 mW.
This linear relationshiphas been found to hold at very low power levels
in measurementsextending down to a few nanowatts. At higher power
levels, other effects become operativeand the linearityIs lost.
Under these conditions,the emitter-basejunctionmay become completely
reverse-biased,seriously degradingboth the DC and AC current gain
[E-17]. Degradationor device failure typicallyoccur at absorbed
power levels on the order of 100 mW.

The observed response, for small absorbedpower levels, may
Le...expcesse<. y.=d L kke~fio.l.l,ow.lne.;qua.tions :- .----.-----–- --––-----— -------- ---- ----------- --

AIB = lB(Pa) - IBQ = ‘pa (E-15)

Ic = constant,

where:
, rectificationfactor for microwaveenergy

se CUFr&!” OP L.aF3s4stor when ’microwave.energy ia applledIB(’Pa;= )ja’”—.. ..—.——..—... ....

i ‘“
J

lBO
. base current of transistor In absence of mlerowave signal -
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Pa = absorbed microwave power

1= = collector current.

If the base b$as current 19 held constant and the collector current

I

The data alao indicatesthat the structureof the dev~ce has “
an appreciable influenceon n . As a.cl.ass,low frequencygermanium
alloy transistors are the least susceptibledevlcea,with some types

showl~ no directly measurable (n< 10
-5 uAAnU) response-to2 Giizenergy

(although they do respond to WF ener%Y)Q Silicon planar t~nsfstorg
show a general trend of increasingsenaitlvitywith Increasing FT,

although when FT approaches 2 G?lz,the measu~ementfrequency,lt begins

to decrease. Grown junctiondevices show’a marked response td 2 G?lz
energy even though they have a rather low gain-bandwidthproduct.
These devices have a Large emitter-baseoverlap diode where the base
wire contact 19 =de to the base region of the transistor This results
in a vevy low $ for that region of the device which the RF energy excites.

)

been suggested that b%as’cOM&t.@M might Possiblybe ad@sted to ntinl-
mize interferenceeffects (decrease), but more work is required in
this area [E-1].

As the frequencyof the interferingsignal increases,.the mgni-
tude of n generally decreaaes. This Is Illustratedin Figure E-31
where Q (here shown as a funct$on-of$ncidentrather than absorbed
RF power) was measured for several stripltnemounted2??’708’swith the
aid of a Hewlett-Packardmodel 11608A transistorfixtwe [E-181. The
rectification factor typicallydecreases at the rate of about 6 dB

-1
per octave (i.e., an f relationship).

. .

The sensitivityof several device types is listed in Table E-9 “
and represented graphically in Figure E-32, where the measured rectifi-
cation factor for 2 GHz microwave energy Is plottedversus the manufac-
turer’s specified gain-bandwidthproduct (FT). Each vertical bar repre-

sents the range of n values measured on a sample of 10 transistors
of each 2N-typt?,and It is seen that there is often a large variation
~n n between otherw$se “Identicalwdevices. Despitethe divers%ty
in the devices, transistortypes with high FT values have, In general,

a relatively large rectificationfactor and thereforeare highly suscep-
tible to RF interference.

T~e ~~e of the re~tifjcationfactor in dete~minlngsusceptibility

can be demonstrated through a simple example. Suppose that the susceP-
~f~,~i~~y~~ to be determinedat 6 G~z (CMI for a preamplifierstage
ut~lfzing a transistor~~th a maximum ~ of .005amps/wattat 2 GHz.
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TAELE E-g .

)ZSJFWD FLE(XIFICATXO:;FACTOR, FT AND STRtJCTIIREOF VARIOUS

TRANSISTOR TYPES

~.u
watt

# Mm DEVICE MIN AVG

2
3
4
5
6
7
8
9
10
11

\

)

12
13
14
15
lb
1?
18
19
20
21
22
~J
24
25
26

GE
GE
TI
T1
RCA
TI
TX
M
NAT
N
F
F
T1
TX
F
TI
TI
?1
F
Tx
TI
F
F
M
F
t!

2N337
2N338
2S388
2K395
2N404A
2N697
2N705
2N706
2N708
214834
2N914
2S1132
2N1303“
JAS2K1304
2N1613
2N1605
2N2000
2t?2192
2S22i9
2N2222
2K2369A
2?42894
2ti2907
2ti3252A
2N4888
2N5837

.0217

.0198
0
0
0

.0090

.0011

.0247

.0200

.0169

.0157

.0025
0
0

.0050
0
0

.0016

.0059

.0027

.0350

.0257

.0031

.0124
0

.0158

.0460

.0464
0

.0002s
o

.0100

.0036

.0389

.0500

.0267

.0240

.0048
0
0

.0082
0

.00019
.0027
.0210
.0040
.0431
.0301
.0068
.0145
0

.326

.0817

.0877

.00;67
o

.0134

.0059

.0588

.0800

.0372

.0443

.0073
0
0

.0118
0

.00040
.0043
.0361
.0059
.0618
.0414
.0167
.0163

0
.0443

2o14
30M
15y

4.5M
4*OM
Iool’1

300M
4oot4
480?I
5ooq
480!’f

60}1 ~

3.OM ‘
60U
34M “
2.OM
50M
250tI”
250M
8oo?l
400!1
200M
300M
160M
1700MA

N-GD
N-GD
N-A
P-A
P-AA
N-IXEA
P-DME
lW?!E
li-PL

N-ME
N
P-D
P#
N-A
N-m
N-A
P-AA
N
N
N
N
P
P
P-+
P
K-A

MPG

GE - General Electric
TI - Texas Instruments
RCA - RCA
M- Motorola
F- Fairchild
EAT - National

STRUCTURE

N-NPN
. P-Pm

A- &lloy D- Dlffused
D?’l-Di.ffusesmesa - Epltaxial
G- Crown ;L - Planar
ir- radiation resistantdevice
$.- noise figure -A- switching, other uses

8 dB or belou

) *l)atataken from Transistor D.A.T.A. Book 32nd Edition.
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Figure E-32. RectificationFactor at 2 GHz vs Gain BandwidthProduct for
Stripline-Packages2N708 Transistors. [E-18]
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(Additionalfactors such as the Byatem pas$band capability for the mmdi$-
lation envelope may also be important, but are not considered in this
simple example.) It Is determl.nedthat a O dB signal-to-noiseratio
(SNR) Is the s!usoeptibllitythreshold and a one microamperebase (s-l) “
current flows with no RF stimulus present. The rectificationfactor
atf= 6 Glizis readily obtairied(assuminga 6 clB/c@averolloff):

In 6 GMz~.005(2/6)~.00167 mPIWat?

The microwave poqer required to yield a O dB SNR would then be:

~=lxlo -6
-4 “

a .00167 Amp/Watt 96x1O
Watt@ * 0.6 mW

The value obtained by such a procedure yields a worst-case”suscepti~-
Ity level. Suitable terminationimpedances (RF and video) could camme
the current variations to be som&what less. The %i&ht” combination
of impedances is quite fortuitous,however, and the result should not
be viewed as!overly pessimistic.

30.8 MICFKWAVBPOINT-CWTACT DIODES. Extensive studies have be=”
conducted on microwave pulnt-contactdiodes. Within electronicsystems,
these devices are generally employed to intentionallyreceive electms-
Zagnetic signals coupled through an antenna system. Thus, these cow-
nents are prime receptorsof extraneous high power radiation.

Considerable testing has been performed on X-band diodes at
9.375 GHz to determine the percentage of diodes failing as a fimctimm
of absorbed power for various pulse widths, pulse repetitionfrequen-
cies, and numbers of applied pulses [E-17][E-W]. A chww fi no~ge
figure greater than 10 dB was used for the failure criterion. Over
750 diodeg were tested with each diode stressed only once to prevent
cumulative effects from distorting the statistics. A total of elewa
different parameter combinationswere tested and these are shown In -
Table E-10. A minimum of 25 test samples were required to plot per-
cent failed versus power absorbed. Typical data are given i? Figti
E-33 through E-42. .

Tests were conducted using a repetition rate of 1 Hz, 450 ~z,
1 Miz, and 10 klizfor 10 pulse exposures at a 1 uaec pulse width.
It can be seen from Figure E-43 that the failure level Is essentially
independentof the puke repetition rate. This data would Indicate?
a the!’’nmlrelaxation time for the diode faster than 100 Msect which
is reasonable. In addition, the assumption may reasonablybe made
that the failure level remains essentially independentof the repe!tl-
tion rate for pulses of any width having 100 psec or more between pml.sas.

Figures E-44 and E-45 are a compilation of the data for the-
50S failure level. Figure E-44 is a plot of the failure level as a
functionof the number of pulses applied, for various pulse widths.



.

HIL-HDBK-335(USAF)
15 JANUARY1981

TABLEE-10

LIST OF W PARAMETERsUSED IN TESTS [E-19]
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Figure E-41. Percent Failure Levels
of IN23 Diodes as a Function of Peak
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Figure E-42. Percent Failure Levels of 1K23 Diodes as a Function of Peak
Absorbed Power for Exposure Conditions:1-PS Pulse Width, l-Hz,
10 Pulses. [E-19]
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All the curves on this graph approach the CW failure level for long
exposures,as %9 expected. The number of pulses can be translated
into exposure time through the repetitionperiod for a given repetition
rate. F5.gureE-45 19 a plot of failure as a functionof pulse width
for various numbers of pulses (i.e.. exposure times). These also approach
the CU level for long pulse widths. These two graphs give sufficient
information to deterudne susceptib~lity,once the amount of absorbed

power is known. The absorbed power can be determined from the fncident
power using Figure E-46. This graph shows the percent power reflected
as a function of incident power. At 1 m~, the diodes ape well matched,
and will absorb essentiallyall the inctdent power. As the Incident
power Is increased, the diodes become more and mo~e mismatchedand
reflect more power. Th$s mismatchsaturates at about 50 watts where
approxhatelv 47% of the power 1s reflected.

An empi-ical expressionwas derived which predicts the 50% fail-
ure levels for various pulse w~dths and number of applfed pulses.
This was made possible by the equally sloped Unes of Figure E-44 wh~ch.
when plotted as a fbnction Of the product of pulse width and number
of applied pulses, resulted ~n Figure E-47. A straiqht line drawn
th~ough the data points was determinedaa a leaat square fit to the
data antiis given by the empirfcal formula on the graph. For any given
vulse repetition rate UD to 10 kHz and nulae width meater than 0.1 vsec.
the 50$ _failurelevel can be determined”
given in Figure E-47.

As a riemon9trationof the use of
cernec!with the possible effectson the
system fmm a particular radar threat.
receiver are as follows:

As

Antenna gain: 19 dB
Operating frequency: Y-band
Mode holder: Balancedmixer

by the emp~rical expressions

this data. asmm?e one 4.s con-
mixer d~odes in a recefving
The characteristicsof the

a possible radar threat,assume the followingoperational
characteristics:

Power output: 800 kif
Pulse width: 0.8 SeC
Pulse repetitionrate: 1200 Hz .
Frequency: 9600 KHz
Antenna gain: 39 dB

It is possible for the receiver to be expo;ed to the radar at
a distance of 200 m for 85.msec. The equations needed to analyze this
problem are as follows:

‘A
= PR(l-F) (E-18)
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FigureE-47. Experimental50-PercentFailureLevelsof 11123Diodesas a Function
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P,
F

-16.03 Log
1
(1.94x 10-3)

where:

‘R ‘

‘T ‘“

‘T =

‘R =

‘R =
L=
P?=
R=
PA =

F=

‘F =
=

N=

Power (peak) reaching diode, in Watts

Power (peak) transmitted by threat
)

Threat radar antenna gain

Receiverantenna effect~ve area =

Receiverantenna gain

Fractionallosses betweer?receiver

radar, in watts

A2/4nGR, in square

antenna and mixer

(E-19)

meters

A number determinedby the mixer characteristics
D.tstancebetween th?eat radar and receivingantenna, in meters
Power (peak)abgorbed by diode, In watts

Fractionalpower reflected by diode
50-percentpower fa21ure level, in watts

Pulse width, in seconds
Number of pulses.

AS a worst-case,assume then are no losses between the receiving
antenna and the mixer. Since the mixer is balanced,with each of the
diodes receivinghalf of the power incidentupon the ❑ixer, l’!is 0.5.
The power reaching the diode at a djstance of 200 meters is calculated ‘
from Equation E-17 to be abcut 39 watts. Using Ftgure E-46 and Equation
E-18, the power absorbed by the diode would be about 22 watts.

Under the assumed cond;.tionof an 85 msec exposllpe,102 pulses
would be received. UsinR Equation E-19, the failure level for these
conditions is about 22 watts. The receivervulnerabilityIs marginal
in this case, and some protection should be built into the receiver
to en~ure survivabilityin the anticipatedenvironment.

40. EXTENDINGTHE DATA BASE. Due to the limitedamount of available
susceptibilitydata, alternateapproaches❑ust be taken in those instances
where susceptibilityinformationon a particulardevice or circuit
of concern Is not documented. The three major options are, in order
of increasingcosts and accuracy, data extrapolation,analyticalmodeling,
and actual measurements. In some cases,the extrapolationof suscepti-
bility data from one device type to another particularclevi.ceis an
appeal~ngapproach. However, a judgementmust be made in which the
reliabilityof the extrapolatedvalue and the c~itlcalityof possible
error relative to svstem hardening is considered. If, for example,
this particulardevice ~s influentialon the overall system suscepti-
bil~ty, extrapolationer?o? could lead to exorbitantcosts as a result
of inadequateor excessivehardening. Analyticalmodels are being
developedwhich could prove useful by providin~a more accurate estimate
of susceptibilitylevels for circuits and devices. Susceptibility
measurementsrepresentthe ❑ost accurate approach;however, cost consid-
erations may outweigh this bent?fitjr!many situations. These three
approachesare discussedIn the followingparagraphs.

)
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40.1 KXTRAFOLATIOH. The extrapolattohof susceptibilitydata is
based upon the stmilarit.iesbetween device design and susceptibility
characteristics. Discretion is adviaed in that significantdifferences
in susceptibilitymay exjst even betweendevices of the same general
type or class. However, there’aretwo situationswhere data extrapola-
tion appears to be a ~easonable appPOaCh to susceptibilityevaluation.
These cases arise when data is requiredon: (7) a particularcomponent
for which msceptlbility data 19 alreadydocumented on other components
of the same general class, or (2) a componentwh~ch, though of a differ-
ent class, contains circuitry that parallelsthat of’the components
of known susceptibtl%ty. The first situation 1s strengthenedby using
the worst-case suaceptlbilitycurves of SeCtton 30+ ne ~re device~
that have been measured for each class, the ‘safer” will be the extrapo-
Iat$on. As an example of the second situation,consider the dlfferenca
in the suaceptibil~tylevels found between 3-pin and multi-pin voltage
regulators (Section 30.2). The explanationrested upon the fact that
the output of the multi-pin ~egul%tordirectly exposed the input termlmala
of an op amp, which was known to be very susceptible. In this manner,
estimates of the susceptibilitythresholdscan be made for those devices
on which no data Is available.

40.2 ~. Although still in the relatively early stages of
development,modeljng is demonstratin~promise as an effectivemeans
of predict~ng susceptibilitylevels. The data in Sectton 30 was obtahed
under well-controlled laboratorycondjttons,although worst-case condi-
tions were estimated for conservatism [E-13]. The objectiveof modeltng
is to gafn a greater understandingof the phenomenainvolved and to
extend the results to devtces and configurationsnot actually tested.
Also, it can be u~ed as an aid in obtainingestimates of susceptibility
levels for a device operated under less than Ideal conditions [E-20].
A complete listing of’all the availablemodeling techniqueswill not
be attempted at this time; rather, exemplarv.diodeand transistormodels
w1ll be presented along with a brief descriptionof their role In circuit
susceptibilitypredj.ctlon..

The approach taken for the modeling of interferenceeffects
in Integrated circu$ts has been to develop models that account for
interference in ind~vidualp-n Junctionsand transistors, using these
as build$ng blocks to construct models of complete circuits. Figure’
E-48 illustrates a diode model used to account for rectificationeffects
[E-131. Diode D1 models the diode with no RF stimulationand obeys
~he s~andard diode equat$on:

‘D1 m %

WD ~
—-

e kT
)

* (E-20)

where: jDl is the current through diode D1. “

VD is the voltage across Dl,

1Ds
~S the d~ode reverse saturationcurrent,

q %s the electron c~arge,
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k is Boltzm~n!~ constant,and

T is the junctiontemperaturein degrees Kelvin. ‘ \

m .

I
!

Rx

~02
t,

+

D1

t

iol

?IgllreM8, Circuit Mel of Diode Uc@or R? Influence.[E~13]

The Norton equivalentcomprised of ix and Rx, and diode D2 model the

video current end voltage offsets due to RF. For simplicity,diode
D2 is ●ssumed to have the same characteristicsas D1. T%e value of’

CUrrent source jx depends on the RF power level, frequency,and RF

source impedance. For large RF signals (I.e., RF voltage comparable
to, or greater than kT/q), ix is proportionalto the square root of

the RF power level. That 1s,

(E-21)

where K is a constantdependenton the frequencyand source,impedance
of the interferingRF signal. The value of Rx also dependson.the

frequencyand source impedance,but’~s independentof power level.
In general, Rx inc?easeswith increasingfrequencyor increasingsource

impedance, while K decreases.
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?er modulate? RF s!gnals, the value of current source ix varies

w!~h t?e envelope of the s18nal. The RF power level, PRF, fOllOW

the instantaneousenvelopeof the l?Fsi~nal, and the instantaneous
vz!ue c~ i is g~ven by Equation (E-21).x

M analysis involving;deal diodes yields -anesthate of the
expect.e$ran~es of the parameters R and Rx. The RF source is represented

by a Thevenin equivalentconsisting of a voltage source V~sinwt In

series w~th an impedance R= + j~=. The diode junction$s modeled by

an fdeal diode with a constant shunt capacitance c“and series =SfS@c~m
rs. Computer-aidedstudies of the effects of the parametersRgt rat.

and Ys on the vtdeo model parameters K and Rx together with an analyais -

of max-min conditionsshow that the values of R and Rx (which always

occur as ordered pa~rs) OCCUPY a definite region in the K-RX plane.

For the absolute worst case of no extrinsic loss (i.e., rs = 0), the

region of the Kx-$x plane in which possible valueg of’K and Rx Me

is shown in
tionshtp:

102

I
x

Figure E-~9. The upper boundary Is describedby the rela-

K ‘(8/Rx) 2/2 . (E-221max

,*O I@

Ii)(-“n

Pjgure Ea9. Range of’ Par~ters for J,~q=t$o~ reel. [E-13]
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Tbe 10SSY element r= provides a degradingeffeet on the rectifi-

cation, and limjtg the maximum value of K which can occur. For a given
value of rs,,the maximum K obtainableis:

K= (2/r~)l’2
max (E-23)

r~ +0,

Likewise,there exists a minimum value of Rx (rs)and a maximum value

of Rx [l/r~(uC)2].

Figure E-50 illustratesthe implicationsthat the various diode
model parameter posslb~litleshave on circuitmodeling. Three cases

a?e selected in Figures.E-50(a) as possiblevalues of K and Rx depending
.

upon the values of the RF driving impedance. The value of K is chosen
constant in this example, while the value of Rx differs in each of

‘TrrlTl
10.2

b)

Figure E-50. Illustrationof Relationship
RectificationParametersand
[E-13]

the three cases. Figure E-SO(b) shows the
te~jgt~cs for the three values of’~ and Rx

&tuaem FwmIble ~OieS of
Ideal Mode IV Ck~ctaristics

piece-wiselinear IV charac-
chosen. For worst-case .

circuit analysis,an iterat~veprocedureof selectingpossible K and
Rx values followedby evaluationof circuit effectsmay be required.

\

RF effects ~n transistorsmay be’accountedfor by a modified “
version or the standardEbers-Mollrepresentation. ‘he Ebers-?4011
model is a widely used large-signaltransistormodel that includes
the nonlinear effect of the transistorJunctions..As such, it Is accurate
in all regionsof operation: saturation,cutoff, forward active, and
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reverse act.+v~ re~lons. The standard lZbers-Mollmodel was modified
?.oinclude rectifjcatlon effects by substituting the junction rectifica-
tion model (Figwme E-48) for each of the transistor junctions. The
modified Ebers-Moll model js shown in Figure E-51. .

8

It has been demonstrated that electronic circuit analysls programs
such as SPICE (Simulatl,onProgram with Integrated Circuit Emphasis)
can be used to predi,ctthe effects of RFI upon bipolar digital IC’S
such as 7400 HAND gates [E-21]. TIM modified Ebers-Hell model is sub-
stituted for the transistor in which RF is injected. TM procedures
for using this as an external model in the simulation program SPICE
is described in Reference [E-21]. No change In an existing SPICE computer
code is required. These procedures Here applied to determine the EM
susceptibility of a 7400 NAND gate with both inputs%igh when RF power
was injected tnto its output (the most susceptible case). The simula- .
tjons used standard,SPICE models for all components in the 7400 NAND
@te, except for the output transistor. The output transistor, into
wk.ichRF was injected, was modeled using the modified Ebers-F4011model.

r-hI ic

‘DC 1

*

1,iR ,

I iF

I‘DEI “

F@um E-51. Mified Ebers-?lollfor a IiwMistor
Under RF Influence. [E-is]

.

--

I

I
I
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The EM susceptibility of three types of NAND gates.uas investi-
gated. Experimentally determined values were used for the RF-inducecl
Parameters in the modified Ebers-Moll model. The SPICE simulations
~dicated that the low-power 74LO0 series NAND gates are the ❑ost susc-
eptible and that the hi~h.speed 74H()() series are the least susceptible.
Variations in, fanout cause le55 than a z dB variation in the incident
RF power required to cause Varjous threshold levels to be exceeded.
All three types of 74OO NAND gates will malftmction in most circuit
applications at injected RF power levels I.nthe 6 to 16-dBrnrange.

A worst-case analysis was also undertaken in.which the impedance,
RGEN, of the ‘fheveninequivalent RF source was varied in a systematic!
manner [E-21]. This procedure is especially useful when the RGEN value
is not known apriori. Values for the RF power, PINC, in the range
-4 to +4 dBm caused the three selected EM susceptibility threshold
levels to be exceeded. For the special ease RGEN= 50 , the slmulatjon
results and exper~ental results agreed within 4 dB. The.predicted
results are more conservative than the experimental results, which
is desirable in a worst-case analysis. The close agreement for the
50 case increases the confidence with which these procedures can be
extended to the more general case where RGEN is not 50 .

Other computer codes, such as NCAP (Nonlinear Circuit Analysis
Program), have been developed and may prove useful in interference
modeling. Examples of NCAP applications include an accurate predictj,on
of RFI effects in an AF JFET preamplifier and a prediction of RFI eff’ects
in a bipolar linear IC broadband amplifier [E-22], although the accuracy
appears to fall off at frequencies greater than fT/2 [E-23]. For a

more detailed discussj.onon these procedures, see the referenced material.

40.3 MEASUREMENTS.Susceptibility measurements are made by conduc-
tively coupling the RF energy to the device under test. Provisions
are made for establishing realistic bias levels as well as monitoring
the dev~.ce’soperating parameters. Device response is measured as
a function of the absorbed RF power,using predetermjneclchanges in
device operating parameters as susceptibilitycriteria., The validity
of the technique rests upon the principle of the conservat~on of power.

40.3.1 DISCRETE CO~ONENT SUSC’EPTIBILITXTESTS. Susceptibility data
on discrete components (diodes and transistors) is extremely limited
and independent measurements can be a cost-effectivemeans of obtaining
the necessary data. The basic measurement technique for discrete compon-
ents is shown schematicallyin Figure E-52. The arrangement shown
is typical, but many variations are possible. The device being tested
is mounted in a commercial 50-ohm test fixture which matches the charac-
teristic Impedance of the transmission line. Directional oouplers
are used to sample the incident! reflected,and transmitted microwave
powers which are then measured with suitable instrumentation (e.g.,
power”meters or crystal detectors). The couplers and the power ❑easuring
Instruments are carefully calibrated. The device is biased through
networks designed to decouple the RF from the bias sources and monitoring
instrumentation. For non-critical continuous wave measurements, the “- .
bias network may consist simply of a resistor or RF choke. Commercial
bias networks are available with limited passbands for biasing signals.
Bias networks can be designed to combine video and ❑icrowave signals

I
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T

Figurw W52* &?tMEatiC f)i~ Of ~81C SuscetptlbiMty.Hwnmmamt
Setup for Discrete Ikwicm. [E-31

while allowing independentadjustment with excellentisolation (F$gure
E-53), The microwave arm is essentiallya high pam filter with a
cutoff frequencynear 100 MHz. The video arm offers eXCe~lent isolation.
from RF (low pass characteristic)while having a fagt rlsetime capability
[E-24].

The operation of the device undar teat 1s monit&d tlkw$h
the low-frequency arm of the bias network while the interferences+tlmu-
Ius is Injected. Taking samples of the incident,reflected,and trans-
mitted power, and using the calibration fhctor~ for couplers, b$as
networks,and detectors permit a determinationof the power absorbed
by the device.

.

40.3.2 XUISGRATED Cream SECEFTIBMJY’T TIBTS. A relatively large
amount of informationand data on the susceptibilityof electronic
componentshave been devoted towards integratedcircuits. The equipment
requiredto obtain this data was very complex and extremely expensiye.

E-69



.

IVIDEO

L

SIGNAL

~ “IDE* ,

MICROWAVE MICROWAVE
SIGNAL S! GfiAL

ROD

8
CENTER CONDUCTOR

Ivgure E-53.

For example, the construction

!RicrouaveBias Unit.

of several different
required to accommodateeach package style [E-13].

2% TURN W[DEBAND
FERRITE CHOKE

UG-28 A/U
TYPE N TEE

DIELECTRIC

[E-13]

test fixtureswas
Also, for a typical

IC under test, the number of pins involved necessitates a large quantity
of instrumentationand biasing circuitrywhile simultaneouslyincreasing
the demand for test and measurementaccuracy. These factorsall contribute
to substant~.alexpense with the possib~lity of unreliabletest results.
Thus, it does not appear at the present time that such measurement
activity is a cost-effective means of obtainingsusceptibilitydata
for jnteg~atedcircuits.
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APPmJx F

10* IMTROIWcrIw. The EMR hardness criter%a for a system are estab-
lished by the differencesbetween the maximum EMR environmentlevels
the system will be exposed to in the performanceof its intendedmis-
sions and the susceptibi~itylevels of the system’smost sensitive
subsystemsand circuitry. A comparison of the maximum E&lRenvironment
level and the susceptibilitylevel of the most sensitiveaubsyatem
at any given frequencydefines the minimum system ~ hardness required
at that frequency. The accuracy with which the system R4R hardness re-
quirements can be defined at any point in the life cycle of a systemsLs
dependent on how accurately the EMR environment levelsand the subsystem
susceptibilitylevels can be defined at that point tn time.

20 ● CQNCBPTUALPHASES. ln most cases, the EMR hardness criteria
establishedin the early conceptualphases of a systemwill be Fough
approximationsdue to the limited input informationavailableto ac-
curately define the EMR environment levels and subsystem susceptibility
levels. In particular,the definition of subsystem susceptibility
levels will be difficult during these early stages of system develop-
ment since neither the subsystemhardware nor the specificationswill
be available. It will probably be necessary to assume some typical
susceptibilitylevels based on the informationprovidedin Appendix”E.

Even though the EMR hardness criteria are rough approximations,
this informationwill be extremelyuseful in the early phases of a
system development in defining the feasibilityof approaches,estimat-
ing the magnitude of the El+Rhardness program, identiQing the risks
and developmentinvolved in satisfying the EblRhardness requirements,
and establishingschedulesand budgets for implementingan EHR hardness
progra~.

30. FUILSCALE DEVBMPMENT PHASE. It is extremelyimportantthat
a complete,accurate EMR environmentforecast be includedin the RFP
for the full-scaledevelopmentphase. This forecastmust convey to
the bidders the EMR environmenth which the system must operate.
This forecast should also be used by the selected contractorto.estab-
lish the system EMR hardnesscriteria. After the system designers
have selected the subsystemsand developed the specifications,“the
susceptibilitylevels of the most sensitive and most critical subsys-
tems should be defined. A comparisonof these susceptibilitylevels
with the EMR environment forecastwill yield the.mti$mumsystem.Et4R
hardness requirements. If alternate subsystem approachesare feasible,
trade-aff studies should be performed to determine the impact pf the
alternateapproacheson system EMR hardness criteria. The hardness
criteriashould be updated as hardware is developed and susceptibility
test data become available.

.
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40. S- SU~~~’fy~ILIfl ASS~. The ~ystem test
organi.zat~onhas the ~es~nsibilitY for establishingthe EMR hardness
testing and evaluation criteria. A Type 111 EMR environment forecast
should be used to define the frequencies,power levels, and modulation
characteristic for the ~gtem susceptibilitytests. This forecast
should also be used to define thelmissionprofiles for use in the vul-
nerabilityassessments.

)
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‘) APPEMDI% G -

12GIHARDNESSDESIGN PRACTICBS

10* IImmrluc?mti● To assure’thata system.is not adversely affected
by its operational environment,it is imperative that ~ hardening
considerationsbe an integral part of the system design cycle. Given
a definitionof the EMR environment,the system designer mat dete”rmi.ne

-s

the EM energy coupled to the system and the susceptibll$tyof the system
to this energy. If the EMR environmentis a threat to system operation,
the designer must harden the system by reducing the coupling of energy,
reducing the system response to the coupled ener~y, or botki.

This appgndix documents design practicesa designer maY employ
to harden a system. Section 20 presentsa hardening methodologywhich”
defines the major tasks of a hardeningdesign program, and Section
30 identifieshardening techniquesand devices for minimizing EMR effects.
Einphat!lsis given to hardening practices for ayatema containingsolid
state devices~ for EMR effects which are caused by out-of-bandfrequen-
cies, and for EMR environmentscoveringa frequencyrange from 1 MHz
to 100 GHz.

20. HARD13MxlmlmEoIN)LmY.

20.1 OVERALLKARDRNIJUJPROCESS* A well organized E14Rhardening design
.

approach should be used by the system designer to ensure that the har-
,} dening of an air launched ordnance system is accomplishedin a cost

effectivenwmer. Figure G-1 illustratesa methodologythat “thesystem
designer may follow in the system hardening process. The inputs required
from the program manager to initiate the process are definitionsof’
the operationalenvironmentand the functionaland tactical requirements
of the system. (liventhese inputs, the system designer should formulate
a system design concept and employ data, analyses, and measurements
to determine if the design concept is susceptibleto the specified
environment. The susceptibilityassessmentwill require a determination
of environment-to-systemcouplingand system susceptibilityto the
coupled signals. Methods for determiningsystem susceptibilityand
environment-to-systemcoupling are discussed in AppendicesC and E.

Based on the results of the susceptibilityassessment,the system
designer should define the system hardening requirementand proceed
with a hardening design which will preclude system susceptibility.
The designer should utilize documenteddesign data and techniques,
analyseg, and measurementsas necessary during the design process to
achieve the required hardening level. Specific steps should be taken
ta thoroughlydocument all aspects af the design, including the design
approach, the hardening techniquesand devices employed,and the analyses
and measurementsperformed to substantiatethe degree of hardening
incorporatedat the device, circuit, or subsystems <leve~s. sufficient
informationand data should be included to verify that the design approach
will satisfy the averall system hardening requirementand preclude

) the susceptibilityaf the system to the specified environment.
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The program manager’s review of the documentedhardening design
may lead to a decision requiring add~tional systemhardening or addi-
tional verificationof the design. Approvalof the hardening design
would lead to system tests of’a prototype system and prototype accep-
tance if the test results proved satisfactory. Unsatisfactoryresults
could lead to a design review by the program managerand EMCAB and
a repeat of the hardeningdes%gn cycle. This rwv$eu could also tnclude
tradeoff analyaes to asses~ the cost eft”ectkvenessof alternate approaches.

20.2 sBLEC’fmG TE61iA.RDEH’qo APPROACH.

20.2.1 LaYEluIoEA.RDmIm C0m3PT. When a system IS exposed to an
EMR environment,EM energy is coupled to Internalsystem components
by a series of paths beginning at the outer enchmure of the s!YW%@.
The EM energy first couples to the outer enclosureand sets up skin
currents and charge densities. The9e cur?wmtsand charge densities

excite enclosure apertures,allowlng the ener$y to penetrate to the
interiorof the enclosurewhere It can couple to Internalwiring and
cables which are connected to sensitive circuitsor components. The
concept of layeredhardening ia to Interrupt these coupling paths via
successive layers of’hardening. The outer enclosureis first hardened
to reduce energy penetrationand thus reduce internalfields. Next,
cables and wiring are hardened to reduce internalfield-to-cablecoupling.
Finally, sensitive subsystems,circuits,and componentsare hardened.

Layered hardening 1s a cost effectiveapproachto.system hardening
because it takes advantage of the intrinsicshialdingof the system “
and 3ubsystem enclosures. Also, the applicationof hardening in layers
reduces the possfbtlttyof overly stringenthardeningrequirements
on individual subsystemsor circuits. As the Isolationof each layer
3s Improved, the level of hardening required for the remaining layers
is reduced.

20.2.2 ENCLOSURE SiARD13NING.As stated above, the EM environment
first couples to the system exterior to produce skin currents and charge
densities. These currents and cha~ge densitiesin turn excite polnts-
of-entv (POE) to provide leakage of EM energy into the system. A
first step in system hardening ia to reduce the couplingthrough the
POE’S. The POE’S are baaically of two types: (a) %ntennas (deliberate
and Inadvertent);and (b).apertures. Aperturesare inadvertentPOE*S
3n the sense that they are not Intentionalcollectorsof EMenergy.
Antennas can efther be deliberate (real) or inadvertent(virtual).
As an example, the detector in a missile is a @eliberateantenna.
A canan.1on a missile ~s an inadvertentblade antenna. One effective
means of closing apertures in a system exterior ts shielding. Exterior
shf’eldinglcan heat be accomplishedin the initialdesign phases of
the system where requiredapertures chn be kept to a minimum. For
those aperture$ which are required for system operationand cannot
be removed, measures must be taken to mcloae” points-of-entryof incident
energy.

20.2.2.~ SEE~R - ~ CY’fKER~UIRED OPENXNGS. Often it is nec-
essar::TO provide-shieldjng ever required openingssuch as seeker domes.
The al.;ernativesavailable are the use of screeningmaterial or conductive
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glass; the u3e of ~~nductlve ~skets around canard drive entry ports;
and minimizing the ~lze of openings.

(4) In the case”’of~thl~lf~lmshields,.’theeffectiveness”’of~ke shield’
is fairly constant f~r.material thicknessesbelowA/4,”andibbreages
markedly above that thickness.

.20.2.2.2,REDUCI~ COUP- FRO?’ANTENNAS.As Statedabove, system “
antennasfroma protectionpoint“ofview are of two types: deliberate
and inadvertent. “These”two generic classes mustbetreated in different
manners. A deliberateantema”’isrequired for-systemoperationand “
therefore cannot be removedi” Filtering kechnlquesmust be used here
to prevent undesired EM ‘ener~ from being ’transmittedto the system
interior. The coupling”path from an inadvertentantenna, on the other ,
hand, can be totallyinterruptedby the use of isolationtechniques.
For example, a ❑issile canard could be connectedto its mechanical
drive mechanism by non-conductive devices instead of.goodconducting
metallic rods which carry the EM energy to the systemInterior. As
❑entioned previously, the associated aperture for allowing connection
to the canard mugt be kept ag small as possible. Also,conductive
gasketsare availablefor closing the annular apertures around.the
necessary penetration for the canard drive mechanism.

20.2.3 CABLE EARDENING. After the POE’s in the system exterior are
closed to the extent possible,the next layerof hardeningis applied
to interiorcablesand wiring. The couplingof energyto cablesand
wiring can be reduced“byshieldingand by the selectionof cable types
(fiberoptics,twistedpair,etc.)which minimizepickup. Cable hardening
can also be accomplished through the appropriate use of filtering to
prevent coupled energy from being conducted into sensitivesubsystems
and.componentg.Detaileddesign techniques for cablehardeningare” ~~
presented in-Sect50n”30; ‘“ ,...:, :.,,,,$.-....:.“><.: : ,“

. . :-.. ... .-::-?.- ...1...} ... . -

20.2.4 SUBSYSTR4 HARDENING. The final layer of hardening is applied
at the subsystem level. Subsystem hardening can be accomplishedthrough
the applicationof numeroushardeningtechniquestid devices. A properly
filtered subsystem enclosure can be employed to prevent the coupling
of energy to subsystem circuits and components. Circuitgand components
can be hardenedthroughthe selectionof componentsor circuitdesigns
which reduce the effects of injected EM energy. Subsystem designg

G-4



!!IL-HD3K-335(USAF)
15 JMWULRY 1981

I
I

I

1

t

I

., can be employed which discriminateagainst arbitrary inputs or circum-
vent the effects of injected energy through appropriatelogic clrCUitry.
Detailed informationon subsystemhardening techniquesis given in
Section 30.

20.3 APPLICATIOilOF HARDEM~G DESIGN ~HNIQUES. After the hardening
approach has been defined, the designer should.proceedto the detailed
hardening design task. This task includes the s@ection of specific
‘designtechniquesand applicablecomponents (circuits,filters,gaskets,
cables, connectors, etc.). In addition, the designer must speciQ
how the design techniquesand componentsare to be incorporatedinto
the system to assure the integrityof the $yatem.

20.4 DESK!d TRADEOFFS. Dedgn tradeoff%may be necessary to ensure
compatibilityor resolve conflicts between the finctlonalrequirements
and the hardening requirementsof an air launchedordnance system.
Also, tradeoffs may be necessary to achieve a cost-effectivehardening
design. Such tradeoffs should be directed to design techniqueswhich
will permit compatibilityof functionaland hardening requirements
to be realized. Examples of such technlqueaare:

a.

b.

\
I

c.

d.

e.

Selection of system operationalsignal levels as high as
practical commensuratewith device and circuit requirements.

Selection of interconnectingwiring and cablln$ techniques
which provide the best rejection of normal mode and common
mode energy transfer. . ,

We of fiber optic guides versus conventionalshk>ded cable.

Use of rigid or flexiblesolid shielding versu~’singleor
double insulated metallic braid.

Multiple utilizationof load bearing $t.ructures”suchas air
frames, cable raceways,and conduit to satisfy both functional
and h,arden%ngrequirementsat relatively IOM cost.

We of enclosure shleld%ngand cable filteringvemus Internal
cable and circuit hardening.

Any tradeoffs which involve a change ig flmctional,hardening,
or cost objectives are subject to the review and approval of the program”
manager. The course of action for the resolutionof conflictsbetween
hardeningrequirementsand other system requMwmts@ll depend upon
such factorsas:

a. The impact of the tradeoff on system susceptibility and system
functionalperformance.

b. The number of equipments, subsystems, and systems involved.

c. The impac: on program cost and schedule.
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20.5 EANBENIHG VERIFICATI~. Testing of a complete prototype system

is necessary to validate a hardening design which incorporates a combina-
tion of hardening techniques.

.
However, prior to.full system tests,

the system designer can verify, with reasonableassurance, that his
hardening design 19 sufficient to assure the satisfactory operation
of the system in its operationalenvironment.The hardeningdesign
can be verified throughthe use of data,analysis,or ❑easurements,
or a combination of these three approaches. The ❑ost efficient approach

to verifying the hardening design i% to determinethe effectiveness
of the individual hardening’techniques utilized in the overall design
as the system design progresses. For example; the shielding effective-
ness of the system or subgystem enclosures can be ~asured while the
system circuitry is still under development, and anY design changes
required to realize the desired shielding can be incorporated into
the enclosure with minimum effect on other design efforts. Also, COUlpO-

nent or circuit hardening can be accomplished Independent of enclosure
design efforts. Whatever approach is employed, a reliable estimate
of the overall system hardness can be obtained simPIY by adding the
level of hardening achieved at each system layer. If the estimate
of system hardness determined in this mmner exceeds the design require-
❑ent, the systemdesigner can be reasonably confident that the system
tests will be satisfactory. &inesticmatewhich falls below the design
requirement is an indication that additional hardening iS required.

Once the hardening design is verified, a complete documentation
of the design should be submitted for the reviewand approvalof the
programmanagerand the EMCAB. The documentation should describe in
detail the hardening techniques and devices employed, the app?oach
used in verifying the design, and supporting data which substantiate
that the design requirements have been ❑et.

I 30. HARDENING TECHhXQUES AND DEVICES.

I 30.1 SHIELDING.

30.1.1 INTRODUCTION. Shieldingis the most obviousmethod,and in
most cases the most cost effectivemethod,for protectingthe circuits
of a system from the EM environment. Shielding has two main purposes:
(1) to prevent.radiated EM energy from entering a specificregion;
and (2) to keep radiatedEM energyconfinedwithina specificregion.
Thus, shieldingis essentiallya decouplingmechanismused to reduce
the radiated interactions beween systems or between portions of a given
system. Here, the primary emphasis ig on shielding the interior of
a system from the external environment. This can be accomplished by
❑inimizing the apertures in the system and subsystem enclosures to
approximate a continuous metallic enclosure. The greatest shielding “
effectiveness is provided by a completely closed enclosure with no
apertures. However, in practice thfs Is seldom achieved since some
apertures are usually necessaryto meet systemfunctionalrequirements.
Thus,compromisesin shieldingeffectivenessmust be acceptedand measures
taken to minimize environmental coupling through those POE’s which
are required for system operation and cannot be removed.

G-6
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The shielding effectivenessof ap equipment or subassembly enclo-
sure is a complex function of a number of parameters;the most notable
of these being the frequencyand lmPedanceof the impingingwave, the
intrinsiccharacteristicsof the shieldingmaterials,and the number
and shapes of shield discontinuities. The bibliographyat the end
of this sectjon identifiessources for the theoreticalaspects of shielding,
as well as detailed engineeringde91@n techniques. The material wMch
follows is primarily an overview of good design practlcea rather than
detailed desi.fm~nformati.”on.

30.1.2 SHXELDING MATERIAM.

30.1.2.1 SOLID HA’fBR141S.Interferencesignal attenuation.bya soMd
shield is due to two distinct effects: (1) reflectionof the interfer- .
ence wave at the air-metal boundary as the wave strikes the metal surface,
and reflectionat the metal-air boundaryas the interferencewave emerges
?roc the metal shield; and (2) absorptionof the interferencewave
in passing through the metal shield between the two boundaries. me
first loss is generally called Reflection Loss and the second %s called
Penetrationor AbsorptionLoss.- The combined loss due to these two
effects is the shielding effectivenessof the shield.

It is convenient to.separate the tnitial reflections from both
su~faces of the shield from subsequentreflectionsthat may take phce
at these surfaces. These effects are called the Single Reflection
LOSS and Multiple ReflectionCorrectionTerm, respectively. Under .
circumstanceswhere the absorption loss is greater than about 15 dB,
the multiple reflection term can be ignored.

Using transmjssjonline theory, the ShieldingEffectiveness,
S, of solid shfeldlngmaterials is defined as:

s= A + R+ B, (G-1)

where:

A = Penetrationor AbsorptionLoss by the material, in .dB,

I-!=Single Reflection Loss from both surfacesof the sheet,
in dB, and

B = Multiple ReflectionCorrectionTerm, in dB.

Magnetic sh~eldfmg depends primarilyon absorptionlosses, since
reflection losses for magnetic fields are small for most matkrials.
Electric fields are readily stopped by metal shields because large
reflection lo~ses are easily obtatned. The penetration(absorption)
10SS, which is essentially independentof Wve Impedance,is the same
for ~lectric and magnet.$cfields.

.

?3e aborption loss, s;ngle reflectionloss, and multiple reflec-
tio~ co~r~ction t,~r~~ can be degcr~bed by relationshipsinvolving the
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shield thickness, material conductivity (gr) and permeability(pr)

relativeto copper,and frequency. For a given material, absorption
loss in dB at a specific frequency IS a linear function of material
thickness. The characteristics of the material that influence this
loss are its conductivity and permeability.

The “singlereflection loss term dependsupon the degreeof mis-
match betweenthe impedanceof the air ❑ediumand the impedanceof
the shield. The impedance of the impinging wave is given by the ratio
of its electric to magnetic field strength in spacein the vicinity
of the shield. The impedance of the shieldis a complexfunctionof

the”shleld electrical parameters, shieldthickness,and frequencyof
interest; in general, It is low for good conductivityshields and high
for shields that have high permeability.

In order that the reflected wave be as large as possible, or
that the reflection loss be high, the shielding sheet should have an
impedance that is either very much greater than the wave impedance
or very ❑uch less. ‘Inshielding against plane waves, It is more prac-
tical to establish a mismatchby using shieldmaterialhavinga very
low impedance than it is to use very high impedancematerial.

The multiple reflection correctionterm is a complexfunction
of material, dimensional, and frequency parameters. As indicated pre-
viously, the ❑ultiple reflection correction term may be neglected if
the absorption loss exceeds 15 dB. If the absorptionloss is less
than 15 dB, the correction must be determined.

30.1.2.2 NON-SOLIDMATERIALS. Leakagethroughthe openingsin metal
shieldshas been studied using transmission line theory. Based on
these”studies, the Shielding Effectiveness, S, of non-solid shielding
materials has been defined as:

s =Aa+Ra+Ba+K1+K2 +K3, (G-2)

where:

A= = The Attenuation introduced by a particulardiscontinuity,
.

in dB,

Ra = The Aperture Single Reflection Loss, In dB,

Ba = The Multiple Reflection Correction Term, ~n dB,

‘1 = A correctionterm to take intoaccountthe numberof
‘digcontinuities,

K9 = A low-frequency correction term to takeinto account

like

skin
&

depth, and

‘3
= A correction term

adjacent holes.
to take into accountcoupling,between
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The first three terms in Equation.G-2 generally correspond
to the three terms of Equation6-1, whtle the last three terms encom-
pass other factors that need not be consideredfor golid sheets. The
number of discontinuitiescorrectionterm, K,, fs employed when the

source is located a large distance from the shield relative to the
aperture spacing in the shield. This term-can be ignored for sources
close to the shield. The skin depth correctionterm, K2, serves to

reduce shielding effectlvenegsat low frequencies,when the skin depth
becomes comparable to the screenir@wire diameter or dimension between
aperturea.

The adjacent hole coupling correction term, K3, accounts for

the fact that shielding efficiencyis higher than expected when apertures
in a shield are closely spaced and the depth of the operi%ngsare small
compared to the aperture width. This is interpreteda3 the result
of coupling between adjacent holes, and becomes Important for small
openings. Non-solid material shieldinganalysis is moat appropriate
for single discontinuitiesor for Identical and uniformly spaced aper-
tures (suctias screens or perforatedsheets),but can be extended to
somewhatmore complex configurationsas well.

30.103 SEIELDEDEHCLOSUREDESIGN. -

30.1.3.1 GERBRALCDNSUHHIATIOHS. In the design of a shielded enclo-
sure to provide a specified shielding effectiveness over a particular
frequencyrange,,the designer has a number of options available to
him, and he is required to make a multitudeof decisions concerned
with the selection of shieldingmaterials, fabricationtechniques,
cable and connector types, gasket types, etc. The informationin the
followingsections is intended to aid the desi~er in mak’ingthese
decisions. .

When much or the usefulnessof shielding is due to reflection
loss, two or more layersof metal, separatedby dielectric mteriala
and y%eldin8 multiple reflections,will provide Ureater shielding than
the same amount of metal in a single sheet. The separation of the
two layers of metal is necessary to provide for the additional discon-
tinuous surfaces.

Thin shielding utilizingcoatingsand thin-film shields hsve
been employed in a variety of ways, ranging froticaetallizedcomponent
packaging for protectionagainst Rf fields dur:ng shlpplng and storing,
to conductive.glass,to vacuum depositedshields for microelectronics
applications. Since future integrated circuit packages may include
thin solid shields, some comments regarding such sh$elds are considered
appropriate.

Thin shielding is loosely defined as shields whose thickness
is less than 1/4 wavelength at the propagationvelocity of the shield
material. Solid shielding theory is applicable to thin-film shields.
For shields much thinner than A/h, the AbsorptionLoss Is very small,
but the tlulttpleReflectionCorrectionTerm is fairly large!and negative,
thus offsettinga po?tion of the Single ReflectionLoss. The implication

6-9
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of the negative term is that the various reflections have additive
phase relationships, and thus reduce the effectiveness of the shield.
The shield effectiveness ia essentially independent of frequency.

When the shield thickness exceeds A/~, the Multiple Reflection
Term becomes negligible,and there is no offsettingeffect to the other
losses. Thus, the material sh~.eldlngeffectivenessincreases,and
is frequencydependent. !

Table G-1 provides representative calculations of the shieldlng
effectiveness of thin-film copper for different thicknesses and frequen-
cies. One-quarter wavelength in copper is approximately 32500 A (3.25

-4
x 10 centimeters) at 1 GHz,and it can be seen that shield effective-
ness changes significantlyabove this thickness.

There are many applicationsin which the shield cannot be made
of a solid material hut must be made of a transparent or perforated
material. Examples of these are covers for meters and gauges,which
must be read through the shield, and apertures for ventilationor circuit
ad.lustment.Woven materials such as wire mesh can be used over.instru-
ments and perforated materials or honeycomb panels can be used for
ventilationor where clrcult adjustment capabilitiesare required.

For perforated sheets, the fewer and smaller the holes the better
the shieldingeffectiveness. For woven wire mesh, the larger the wire
size and the greater the density, or w~res per square inch, the better ,
the shielding effectiveness. Table G-2 shows the measured shielding
effectiveness of two common tvpes of woven wire mesh for radiated fields.

TABLE G-1

CALCULATEDVALUES OP COPPER THIN-FILHSHI~ING
EFFECTIVENESSAGAINST PLANE-WAVE~ERGY

Shield Thickness

Frequency

AbsorptionLoss, A

Single Reflection
Loss, R

Multiple Reflection
CorrectionTerm, B

Shielding
Effectiveness,S

1050 A

MHz 1 GHz

.014 .44

109 79

-47 -17

62 62

12500 A
I

~

1 MHz 1 GHz

.16 5.2

109 79

-26 -.6

83 84

21960 A

1 MHz 1 GHz

.29 9.2

109 79

-21 “ .6

88 90

219600 A

,,

1 MHz 1 GHz

2.9 92

109 79

-3.5 0

108 171
)
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Prequency
(HHz)

TABLE G-2”

WIRE MESH: RADLATEDFIELD ATTENUATIONVS. FREQUENCY

\

!’

0.01
0.03
0.06
0.1
0.3
0.6
1
3
6

10
30
60

100
300
6(IC)

1,000
3,000
6,000

10,000

Copp”er

18 X 18 22 x 22
(Wires/in2) {Wireslinz) “

Attenuation (dB)

.

103.6 109.1
104.7 110.2
105.4 110.2
105.4 ‘ 113.6
105.0 110.5
103.4 ,108.9
101.3 106.8
94.5 100.0
89.3 94.8
85.1 “ - 90.6
75.8 81.3
69.9 75.4
65.6 71.0
55.9 61.4
49.9 55.4
45.5 51.0
35.9 41.4
29.9 35.4
25.5 31.0

—

22 x 22 26 X 26
(klires/fnz) (Uires/inz)

Attenuation (4B) ~

137 ● 7
135.4
132.1
129.1
120.8
115.1
110.8
101.4

95.4
91.0
81.4
75.&
71.0
61.4
55.4
51.0
41.4
35.4
31*O

143.9 -
141.6
138.3
135.3
127.0
121.3
117.0
107.6
10X.6
97.2

“ 87.6
81.6

. 77.2
67.6
61.6
57.2
47.6
41.6
37.2

The calculated shieldingeffectivenessof w~re grids as a functioq
of wire-diameter-to-wire-spacingratio is shown in Figure G-2.” The
family of curves covers the”wavelength-to-wirespacing ratio range
from 10 to 10,000. The percentage transmissionof IR and visible light
as a function of the wire-diameter-to-wire-spacing is also shown in
the figure.

.

Honeycomb panels are formed as a series of cylindrical rectangu-
lar, or hexagonal tubularopenings. Each individualopening.actsas
a waveguide-belo~~-cuto~fattenuator. The depth of the aperture deter-
mines the amount of attenuationrealized,and the diameter of the indi-
vidual openings determinesthe cutoff frequency. The shielding effec-
tiveness of a hexagonal honeycombwith 0.317-cm openingsand 1.27-cm
long is show in Table G-3. .

)

.
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IABLEG73

,1

SHIELDINGEFFE(XWNFSS OF HEXAGONALHONEYCOMB
MADE OF STEEL, WITH 0.317-CM OPENINGS, 1.27-(2!LONG

Frequency Shfeldi.ngEffectiveness

100 kHz 45 (lB.

50 MHz 51 dB

100 MHz 5? CIB

400 MHZ 56 dB

2200 MHz 47 dB “

30.1 .3.2 DESIGN PRACTICES. An ideal shielded enclosure would be
one of seamless construction with no openings or discont$nu~tiea.
However. any prat:jcalenclosurewill have seams to facilitate installing
the system circuitryjn the enclosureand will have apertures and peme-
trat~ons for vent~lationand entry of wire, cable, controls, meter
faces, etc. Since each of these discontinuitiesrepresentsa potential
c!ef?radatjon of the shielding effectivenessof the enclosure, the sekc-
tion and implementationof techniquesto provide shielding Integrity
at these interfacesare important f’actorsin the design of the shielded
enclosure. Figure G-3 illustratessome of these interfacesand proper
and improper techniques to maintain the shielding integrity at the
zpertu?es and penetrations.

In the desjm and fabricationof the basic shielded enclosure
shell, the number of seams and openings should be kept to a minimum.
Where possible, all permanent seams should be welded, brazed, or soldered
such that the joint 3s continuous. However, satfsfacoryresults may
?e ohta!ned ut~l~z~ngclosely spaced rivets or spot welding if sufficia!t
care is taken in the preparationof the mating surfacesand the instal-
lation o? the fasteningdev~ces. To ensure satisfactorybonding at
the seanz of the enclosure,the bonding design practices recommended
:5 Section 30.3 should be observed.

Considerableshielding improvementover direct metd-to-meta~
=at.ingof shields used as temporarybonds can be -obtainedusing flexible,
~esilient,electr~callyconductivegaskets placed beween shielding
surfaces to be .Ioined.Clean conduct~vemating surfacesand a good
~pessurq contact are necessary.

G-13
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Figure G-3. Typical Shielding Enclosure Dis.continuitieswit-hProper and
Improper Controls. [c-h;
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The major ~~eria~ requirementsfor RF gaskets incIude compati-
bility with the ~ttng surfaces, corrosion resbtance$ appropriate
electrical propeties, resilience (particularly when repeated compres-
sion and decompressionof the gasket is expected), mechanical wear,
and ability to form into the desired shape. On this basis, monel and
3ilver-platedbra~g are 8ene~ll,ythe preferredmaterials,with aluminum
used only for gagketing between two aluminum surfaces. Beryllium-copper
contact fingers are usually employed,with ~’-Vi3Fletyof platings avail-

able. Mumetal and Permlloy are commonly.usedwhen magnetic shielding
effectiveness is of concern.

For applications requiringmoisturelpresmre sealing as well
as RF shielding, combinationrubber-metalseals are available. These
include metal ❑esh bonded to neoprene or silicone, aluminum screen
impregnated wfth neoprene, oriented wires in silicone, conductive adhe-
sives! and sealants, and conductive rubber. The advantageand limitations
of these, a~ well as non-sealing RF gaskets, are summarized in Table
G-b.

Silver-filledsilicone rubber gaskets can be obtained in sheet,
die-cut, molded, or extruded form. Tbe most popular and most economical
of these types is the extrusion. Figure G-4 shows typical extruded
shapes and Indicates recommendeddeflectionlimits for various shapes
and sizes. Comments made above concerningthickness,shape and mounting
methods for wire mesh gaskets also apply to conductive rubber gaskets.

Shielding effectivenessof silver-filled(or silver,-plated,
copper-filled)silicones is especiallyhigh between 15 kFizand 10 GHz.
Plane wave attenuation often improves with higher closure force, espe- “
cially for die-cut gaskets. Best results are achieved with molded
or extruded cross sections held in grooves.

.

sic* tsiiir. -r
l-t- ‘ —--T- IL ‘

w “. .“

Qefkdcm o~. C)dkcl,on 1+ MJ4ction ~ Owtbaiml ~

.007-.018 .070 .006-.012 ma .001-.002 .mo ---- .200

.010-.026 ‘ .103 .006-.016 .m~ .ml-.m. .m m- .12s .2w

.013-.031. .125 .012 -.024 .131 .003- .O(M .062 .075-.250 .360

.0?4 - .03s .13s .014-.029 .156 .063- ma .m3

.016-.032 .175

Figure G-4. Gasket DeflectionLimits (in inches). [c-l] *

.
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TABLE G-4

CHARACTERISTICS OF CONDUCTIVE CASKETING MATERIALS

Ucerial Chief Advantages Chief Limitations

Compressed tiost resilient ●n-metal gask-
knltted wire kcc (lw fl~ngepressure

required).Hostpointsofcon-
Cact. Availableinvariety
of thicknesses and resil~on-
cles, and in comblrrat~on with
neoprene and silicone..

Brass or
berylllun copper
with punctured
nail holes

Crienced wires
in rubber
silicone

Aluminum screen
impregnJLed with
neoprene

Soft metals

Hecal over
rubber

Beat break-through of corros-
saion protection fll=.

Combines fluidandRF seal.
Can be effective ●gainst cor-
rosion films if ●nds of wires
,are sharp.

.

Com3ines fluld and conductive
seal. l’hinnzst gasket. Can
be cut to intricace shapes.

Cheapest in smsll sizes.

Takes advantage of the resil-
iency of rubber.

Conducive Rubber Co@bines fluid and conductive
(carbon filled) seal.

CondLccive Rubber Combines fluid and RF seal.
(sliver filled) Excellent resilience with 10V

co=preasion act. Reusable.
Available in any shape or
cross ●ectiom.

Contact. f tigers Best suited for sliding con-
tact.

Not available in
sheet (certain in-
tricate shapes
difficult totike).
tlu~cbe0.040in.
or thicker. Sub-
jcct. to compres-
sion set.

Not truly resll-
Ientor generally
reusable.

Might require wider
or thicker size g@s-
ket for same
●f f ●ct iveness.
Effect ive!!ess re-
duces with rr.echani-
cal use.

Very low resiliency
(high flange pres-
aurcrequired).

Cold flow, low
resiliency.

Foil cracks or
shifts pc.sition.
Generally low ia-
sertion loss yield-
ing poor RF
properties.

Provides moderate
insertion 10ss.

Not as effective ● e
metal in masnetic
fielde. May require
●alt spray ●nviron-
msmta: protection.

Caeily damaged.
?ff points of cm-
tecc.

G-16
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Metal mesh gaskets may be held in place by sidewall friction,
by soldering,by adheaive, or by posttloningin a slot or on a shoulder.
Soldering must be controlled carefillyto prevent Its soaking into
the gaaket and tlestroyin$gasket resiliency. Adhesives (particularly
nonconductiveadhesives) should not be applied to gasket aurf%ces a%
mate

!’rom
wire

for RF shielding purposes;auxiliary tabs ‘shouldbe used.

Typical ~asket pressures for obtainingeffecttve seals range
5-100 psi. A usual pressure Is 20 psi. Various ways In which
mesh gaskets may be used are shown in Figure G+.

In many case~, shieldingscreens introduceexcessive air resis-
tance and aornetimesgreater shieldingeffectivenessmay be needed tham
they can provide. In wch casez, openings may be covered with specfally
designed ventilation panels (such as honeycomb) with openings that
operate on the wavegulde-below-cutoffprinciple. Uoneycontb-typewmtX-
latlon panels jn place of screening:

.

[a) Allow higher attenuation than can be obtainedwith mesh scre@n5.ng
over a specified frequencyrange,

(b) Allow more air to flow without pressure drop for the same Uiatme%er
opening,

(c) Cannot be damaged as easily as the mesh screen, an! are therefe=
more relfable,

(d) Are less sub.Sectto deteriorationby oxidation and exposure-

7-+/7

Figure G-5. RepresentativeApplicationsof Wtre Mesh Gaskets. (Gl]

/
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All non-solid shielding materials, such as perforated metal,

fine mesh copper screeninu, and metal honeycomb,present an impedance
to air flow. Metal honevcomb is the best of these materials because
it enables very high elect?ic ~i.eldattenuations to be obtained through

the microwave band with negligible drops in air pressure. However,
honeycomb has the disadvantagesof occupyinggreatervOIUIUeand costin,~
more than screening O? perforated metal. Also, It is often difficult
to apply honeycomb panel!ng becaupe flush mounting IS required. Thus ,
screening and perforated sheet stock sometimes find application fOr
purely physical design reasons.

Openings that must accommodatecontrol shafts may be shielded
in one of severalways. A waveguide attenuatormay be used around
the panel opening a.glong as the shaft within the guide is nonconducting.
Alternatively, the portion of the control that is behind the panel
‘may be shieldedto separate the control from the remainder of the equip-
ment, and the control leads filtered.

.,.

Often it is necessary to provide RF shielding over pilot-light
bulbs, digital display faces, meter faces, or similar devices that
must be observed by the equipment user. The alternativesavailable
Include:

(a) Use of a waveguide attenuator,

(b) Use.of screeningmaterial,

(c) Providing a’sh~eld behind the assembly of concern, and filtering
all leads to the assemblv, and

(d) Use of conductingglass.

A waveguide attenuate? 1’sa practical approach for RF shielding
of lamps. This technique has the advantage of not introducing light
transmission loss. However, it is not particularly suitable for most
meter openings or larger apertures because of the space requirements
involved.

Use of screens over meter faces and other large apertures has
often been employed for shielding purposes. A typical screen Introduces
a minimum of 15-20%.optical loss, and can create difficulties in reading
meters. If the device being shielded has a scale, bothersome zoning
patterns can result. However, these potential deficiencies are counter-
balanced by good shielding efficiencies at a fairly low cost.

Figure G-6 illustratesone method of mounting such screens when
they are not incorporateddirectly into the device to .beshielded.
The screen may be imbedded in the center of a single pane of acrylic,
or incorporatedinto a glass sandwich. It shouldbe tinned or otherwise
bonded around its periphery to achieve good mating to the metallic
plate. A variety of screen materials are available. Slight variations
in the dimensions of the mesh openings are made to reduce the meter-
reading and zoning problems.

G-18
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A . REMOVE PAINT, ETC.
~oL

KET

.E

0’
,/”

\

C-&PER SCREEN (TINNED A’f

\

EDGES TO PREVENT FRAVING)
METALLIC PLATE (FILMS REMOVED
FROM INSIDE SURFACE)

G-b . Method of Mounting Wire Screen

Two approaches can be employed when
approachesare shown in Figure C-7.

Over a Large Aperture. [~1~

shieldinga molterassembly. “
One method, when the meter

i~volved-isessentiallyan off-the-shelfItem, ia to build a supplemen-
tary enclosureand to pass Me meter leads through feed-throughcapaci-
tors or other appropriate filters to ellm$nate!interferencethat may
have been picked up through the meter face. The other method is to
p~~cu?e a meter whose back can be used in place of a supplementary
s~~eld, and one which Incorporatesthe necessary lead Cilterlng. In
either case, it %s assumed that external fieldswill not cause adverse
effects to the operation of the meter itself. Glass coating with cm- .

ducting material such as silver can provide shieldingacross vlewtng
su~faces with some loss in.light transmission. Conductiveglass is
commerciallyavailable from a number of glass manufacturers.,

30.I.U CABLEARD~R S$lIELDI#C.

30.1.4.1 TYPEsoFSlllBLDED~. Unshielded and unfiltered conduc-
tors-whichare exposed to the interferenceenvironmentand penetrate
the shtelded enclosuremay completelynkgate the shielding effectiveness
of the enclosure. Therefore, it Is necessaryto shield and/or filter.
zLI conductorswhich penet?ate the shieldedenclosure.

G-19
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ERK!&?h7-

WIRE-MESH GASKET

GLASS
FACE

T

tF40N-EMI PROOF
METER C~E -+

SHIELO

‘ %

<

PANEL

WIRE-MESH

CONDUCT IV E

EMI PROOF
METER CASE

PANEL

WIRE-MESH

Figure G?. Meter Shielding Techniques. [G-6]
.

in cable makeup and lightness in weight. However, it must be remembered
that for radiated fields, the shieldingeffectivenessof woven or braided
materials decreases with increasingfrequencyand the shieldingeffec-
tiveness i~creaseswith the density of the weave.

conduit, either solid or flexible, may also be used to shield
system cables and wiring from the RF environment. The shieldingeffec-
tiveness of solid conduit is the same, for RF purposes, as that of
a solid sheet of the same thickness and material. Linked armor or
flexible conduit may provide effective shielding at Iotierfrequencies,
but at higher frequencies the openings between Individual links can
take on slot-antenra characteristics, seriously degrading the shielding
effectiveness . If linked armor conduit is required, all internal wiring
should be indjvidual:y shielded. Degradation of shielding conduit
?s usually not because of insufficient shielding properties of the
cmduit material but rather the result of discontinuities in the cable.
These discontinuities usually result from splicing or improper termina-
tion of the shield. .“

The principal types of shielded cables that are availableinclude
shielded single w:re. shielded multiconductor, shielded twisted pair,
and coaxial. Cables are also available, in both single and multiple
shields in many different forms and with a variety of physical charac-
teristics.

D~t~ on the ~hie~ding

available. The lack of data
js no standardized p?ocedure
a l?rge numbe” of parameters

effectiveness of cables is not readily
is primarily due to the fact that there
for collectingsuch information,and because
(some of them external to the cable itself)

influence the par:ic’ular performance of a
lnr]ude te~mimst~on----- impedances, impinging
cable length relative to the interference
connectors emplove:, ?lexing requirement,

G-20
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KIL-KOBK-335(USAF)
15 JANUARY1981

)

The general characteristics of four classes of 9h5elded cables
“’e?tifi.ed In Table G-5.are -A . The classes Include rigid andflexlble

eon#.~+----, foil-wrappedcable, and braided shielded cable. As indicated
prev:z2s1Y, s+hleldin$effecti~enessfn most cabling applications is
depezdent on the percentagecoverage of the’cableprovided by the shield.

ye”. 4.2 ~lEIJ) TmHATI(MS. If.the effectivenessof a shield is
to be maintained, the cable shield mst be properly terminated. In
an otherwise adequatelyshielded sygtem, RF currents that are conducted
along shields can be coupled to the system wiring from the point of
an improper cable termination. This is a particularlyimportant consid- “
eratlon in the case of cable exposed to high power RF fields.

In a p~operly terminatedshield, the entire periphery of the “
skielt js grounded to a low Impedance reference,minimizingany RF
potez:ials at the surface of the termination. Solder 1s undesirable
in terminating RF coaxial cables because: (1) too much.solder increases
the center Conductor diameter, thus increasingshunt capacitance; and
(2) tao little solder decreases the current path, thus increasingseries
inductance. SpecificationMIL-E-U5782Brecommendsagainst use of soldering
to terminate shields because of the danger of damaging conductor insulation,
and suggests a variety of terminationmethods, all involving crimping
operz:ic~s. A frequentlywed method of

in ~~~xe G-8. In this arrangement,the
that :: extends over the rear portion of
ring :s slid into place over the sleeve.
to c?icp the cr~mp ring onto the sleeve.

shield terminationis illustrated
cable shield - flared so
the sleeve, and the crimp
A crtmping tool,is then used

TABLE G-5

COMPARISONOF SHIELDED-CABLES .

Copper FlexibIe
Braid Foil Conduit Coodui t

Shield Effectiveness Good Excellent] Excellent
(audit frequency) .“

ShieltiEffectiveness Good Excellent Excellent Poor
(radio frequency) . .

Normal Z of Coverage 6Q-95X 100% 100% 90-972

Fatigue Life Good Fair Poor Fair

Tensile Strength Excellent Poor “ Excellent Fair

1-y lcse its effectiveness when flexed.

.
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An alternative to crimping is shown in” Figure G-9. The shield )
is placed through the ground ring and flared over and around the ring,
and may be secured to the ring with a spot tie (see detail in Figure
G-9). The ground ring is then slid into the rear of the sleeve,which
has a tapered base. Tightening the cable clamp onto the end of the
sleeve assures positive 360° grounding of the shield, and provides
a strain relief for the cable.

The use of silver epoxy or other synthetic conducting material
has been found to be unacceptablefor shield bonding because of iack
of mechanicalstrength necessary for this application.

Figure G-10 illustrates the type of connector that should be
used when a shtelded cable assembly contains individualshieldedwires.
The practiceof pigtatling these shields and connectingthem to one
of the pins is not recommended. The individualshields should be con-
nected to coaxial.pins specificallyadapted for this purpose,with
the shieldsof the mating surfacesmaking contact before the pins.

RF arcing problems can occur in a shield that is adequateat
audio frequencies. Induced RF currents can be conductedalong cable
shields and coupled to the system wiring at points of incorrectcable
shield termination. RF potentialsat the terminationcan be minimized
by grounding the entire periphery to a low-impedancereference.

30.1.4.3 FIBER OPTICS. In recent years, there has been aslgnlfi-
cant increase in the use of fiber optics (optical waveguides) as a
replacement for conventionalcables. Fiber optics offer significant
performanceand operationaladvantagesover conventionalcables such
as wide bandwj.dths, low cost, and freedom from conventional transmission
lin,e problems such as standing waves, and the dependence of transmis-
sion loss upon frequency.

Fiber optics also offer significant advantages over conventions:.
cables in terms of their EMC/EMI properties, particularly in terms

,,of their immunity to the coupling of undesired signals. When exposed “
to a radiatedenvironment,a fiber optics link will be essentiallytran:~-
parent to signals in the environment. Hence, fiber optics offer an
attractivealternativeto the use of shieldedcables for the prevention
of signal couplinR.

Since the link is transparentto the incident EMR environment,
the coupling of undesired signals to the link (whichmight occur with
convent~.onalcables, even if well-shielded)will not be a problem.
Even thou~h the fiber optics link itself will not serve as a source
of EMR signals, the entry of the link into the subsystemsmust be appro-
priately treated to eliminate apertures through which undesired slgnal:~
might enter.
the aperture

In most cases, a wave-guide-below-cutoff-treatmentof
should be sufficientto eliminatesignal entry.

G-22
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WIRE SEAL ql~G
~cRIMP RING

Figure G-8. ShieId Teminatim Using C@win$. (Gil

.

M CLAW

m ‘\ GRWND RING

Iiiiiii* DETAIL

TERMINA?i~ FOR INDIVIDUAL .
OR OVERALL SHIELDING

Figure G9. Shield TerminationUsin$

.
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SPRING
SHIELDED - FINGERS7

*

CONDUCTOR ,.

L UNSHIELDED CONDUCTOR

I Figure G1O. Connector for Shield Within a Shield. [Gl]

30.1.5 CCMPGSITEMATERIALS. Fiber reinforced laminatesor composites
a-e increasinglybeing used for the design of system enclosures. Compo-
site materialsoffer the mechanicaladvantage of high Mrength and.
~rigiditycoupledwith significantweight savings. Thus, the use of
composite materials in place of metal for structuredesignscan improve
system performancein terms of such factors as mission range, speed,
and payload.

One area of concern which must be addressedwhen compositemater-
ials are used for the structureor frameworkof a systemiS the ghield.,
ing effectivenessof the materials. Generally,compositematerials
wI1l not provide the degree of shielding that can be obtainedwith
❑etallic structures. Thus, if system enclosures (outershell, inner
enclosures,etc.) are to be constructedusing compositematerials,
care must be taken to ensure that the required system hardeningis
not compromised.

Dependingupon the system hardening requirement,the use of
composite rather than metallic material for structureor enclosure
cxstruction may impose more stringent hardening requirementson compo-
nents, circuitry,or subsystemswhich are internalto the enclosure. If
the external enclosuredoes not provide sufficientshieldingto protect
internalcomponentsand circuits from the EMR environment,then inter-
nal metallic shields around these componentsand circuitsand/or other
internalhardeningtechniqueswill be required. The capabilityfor
zshieving the required hardening under this approachss well as possible
ccst penalties involvedmust be weighed against the performanceadvanta-
ges”gained through the use of composites.

The state-of-the-artof the EM propertiesof compositematerials
~~ qu~te Iimit.edoAlthough investigationsof these propertiesare
ucde?way by variousmilitary and industrialorganizations,well+ocumented
design informationis not yet available for use in evaluatingthe appli-
cation of compositematerials from an EMR hardness viewpoint. Until
f~~:gn data on compositesbecomes available and is reducedto practice,
=n::;ystem design which employs composite materialsmust be accompanied i
h.:? prograr to assess the EM impact of the design. ReferencesC-51 , ,“

;{.-:~ghC-66 of Section 40’identifymaterial which will.behelpful ..:,
:n such a program.

G-24



HIL-HDBK-335(USAF)
15 JANUARY 198X

)
..”

)

30.1.6 SmMARY OF SKmJmG GUIDEIAIXB* The following represent
the major considerationsIn the design of an equipment shielded enclo-.
sure:

(a)

(b)

(c)

(d)

(e)

(f]

(g)

(h)

(t)

(j)

Good conductors such as copper, aluminum, and =gnesium should
be used for high-f’reqtiency,electric-fieldshields to obtain
the highest reflection Xoas.

Magnetic materials such as iron and Mumetal should be used for
low-frequency,magnetic-fieldshlelda to obtain the hi~hest
penetration 1098.

Any shielding materfal strong eno~h to support $tsel~ w$U
usually be thick enough for nhieldhg electric fields at any
frequency.

In the case of thin-filmshields,the effectivenessof the shlelcl
is fairly constant for material thicknessesbelow A/!, and in-
creases markedly above that thickness.

.

Multiple shields (for both emclosuregand cables) can provide
both h~,ghershield effectivenessand extended shielding IWx#.mmy
range. Cost comideratlons will probably be the deciding factmr
between uae of multiple shieldsand Ming other’means of achiev-
ing EM compatibility,although factors such as reduced cable
flexibilitywith double braldg may be decisive.

All open~ngs or d$scontinuitieashould be WwwH.ed”in the des$gm
process, to assure minimum reductionin shield effectiveness.
Particular attention should be paid to the selection of’ unter-
ials that are not only suitablefrom the shleldln8 standpoint,
but from the electrochemicalcorrosionviewpoint as well.

When other aspects of system design will permit, continuous
butt or lap weld seams are most desirable. The Importantconsid-
eration Is to get $ntlmatecontactbetween mating surfacesover
as much of the seam mmfaces as pomible.

Surfaces to be mated must be clean and free from nonconducting
finishes unless the bonding process postt$vely and effectively
cuts through the finish. Uhen ahieldh.gMCI finish$.ngspeclf’ic%a-
tions conf15ct, it is importantthat the finishing requirement
be modified.

The critical factors in cable shieldingak6 shield coverage
under operational cable flexingconditions,and cable shield
terminationat the connector. A minimum of 94$ shield coverage
is recommended for these applications. Shields should be periph-
erally bonded to connectorback shells‘tomaintain shield~ng
effectivenessat mating surfaces.

Conductive gaskets and spring fingers,wavegufde attenuators,
screens and louvers,and conductingglass are the m.jor devices
and mechan~s= available for maintaininge~clo$ure shield effeC-
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tiveness, Many factors in addition to shieldingcapabilities
per se, ranging from space availabilityto cost, and from air
circulationrequirementsto visibilityfactors,will affect
the particular❑ethods employed in particular situations.

30.2 FILTERIHG.

30.2.1 INTRODUCTION. In the df?signof an equipment shieldedenclo-
sure which is to protect a system’scircuits from an interferenceenvi-
ronment, it is importantthat any wire or cable which will be exposed
to the interferenceenvironmentand penetratesthe shieldedenclosure
be filtered to maintain the integrityof the shieldingeffectiveness
of the enclosure. In addition,the designer should consider including
filters in circuit designs and/or interconnectingwiring designs to
prevent interferingsignals from being conductedthrough the system
ctrcuits.

The purpose of thjs section ia to provide the designerwith
general filter informationwhich will be useful in the selectionand
applicationof filte?s for EMI hardeningpurposes. A comprehensive
discussionof filter design techniquesis consideredbeyond.the scope
of this handbook. If this type informationIs required, it is avail-
able in a number of documentslisted in the bibliographyat the end
of this section. The emphasis In this section is to make the designer
aware of the types of filteravailable,how these filtersmay be applif?d
to EMI problems,and the parameterswhich must be consideredin specify-
ing a filter for a particularapplication.

30.2.2 “FILTERTYPES AND APPLICATIWS. An electricalfiltercan be
defined as a network of lumped or distributedconstant elements (capaci-
tors, inductors”,and resistors,or their equivalent]that permits the
transmissionof signals at some frequenciesand impedes the transmis-
sion of signals at other frequencies. The passband of a filter is
the frequencyrange in which there is little or no attenuation. The
stopband ig the frequencyrange in which attenuationis desired.

Filters are divided into four basic classes accordingto the
relative positionsof the passbandsand stopbands in the frequency
spectrum. The four basic classesof filtersare low-pass,high-pass,
bandpass, and band-reject. The attenuationas a functionof frequency
for each of the classes is illustratedin Figure G-II.

A low-pass filter (illustratedin Figure G-11A) passes all fre-
quencies below its cutoff frequency(fc) and theoreticallyattenuate$

all frequenciesabove the cutoff frequency. This type filter is used
extensivelyin EMI control applications. Power line filtersare low-
pass type filterswhich pass dc or ac power frequencieswithout slgniTi-
cant power loss while attenuatingsignals above these frequencies.
In addition, low-pass
where all interference
cjes.

A high-pass fi
its cut-off frequency

filtersare used on control and signal lines
frequenciesare above the desired signal frequen-

ter (FigureG-llB) passes all frequenciesabove
and attenuatesall frequenciesbelow the cutoff . ..
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f~equency. Hig~.pass f’ilters ane used on lines where all of the inter-
ference frequenciesare lower than the desired signal frequencies.
IrIparticular,such filters are used to remove ac power line frequen-
Cit?S from signal channels.

‘\

A bandpass filter (Figure ~r-llC) passes all frequenciesbetween
a lower cutoff frequency (fcl) and an upper cutoff frequency (fc2)

and attenuatesall frequenciesbe’lowfcl and above fc2. This type

filter is used in cases where interferencefrequenciesare both lower

and higher than the desired signal frequencies.

A band-rejectfilter (Figure G-lID) attenuatesall frequencies
between a lower cutoff frequency (fcl) and an upper cutoff frequency

(fe2) and passes all frequenciesbelow fcl and above fc2. This type

filter is used where the interferenceor undesiredsignals are with5n
a restrictedfrequencyrange and the destred signal frequenciesmay
be locatedover a -considerablefrequency range both above and below.

,,the undesiredsignal band.

Filters are also classifiedaccording to the manner by which
attenuationis achieved. Reacti~e, or lossless,fjltersprovide atterlu-
ation of unwanted signals by reflectingenergy back to the source.
Absorptive,or 10SSY, filtersattenuate unwanted signalsby converting;
~hernto heat in a lossy dielecric or in a thin layer of resistance

mater~.al.

.

There are two factorswhich significantlyaffect the effective-.
ness of reactive,or reflective,type filters. These factorsbecome
extremely importantin applicationswhere the filtersare’required
to exhibit either passbandor stopband characteristicsover extremely
wide frequencyranges (for example, a low-pass interferencesuppression
filter which is requiredto,attenuate interferencefrequenciesover
the frequencyrange from 1 MHz to 18 GHz). In order for a reflective
type filter to exhibit the design or specifiedbandpassand stopband
characteristics,it is necessary that both the input and output termi-
nals of.the filter be terminatedwith the design Impedance of the
filter. It is importantto note that these matched impedanceconditions
must be satj.sfiedover the entire stopband region as well as”the pass-
band regj.onif the specifiedattenuation is to be realized. “Incases “
where the desired stopband (or passband in the case of a high-pass
or band-rejectfilter) covers several octaves or decades,of.frequency
?ang-eand extends into the microwave frequencyrange, it.isextremely
difficult (if not j.mpossjble!to maintain the matched impedancecondi-
tions (even if they are known). In addition, for some applications
such as power line filtering,the source, or input~ impedanceis prob-
ably unkno~ and may vary drasticallywith frequency. Under these
conditions,it should be realized that the performanceof the filter
will differ from the design specificat~ons. A second factor to be
consideredwith reflectivetype filters is the fact that they will
exhibit spuriousresonanceswt!ichwill degrade the stopban”dor passband
characteristicswhere the bands e,xtendover the large frequencyranges
c? several octaves. These spurious resonance’sresult from the stray,.

l-”
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or parasitfc, reactance assocjatd with lumped element filters and
from the inherent per~o~ic~t,y in tran9tni”s9ionline filters. The effects
of these spurious responses on the attenuationcharacteristicsof a
lumped element filter and a transmiss~online filter are ~Mustrated
tn Figu:es G-12 and c-13 respectively.

It fs apparent from the d~scussionsabove that the use or re~lec-
tive, or low loss, filters in applications requiringeither stopband
or pasgband characterlstjcgover very broad frequencyranges extending
into the microwave frequencyrange may result in the performanceof
the filters beln~ significantlyd$ff?went from the ‘designspecifications. .
These deviations of performancefrom design specificationsresult from
an inability to maintain an impedancematch at the input and output
terminals of,the fflters and/or spurious resonancesof the filters .
within the frequency range O? interest. IrImost cases where reactive
filte?s are used in these applications,~t will be necessary to perform
measuPe~nt9 to determine the characteristicsof the filters after
they are installed.

The deficiencies of reflectivetype filters in EMI applications
led to the development of lossy,”ordissipative, ftlters that take
advantage of the loss-versus-frequencycharacteristicsof materials
such as ferrite compounds and carbonyl Iron mixes. Thesi materials
have :!?$unique characteristicof low dc attenuationand good high fre-
quency attenuation over broad continuous frequency ranges. The attenua-
tion of ~he 10SSY filter is directly proportionalto the distance that
the si.gcaltravels through the lossy material and is specified in terms
of dB per Megahertz per unit length. & s~gn~ficantfeaure”ofdissipa-
tive filters is that they do not exhibit spurious passbands in the
stopbam! region. In addition,since the undesired ener~is absorbed
in the lossy material of the filter, an impedancemismatch at the fnput
anc!iorthe output term~nalsof the filter has no signif3.canteffect
on the Zttenuati.oncharacteristicsof the filter. Typical attenuation
characteristicsof a 10SSY filter are illustratedh Figure G-14.
The filter becomes extremely 10SSY in the frequencyrange where either
electric or magnetic losaeg, or both, become large and increase rapidly
with f~wuency. D~ss~pat~ve f~lters of this type are necessarily 10w-

pass; and a major appl~cationis general purpose power l~ne filtering.

.I~ cases where more rap$d attenuationslopes are required, a
hyb~id ?!ssipative-reflectivef$lter can be utll~zed. With proper
design, t-hesharp cutoff characteristicsof the reflectivefilter can

be real~zed wh~le the diss~patlvefeaturesof the filter will eliminate
the spu?:ous passbands in the stopband ?eg%on and”reducethe impedance
matching requirements for the filter. Typ~cal attenuationcharacteris-
tics of a hybrid dissipative-reflectivefilter are shown in Figure
G-15.

Ar?otherconcept of the lossy filter fs the.use of ferrite heads.
k ferrite bead slipped over tiwire produces a single-turnRF choke
and exh~?lts low impedanceat low frequenciesand moderatelyh!gk imped- -
ante eve? a wide hieh frequencyrange. Adding more w longer beads
provide= additional series inductanceand resistance‘indirect prapor-
ti.on.

.
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Still ancther concept of lossY filtering is available in filter-
pin connectors. In these type connectors,the filter is butlt Into
the cable-pjnassembly. Each filter-pinis configuredas z n-type
connector through the use of lossy ~terial surroundingthe pin, and
shunt capacitors between the pin and the connectorshell. Filter-pins
have been miniaturizedto such small size that filter-pinconnectors
are now availablewith as many as 128 pins. However,because the shunt
capacitanceand series inductancethat can be constructedin the pin are
limited, filters of this small type Offer little attenuationbelow
about 1 MHz. In a 50 ohm system, the typical attenuationoffered by
filter-pinsis approximately20 dB at 10 MHz and up to 80 dB at 100 MHz.

30.2.3 FILTER INSTALLATIONAND?!OUMTIW3. In order to achieve the
desired results with filters, It is absolutelynecessaryto adhere
to certain guidelineswith respect to the installationand mounting
of the filters. The RF impedancebetween the filter case and ground
must be made as low as possible. Otherwise,the filter insertionloss
may be gerlouslydegraded at the higher frequencies.The preferred
contact between the filter case and ground is accomplishedby a rnetal-

. to-metal bond between the filter case and the shieldedenclosurewall
“or equipmentchassis. In addition,effective separationbetween the
input and output wiring of the filter is mandatory to prevent radiation
from the input wiring to the outputwiring from circumventingor degrad-
ing the effects of the filter. If,complete isolationis effectedbe-
tween input and output, a filter insertion loss approachingthe design
specificationcan be realized.

Where possible, the use of bulkhead mounted feed-throughfilters
is recommendedsince this configuration?s optimum for establishing
agood RF bond between the filter case and ground and providescomplete
isolationbetween the input and output terminals of the filter. In
cases where feedthroughfilters are not used, it will probably be neces-
sary to provide additional compartmentalshielding to isolate the input
and output terminals of the filters.

30.2.~ SPECIFYING FILTERS. In selectingor designinga filter for
a particularapplication,many parametersmust be taken into account
if the filter is to be effective. The attenuationversus frequency
characteristicis obviously the primary factor that determinesthe
suitabilityof a filter for a particularapplication. However,other ‘
electricaland mechanical requirementsmust’be specified. These include
the following:

(a) ImpedanceMatching - The input and output impedancesmust be
specifiedto match the.impedanceof the line into which the
filter will be inserted. The impedancematching is particularly
critical for transmissionlines, so that the filter does not
impair the normal operationof the equipmenton both ends o.f
the line. In addition, care must be taken that the filters
to be used do not degrade the desired performanceof circuits
within the system. Thjs includeswaveform distortionas well
as required impedance levels.
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(b)

(c)

(d)

(e)

(f)

(g)

The vol-ge rating of the filters must be apeci-
that each filter Is adequate for it particular----

application. The filter vol=ge ratings must be 9urrlcmnt
to Provide rellat)leoperation under the extreme conditions expec.
ted. However, specifyiu a rating higher than required will
result in penalties ~n aizew weight, and additional cost.

Current Ratin& - The current rating of the filter should be
specified for the maxiaba allowable continuousoperation of
the circuit in which it is installed and should be conslatent
with the current rating of the Uire, components,circuit breakers
and fuses with which it will be used. A current rating higher
than required will add size, weight? and cost pemalties.

Voltage Drop - The maxm allowable voltage drop through the
filter should be specified. Mith the maximum current specified,
the voltage drop requirement specifies the maximum passband
$ngertion loss of the filter.

Frequency - The relative frequenciesand magnitudesof the desired
and undesired slgmals nmt be consideredwhen specifying the
frequency characteristicsof a filter. In general, the size,
weight, and cost of a filter rise rapidly as the attenuation
slope increases.

. .

Temperature - Filters must be able to withstand the environmen-
tal operating ranges of the equipment in which they are used.
The specified temperature range tor the filtersmust include
both the extreme low and extreme high temperatures.inwhich
the equipment will be required to operate!.

Size and Mel$?ht- In most cases, size and weight will be impor-
tant considerations in the selection of filters. Filter manufac-
turers are fairly flexible in being able to provide a wide choice
in the shape of a filter caae, the =thod of mounting, and the
types of terminals.andconnectors.

30.2.5 SJH?W?YOF lWLTRRINGGUXDEUW=. The follo~ingrepresent
the major conaiderationain the selection and installationof filters:

(a) .In the selection, procurement, or design of filters for various

(b)

(c)

applications in a system, the”paramete~aof the filters should
be specified in accordance with.Section 30.2.4.

The RF Smpedance betwken the filter case and ground must be
made as low as possible. Otherwise, the filter tnser’tionloss
umy be zeriously degraded at the higher frequencies. The pre-
ferred contact between filter case and ground is accompllahed
by a metal-to-metalbond between the filter case and the shielded
enclosure wall or the equipment chassis.

Complete isolation between the input and outputwiring IS manda- .
tory to prevent radiation from the input wiring to the output
wiring from degrading the effects of the filter. The use of
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bulkheadmounted feed-throughfilters is recommendedsince
this configurationis optimum for establishinga good RF bond
between the filter case and ground and provides complete isola-
tion between the input and output terminals of the filter.

30.3 BONDING.

30.3.1 INTRODUCTION. Bonding is,the establishmentof an electrical
union between two metal surfaces to provide a low’impedancepath between
them. This path may be between a ground reference and a component,
circuit,shield, or structuralelement. The purposeof the bond is
to establishan electricallyhomogeneousstructure to prevent the devel-
opment of electricalpotentials between individualmetal surfaceswhich
can produce interference.

Good bonding within a system is essential for minimizinginter-
ference. Some of the desirable characteristicsof good bondingare
the following: ‘“

(a) Good bonding enables the design objectives”of&ther methods
of interferencesuppression,such as shields and filters,to
be achieved.

(b) Good bonding minimizes the buildup of RF voltage differences.

(c) An adequate bond deters the buildup of static chargesduring
equipmentoperation.

There are two types of bonds: direct bonds where there is metal-
to-metalcontact between the surfacesto be bonded, and indirectbonds
where the surfaces to be bonded cannot be placed in direct contact.

30.3.2 DIRECT BONDS. Direct bonds include both permanentand semi-
permanentmetal-to-metaljoints. Permanent joints made by welding,
brazing,sweatin”g,and solderingare the best direct bonds. Semi-per-
manent joints of machined metal surfaces rigidly held togetherprovide
excellentdirect bonds, as long as the contact areas are clean prior
to assembly and the clamping pressure is applied in a manner to assure
that a constant pressure is maintainedunder stress and vibrationcondi-
tions. Joints that are press-fittedor joined by self-tappingor sheet
metal screws cannot be relied upon to provide a low impedancebond
at high frequencies. Direct bohds must always be mde throughcontinu-
ous contact to bare or conductivelyfinished metals.

30.303 INDIRECTBONDS. An indirectbond is an intermediateelectri-
cal conductor used to connect two isolatedmetal surfaces. It should
be noted that indirectbonds are only substitutes for direct bonds
and should be used only when direct bonds are not possible (such as
when motion is required between.surfacesto be joined). Indirectbonds
are accomplishedby means of bonding jumpers or bonding straps. Bond-
ing jumpers are short woven braid conductorsfor use in applications
where the interferingsignal frequencyis below a few megahertz. They
are generally used in low-frequency,devices, and where the development
of static charges must be prevented. Bonding straps are preferably

‘)

I
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wide, ?:at, thin, and short straps of’the same type of metal as the
two s!-:races to be bonded. The bmdfng strap should provide large
contacz areas and low RF impedance between the two surfaces to be bonded
over :3.9frequencyrange of interest. The influenceof the physical
charae%eristicof the bond W+rap Ia illustratedin Figu’reG-16 where
the i~edances of two bonding straps and a’20.32 cm length of No. 12
wire zre shown plotted as a function of frequency. The relatively

-- high i.~edance at high frequenciesillustratesthat there IS no adequa-
te substitute for direct metal-to-metalcontact. A rule of thumb for
achievt~g minimum bond strap impedance fs that the length-to-width
ratio =f the strap should be 5:1 or less.” When an.indirectbond is
absolutely necessary,the length should be made a9 short as possible.

Typical examples of direct and indirectbonds are shown in Figure
G-17 to illustratethe variety of techniques that are employed to ob-
tair.:%-impedance connections. Figure c-18 illustrateshow an overlap
Sean~ accompaniedby solderingor spot welding, can provide a relatively
effecl~ve bond. Many other examples are available in the literature,
part:c~larlv in MIL-STD-1310B.

30.:.2 TmPoRARY BOrm. There are often occasionswhen good tempo-
rary %nds must be obtained. Bolts, screws, or various types of clamp
and sZ52e fastenershave been used for thfs purpose.

~e same general requirementsof clean and intimatecontact

./ of mat::g surfaces and minimized electrolytic(cathodic)effects apply
to te=z-ary hon”dsas well. Positive locking mechanismsthat ensure
cons:::..@nt contact pressure over an extended period of time sould be
used. Lcckwashersshould be employed that can “bite into” metal sur-
faces zrd fastenersand maintain a low bonding resistance. Bolts,
nuts, s:~ews, and washers that must be manufacturedwith material dif-
ferenn from the surfaces to be bonded should be higher in the electromo-
tive s=ries than the surfaces themselves,ko that any material migra-
tion e?xles replaceablecomponents.

A critical factor In temporary bonds (and in spot-weldedperma-
nent tcx!s as well) is the linear spacing of the fastenersor spot-
welds. Figure G-19 providesan Indicationof the sensitivlty”ofthis
parame:er for a 1.27-cmaluminum lap joint. Data is taken at 200 MHZ.
The shielding effectivenessshown at 2.54-cm spacing $s about 12 dE
poorer ?han the identicalconfigurationincorpor%tlnga 1.27-cmuide
monel ==sh ~asket; the effectivenessof 25.4-cm spacing is about 30
dB pOC?~? with the same gasket.

.

30.:.5 SURFACE PRE?PARATION.Both direct and indirectbonding connec-
tions ?equire metal-to-metalcontact of bare surfaces. It is frequently
necezsz?y to remove protectivecoatings to provide a satisfactorybond.
The a~ez cleaned for bonding should be slightly larger than the area
to be y.znded. Immdiatel.vprior to bond~ng, all chips, grease, or other
forei.~.aatter should be removed with a cleaning solution.

After bonding,the exposed areas should be refinishedas soon
as pcssi51e. A suitableconductivecoating should be used when remov-
able ::z>cments must be providedwith a protective finish.
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) In bonding, the necessity for joining dissimilarmetals is fre-
quently unavoidable. In such cases, galvanic corrosion becomes an
important consideration. Factors contributingto galvanic corrosion
are the relative closenessof the metals in the electromotiveseries
and the amount of moisture present.I

Several methods can be employed for minimizing or preventing
. corrosion and Its adverse effects on bonding. One method is to use
metals low on the activity table, such as copper, lead, or tin. Where
the two ❑etals to be joinedare widely aepara%edon the acivity table,
it is sometimes practical to use a plating such as cadmium or zinc.
Thin, bimetal plates, formed by mechanicallybonding dissimilarmetals
cokl flowed together under high pressures,are sometimes used to inter-
connect two dissimilarmetals. The possibilityof galvanic and/or
electrolyticaction necessitatesextreme care in assembling Joints
that se?ve as bonds. Surfaces 3houM be absolutelydry before mating,
and should be held togetherunder high pressure to minimize the possi-
b~lity of moisture entering the joints.

30.3.6 SIMiARY OF BONDING ~INES. Some general guidelines to
obtaining good bonds are listed below:

(a) AU mating surfacesmust be cleaned before bonding.

)
(b) Direct metal-to-metaljoints between similar metals formed by

welding, sweating,or brazing represent the best bonds.

(c) All protective coatings having a conductivityless than that
of the metals being bonded must be removed from the contact
areas of the two mating surfaces before the bond connection
is made.

(d) ‘Jhenprotective coatingsare necessary, they should be 30 designed
that they can be easily removed from tintingsurfaces prior to
bonding. Since the mating of bare metal to bare metal Is essen-
tial for a satisfactorybond, a conflict may arise between the
bonding and finish specifications. From the viewpointof shield-
ing effectiveness,It Is preferable to remove the finish where
compromising of the bonding effectivenesswould occur:

(e) Certain protectivemetal plattngs such as cadbium, tin, or sil- “
ver need not? in general, be removed. Similarly,.Iow-impedance
corrosion-resistantfinishessuitable for alumlnum alloys, such
as alodine, iridite,oakite, turco and bonderite,may be retained.
Most other coatings,such as anodizing,are nonconductiveand
would destroy the concept of a bond offering a low-impedance
‘adio-frequencypath.

(f) Mating surf’acesshould be bonded immediatelyafter protective
coatings are removed to avoid oxidation. Fiefinishingafter
>onding ~g acceptable from the standpoint of ~hielding effective-

ness.
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(g)

(h)

(t)

(j)

(k)

(1)

(m)

When t~o dissimilarmetals must be bonded, metals that are clc~se
to one another in the electrochemicalseries should be selected.

Indfrect bonds are only a substitute for direct bonds. Indirect
bonding conductorsshould be in strap form; broad in width,
thin, and as short as possfble to provide low-impedancepaths
at higher frequencies. The length-to-widthof the bonding straps
should be less than 5:1. f

Bonds should provide good metal-to-metalcontact over the entire
mating surfaces. The fasteningmethod should exert sufficient
pressu-e to hold the surfaces in contact in the presenceof
deforming stresses,shock, and vibrations.

Where bonding requiresthe joining of two dissimilarmetals,
special attentionmust be paid to the possibilityof bond corro-
sion. Protectionof the bond from moisture and other corrosive
effects must be providedwhere necessary.

Solderingmay be used to fill the resultlng seam, but should
not be employed to provide bond st~ength.

The most desirablebond :s achieved through a continuousbutt
or lap weld. Spot welding is less desirable because of the
tendency for buckling,and the possibilityof corrosionoccuring
betwee~ welds. Rivetingor pinning is even less desirablebecause
of the greater susceptibilityof bond degradationwith wear.

Any overlap seam, accompaniedby soldering or spot welding pro-
vides a relativelyeffectivebond. Other types of crimped seams
may be employed,so long as the crimping pressure Is maintained.

30.4 GROUNDING.

30.4.1 INTRODUCTION.
conductivepaths between

Groundingis the establishmentof electrically
selectedpoints in a system and some common

referenceplane.” The referenceplane may be a chassis,a shielded
enclosure,o? a structurewith which the system Is to operate. An
ideal ground!~g system would result in a system with a common potential .,
referencepoint anywhere in the system so that no undesiredvoltage
potentialswould ex?.stbetween any two points In the system. However,
becauseof ttiephysicalpropertl,esand electricalcharacteristicsof
groundingmaterials,no groundingsystem Is ideal and some potential
always exists between groundpoints wtthin a system.

A good ground plane or referenceis the foundationfor obtaining
reliable,inte~ference-freesystem operation. An ideal groundplane
would be a ze?o-potential,zero-impedancebody that could be used as
a reference fo~ all signalsand power sources In the associatedcircui-
try, and to which any undesiredsignals could be transferredfor thel:r
elimination.

t
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The extent to which potentials in the ground system are minimized
and ground currents are red~ced determines the effectivenessof the
ground system. A poor ground system will make It possible”.forspurious
voltages and currents LO couple into circuitsand subaagembllesand
can: (1) degrade the ~hf~lding effectf~eneggof well-shieldedUnlt9;
(2) bypass the advantages oftiltmrs; and (3) result in E?41problems
that are d$fficult to isolateand resolve.

“ 30.U.2 GROUNDXNC TECNNIWES. There are three basic signal grounding
concepts that are frequentlyemployed in electronicsystems, as illus-
trated Zn Figure G-20. The approachescan be used separately or $n
combination in a given system. They cme:

(a) Floating ground system,
.,

(b) Single-point grounding system, and

(c) Multiple-pointgroundingsystem.

.

ld FLOATIWOR-D “

+ + +
6CI MULT$PLE-?OIMTGROUNB

Figure G-20. GroundingMethods. [G-1]

30.U.2.? FLORTXNG GROU#DINGSYSIW. The floatingground system is
a met.hcta? electrically isolatingcircuits or subassembliesfrom a
common s~aund plane or from any common wiring that might Introduce
c%rcula:i:g cuwents. The effectivenessof a floating ground system
depends ?? the deg~ee of isolation that can be establishedand maintained

) betwe~~ the circuits of interestand other reference+.

G-41
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In many cases, complete isolationmaY be very difficultto achieve,
particularly at ~i~~ ~requencies. Also, certain hazards exist in the
use of floatingground systems, in that stattc charges or lightning
potentialsmay acc~~zate between the floatinggrounds and other refer-
ences such as the equipment enclosureor power line neutrals of nearby
structures.

Isolationtransformers,optical isolators,and bandpass filters
are techniquesCOmmmly utilized to obtain the fsolation required for
a floatingground system. Thjs method is especially effectiveat aujio
and low Fadio frequencies. However, for higher operating frequencies
or interferencefrequencies,the effectivenessof the techniquedimin-
ishes due to coupling paths that bypass the Isolation devices.

30.4.2.2 SINGLE-POINT GROUNDINGSY~. A single-pointgrounding
system Is one In which a gingle physicalpoint in the ctrcuftryis
defined as the “ground referencepoint. All ground connectionsare
tied to this single point as illustratedin Figure G-20B. Under the
single-pointgroundtng concept, the potentialsexisting at different
points on the ground pla~e and the currentscirculating in the ground
plane do not affect the grounding of the individualcircuits.

At high frequencieswhere the wavelengths invclved approach
the length of the graund wires going to the single-poi~treference,
single-pointground systems are no longerpractical. At these frequen-
cies, the ground wi?es become efficientantennas and the stray induc.-
tance and capacitanceassociatedwith the ground wires prevent the
single-pointreference from being realized.

S().ti.z.s~’fIpLE.poI~ GRO~~~ SyST~O A multiple_pointgroun{l-
ing system is a concept in which a ground plane is used instead of
individualreturn wires for each circuitas illustrated in Figure G-
20C. The ground plane may be a chassis,enclosure, or a ground bus
wire carriedthroughout a system.

.,

The advantages of a multiple-pointgrounding concept are that
circuit constructionis easier, the ground system wiring is significantly.
reduced,and it is tke only way to avoid standing-waveeffects in the
ground system at hig3 frequenc~es. However,since multiple-pointgrclunding
creates many ground loops, the design of the ground system must inClllde
considerationsfor m~nimizihg the areas of the ground loops. In addi,-
tion, precautionsto cvevent stress,vibrations,and corrosionfrom
introducinghigh impedances into the ground system must be Included
in the design.

30.4.3 CIRCUIT GROUNDING CONSIDERATIONS. A significantpotential
differencemay exist ketween points on a ground plane. These voltages
must be consideredw??er?defining the permissibleambient interference
level in the system,,a~:when determiningthe expected signal-to-inter-
ferenceratio of the s~gnal transmissioncircuits.

The simplest
ferences int~oduced

and most direct approachto keeping potentialdif-
:-:$tieground plane to a cainimunis to arrange
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circuit components physicallyso that \he ground return paths are short
and direct, and have the fewest possible crossingsof paths. In this

way, the intercircu+tcoupling of the ground currents will be low and
isolate!. .

IMfferential or balanc$d circuits can help reduce the effects
Of ground circuit interference. Since a differentialcircuit responds
only tc the potential difference between fts Itiputleads, consid@rabl@
common-node interferencevoltage due to the ground circuit maY be simul-
taneously impressed on both input leada without degrading the c$rcuit
performance.

In transistorizeddigital ciPcuit9, the Input and output imP&-
ances c: the circuits are generally rdatively 10U+ Thismakes the ‘
circuits more susceptibleto the effects of low impedance (magnetic)
fields than to the effects of high impedance (electric)fields. One
of the ~portant parameters controlling interferencedue to a low imped-
ance field is the loop area of the circuits causing or picking up the
~nterference. By reducing the loop area of these circuits to a mini-
mum, much of the interferenceproblem can be eliminated.

Where modular type construction is used, one method of minimiz-
ing the loop area of grounded circuits is to mount module~ on a sheet
of good conductingmaterial, such as copper or aluminum, that is ,connec-
ted to Me circuit ground as directly as possible. All intra-module
wiring should be run as close to this sheet as possible. This te~~
can reduce the loop area of these circuits to an extremely small values
but the capacitive coupling of the circuits is increased. The effect
of this increase in capacitive coupling on circutt operation should
be considered if th!s technique is used.

me use of high impedance input or output circuit impedances
when g:unalg must be transmittedover even”a few inches should, h
genera:. be avoided. h“ere the use of such circuits cannot be avoided,
the interconnnectlnglead must be shielded and the shield grounded
at eat: end.

I: is generally good practice to isolatepower and signal grounds
from e~ch other. This w*11 minimize the poss%ble coupling of.signals
between these two major types of paths.

‘.

30.u.~ GR(IQNDIHGCABLE SHIELDS. The coupling of interference into
circui:s of a system can be significantlyaffected by the grounding
of the ~~ields of the interconnectingleads. -

:rounding of the shields may be accomplishedas single-point
or mul::?le-point grounding. Factors which influencethe selection
of sins:e-point or multiple-pointground~,nginclude the interference
signal ?-equencies involved,the length of the transmission line, and
the ~e~~~ive sensitivityof the circuit to high or low-impedance fields.

RSJI 5:ngle-PointSh$elciG~ountitn&- For multi-lead systems, each
~~ield may be grourid~dat a different physical Xint as long
ss individualshields are isolated from each ot:ce.-.Single-
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Point grounding is more effectivethan multiple-pointshield
grouridingonly for short shield lengths. Single-pointgrounding
begins to be ineffectivewhen conductor-length-to-wavelength
(L/~)ratios are greater than 0.1, where the wavelength Is that
of the highest frequency to be used or the highest frequency
interferenceto be expected on the wire or in the system.

(b) Multiple-PointShield Grounding - For L/l ratios greater than
0.1, multiple-pointgrounding at intervalsof O.lA is recommended,
since the shield can-act as an antenna that Is relativelyeffi-
cient at A/4 when one end Is grounded. Uhen such grounding
of the shield at intervalsof’O.lA Is impractical,shields should
at least be grounded at each end. Multiple-pointshield ground-
jng is effective in reducing all types of plane wave coupling,
so long as large ground currentsdo not exist.

When cable shields are grounded,good electricalcontact to
the shieldmust be established. If possible,the shield should be
groundedcompletelyaround the peripheryof the connector shell. The
use of pigtailgroun-dingshould be avoided on all cables..

There my be situations when multiple-shieldedcable usage 1s
considerednecessa~y. Double or triple-shieldedcable may be necessary
for feedinghigh input or output Impedancecircuitry.particularly
if the circuit is in a high electrie-fieldenvironme~t. It iS consi-
dered good practice to use multiple-shieldedcable ftirunbalancedinput
circuitswith sensitivity thresholdsbetter than 50 ❑illivolt’sand ‘
operatingfrequenciesbeween 5 kHz and 1 MHz. When biaxial or triaxial
cables are employed, single-pointgroundingof the inner shield should
be used. An illustrationof how to ground double-shieldedcable is
shown in Figure G-21.

INNER OUTER

CENTERCONDWTOR WELD WELD

*

‘\

.

Figure G-?:: Examples of GroundingA Double-Shielded
Coaxial Cable. IG-1]

,,,.,
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30.~’.5 SC#4MM?TOQ GROmI,PIIG(XDELl?l’ES.The specific grounding” phi-
losophyemployed on a system will be influencedby the physical confi-
gurat~.on, the operattona~ ~equtrements, and the detailed.designobjec-
tives of the particular system. Several gene~al grounding guidelines
are stated below to aid in the selectionof g~ounding approachesand
to aid in the Implementationof the grounding techniques selected.

Ike single-po~ntground$ngwhen the d$aensions of the circuit
OF component under consideration.are small compared to the wave-
length of concern (typicallyless than O.lkl. When posmlble,
ground large circuitsor component at several locations,so
that the aeparatlon between grounds is neve~ greater than O.li

There are occasions when transformerisolation and other Mola-
tion techniques can be used to alleviate common-modenoise-prob-
lems arising from ground network pickup.

Keep all ground leads as short and direct as possible. Avoid
p~gtails when terminatingcables.

It is advisable to maintain separate ground systems for signal
returns, signal shield returns, power system returns, and chas-
sis or case ground. They can be tied together at a single ground
reference point.

G?ound re~erence planes should be des~gned so that they have
high electrical conductivity,and so that this conductivity
is maintained under the stress and vibration conditions encoun-
tered %n system ope~ation.

Grounds for low-level signals should be fsolated”from all other
grounds.

Never rufisupply and return leads separately,OF in separate
shields. A twisted pair is the best configuration for the sup-
ply bus and its return. Also, avoid carrying signal and power
leads in the same bundle or in close proxtmity to one another.
Nhen signal and power leads must cross, make the crossing so
that the wires are at right angles to each other.

Use of differentialor balanced circult~y can significantly
reduce the effects of ground circuit Interference.

For circuits that operate below 1 t4Hz,-t~ghtlytwisted pairs
of wires (either shieldedor unshielded,depending on applica-
tion) that are s+ngle-pointgrounded o~fer the best approach
to reduced equipment susceptibility.

For coaxial or shieldedcables, single-pointgrounding at the
source end offers certain advantagesat-low frequencies. At
high frec~encies,multiple-pointgrouni:ng i.$required.

Low-1evel sersitive t,ransmigsionlines 72:1 require multiple
shields. S:R=le-po:.3tgroun$ingof+qzz: shield %s recommended.,.
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30.5 SUBSYSTEM HARMKUG TKFINIQU=.

30.5.1 INTRODUCTION. The final level of hardening in the layered
approach is that of subsystemhardening. Here the criticalsubsystems
with their associatedcircuits are hardened. If the first two layers
(system exteriorand cables) have been appropriatelyhardened,then-
this level becomes signj.ficantlyeasier to harden. Otherwise,it Is
a formidabletask to harden subsystemswhen no attentionhas been given
to interruptthe coupling paths leading to the subsystem;this makes
it very difficultto determinewhat are the sources of deleterious
energy. Nevertheless,some subsystemhardening is inevitable. From
a system operationstandpoint,it is usually impossibleto close all
POE’s and adequatelyshield and filter all cable leads. Various tech-
niques are availableto provide the adequate hardeningat the subsystem/-
circuit level. These are discussed in the following subsections.

30.5.2 CO!4PARTMENTALIZATION.Place all sensitiveelectroniccircui-
try in one compartment. This can greatly reduce the amount of subsys-
tem shieldingrequired. It will also make the filteringproblemmore
tractable. In addition, place all noise generators, if possible,in
a separatecompartment. A high-impedancestatic ground (one~point
ground) should be in the electroniccircuitrycompartment. This would,
for example,prevent charge buildup when this sensitivecompartment
is separate from the remainderof the system, which may cncur when
packages are recycled for checkout.

In conjunctionwith compartmentalization,the separatedcompart-
ments must be shielded. This, in effect, is building the entire sensi-
tive electricaland electronicssubsystemsin solid-metalenclosures.
The practicesnecessary for good shieldingdescribed in’Section30.1
of this appendixapply here also. Compartmentalizationand associated
shieldingof subsystems is a powerful EMR hardening concept. Clearly,
this conceptmust be violated to some extent to accommodaterequired
penetrationsin a practical system.

30.5.3 COUPONENT/CIRCUITHARDENING. Considerationshould be given
in the initialstages of the design of a system to minimizingthe sus-
ceptibilityof the system componentsand circuits to interference.
The effort should begin with the selectionof discreteand IC solid-
state devices to be utilized in the system design. The availabledevi-
ceg should be screened in order to obtain devices with the highest
possible interferencesusceptibilitythresholds. In some cases, this
screening/selectionprocess may become difficult,since it may involve
some compromisebetween the desired operatingcharacteristicsand the
interferencesuscept~.bilitythreshold levels of the deviceg.

In the selectionof signal levels and impedance.levelsfor the
circuit desires,the designer should recognize that circuits”operating
with high signal levels and low impedancelevels are less susceptible
to interference. Therefore,the circuits should be designedto operate
with the highest signal levels and lowest impedancelevels that are
compatiblewith the devices involvedand consistentwith the achieve-
ment of the intende~funct~onsof the circuits.
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The susceptibilityof the circuitsto radiated interference
can be reduced by minimizing the lengthof interconnectingwiring between
componentsand IC devices and the use of shielded and twisted-pair
wire for these interconnections. Since the Interferenceusually has .
a different spectra~ content from that of Che desired signals, a aignif-
tcant reduction in the susceptibilityof,circufts to interferencecan
frequentlybe realized by incorporatingfilters, chokes, ferritebeads,
and 10SSY ferrite sockets into the interconnectingwiring and power
Ieada of the circuits.

A technique especiallyapplicableto the reduction of interfer-
ence signals up through the VHF region is the use of common mode cancel-
lation In a differentialamplifier. TM desired signal source may
be either differential or single-ended. l%e desired signal is fed .
into a differential amplifier throughm RFIcoupling devtce which ensures
that RF energy appears in equal amounts on each aerpltflerinput. The
resulting rectlfled signal ~s then rejected th~ough common mode cancel-
lation. Such a technique may provide 10 to 20 dB of system RF har&ness
and may be used in addition to other shieldingand f$lterlng techniques.

In summary, the designershould keep the following considerations
in mind:

(a) In general, low-speed devicesare less susceptible than high-
gpeed devices. Circuitoverdesignwith respect to speed-and
frequency response should be avoided.

.

(b) If compatible with other requirements,critical or potentially
susceptibledevices should be operatedat low gain and high ‘
collector current levels.

(c) Some interference immunitymay be provided by employing common-
mode cancellation featuresof differentialamplifiers.

30.5.4 FUMC310NAL 3ARDENI?W. Functionalhardening can be defined
as a logical design that insuresprotectionagainst””arbitrarytransi-
ents!through coding and/or timing discrimination,although with a price
paid In complexity. This approach la usually u~ed to prevent one-shot
failure, such as EED detonationdue to a single stray trangient. It
also’has possible application for missileswhich must fly In and wt.
of scanning radar beams. For example,a sequentlaJ system can be designed-
so that a particular sequenceof pulses, instead of’a single relatively
short duration signal, is necegsaryfor a state change.

Time discrlmicationcan be used such that a signal must be pre-
sent for a part~cula? length of time,that Is lon~e~ than that likely
due to the deleterious environment.

Under some conditions,parity techniques,such as requiring
a signal to appear on two differentlyrouted lines,‘canprovide effec-
tive discriminationa$ainst arbitrary transients.

30.5.5 CIRCUMVENTION. Circumventioninvolvss sensing an EM fielfl
that could cause ups%: &nd mission failure,and t:scontinuingsjgnal

I
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processj,ng~hile there is danger of transientmalfunction. There
are two basic circumventionapproachesthat should be considered,
in radiatedsusceptibilityproblemsof air launched ordnance systems.
In the first of these, if EM fields high enough to cause logic changes
are detected,the system circumventsby blocking all inputs and recyclirlg
the sequenceof opevatfons to the last safe reference point. After
a designatedtime delay, operation resumes by resettingwhere needed
and updating to account for the elqpsed time. The time delay must
be short for missiles. ,Asecond type of circumventioninvolvesan
extremelyhard but slow digital processor (that does not respond
to transients)workj.ngin conjunctionwith a soft, fast processor.
Ordinarily,the system is under control of the fast processor. However,
if severe EM fields are detected,the operation is temporarilyturned
over to the hard processor,which subsequentlyresets the fast proces-
sor. The first of these two types will probably have the greatest
applications.

40. REFERENCES. The referencesin this section are organized into
five categories: (1) general referencesthat are applicableto various

. areas of EMR hardening design; (2) shielding references; (3) filtering
references;(4) bonding references;(5) grounding references;and
(6) compositematerial references. Also referenced are articles
and documentswhich, although not used directly as source material,
will provide the handbook user with additional informationrelated
to EMR hardness design.
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APPENDIX B

m BARDNBSS ~S
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10. INTRODUCTION. Th~g appendix describes the elements of an ~
hardness measurement program’for air launched ordnance systems. k
well planned and implementedmeasurementprogram is critical to the
design or a system which,will perform satisfactorilyin its intended
operationalenvironment. Measurementdata are requiredat ‘various
stages of systcindesign and developmentto (1) establfshhardening
deal~n ~8quir%mgntaand Gr$t~rlar (2) vertfY the hardening de~lgn ~PPr~ChP
and (3) ensure that the hardenln$design cr$.teriaare betng sat$ai’ied.
The performanceof EMR susceptibilityteats early In the desf~ amd.
procurementcycle 1s a very cost-effectiveapproach for aehiavihg *W- -
all system hardness goals since the need for extensive system level
and field testing in the latter phases of the procurementcycle will
be reduced.

EP!Rhanhess measurement.programs and conventionalE?4Ctest
programs are similar In nature in that the goal of both types of pro-
grams ~s to provide measurementdata for us$ein assuring the electro-
magnetic compatibilitybe:ween a system and Its Intended operating
environment. However. there are Signl,flcantdifferencesbetween the
measurement requirementsand techniquesof R4R and EPICtest Programk-
partially due to the d~fferencesin the ob.lectivesof the two types
of test programs and partiallydue to the differencesIn the magnitudes
and mechanisms of the interferenceinvolved. EMH hardnessmeasurements
are designed to defjne. and aid $n ta510ring, the susceptibilitycharac-
teristicsof a system to a Spec?fiedEMR env~ronment,whereas EMC tests
are not tailored to a specificenvironment,do not provide suacept%bility
data for intense RF environments,and involve both susceptibilityad
emissionmeasurements for both radiated and oonducted interference. -
For thege reasons. the several specificationsand standardswhich estab-
lish EMC test plans and define measurement techniques,data requlrea=nts,
and spee~ficationlimits for electromagneticcompatlbi.lityare not
d~rectlyapplicable to the EMR ~nterferenceproblem and no equivalent
documents are available to cover this area. Hence, the system desi.gnerf
developer must generate his own test program or tailor existing E?fC
specificationsand standardsto assure the compatibilityof the system
with a given EMR env~~onment. .-..

20. ‘MX3TPROCRAM.
.

20.1 GExEFuu. The ob.lectiveof an EMR hardness test p~ogram is to
ensure that a system and its integralcomponentswtll finction in a
specified manner .fn%ts intendedoperationalenvironment. To meet
this objective, measurementdata will be required at various stages
In the svstem developmentcycle, fmm the initiationof the system
design to system delivery. For example, interferencesusceptibi~fty
data on the components to be used ~n the system are rewired at the
init~ationof the system design in order to establishthe hardening
requirements for the svstem. As the design progresses,measurement
data are needed to establfsh EMR hardening approachesand techniques

I
I
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and to verifv that the hardening design is Satj.sfactory. The following
paragraphs s~mmarizethe major elements to be consideredin an EMR
hardness test p-o~ram.

20.2 TEST FACILITIES. EMR hardness measurementsgenerally require
extensive test fac~ljtiesfor performingthe requiredmeasurements.
These faci.li.tiesmay include shielded enclosuresfor isolatingthe
test environment,exposure chambers (anechoic
for establishinga rari~atedtest environment,
tion (signalsources, field intensitymeters,
Iary test equipment}. A detailed clescr~.ption
PeFfOFWhg EMR hardness measurements‘isgiven

chamber,TEM cell, etc.)
and various fnstrumenta-
antennasrand other ancil-
of test facilitiesfor
in Section 30.

20.3 TYP~ OF TESTS. Three types of tests will usually be required
in an EMR hardness measurementprogram - injectiontests, radiated
suscept~bili,tytests. and sh~elding effectivenesstests. Injection
tests are simply conducted interference.measurementswhere the EM? stK-
nal is jn.iected directly into a port of the unit under test. Injection
tests are required for measuring the susceptibilityof discrete compo-
nents/ci~cuitsbut may also be useful for hj.gherlevel testing (i.e.,
‘testingof subsystems}. Radjated tests are used for subsystemswhere
it is necessaryto determine the overall susceptibilityof a unit com-
prised of interconnectedcomponents,circuitsand enclosures. Radiated
tests are not applicable to the testing of components?.?eauseof the
special componenttest fixtures required. Shieldingf:~:’activeness
measurementsare employed to determine the shieldingprovidedby sub-
system enclosuresor cabling. A detailed descriptionof these three “
types of tests and the required test facilitiesis given in Sections
30 and 40.

20.4 LEVELS OF SUSCEPTIBILITYTESTS. For the purposesof this hand-
book, two levels of EMR hardness susceptibilitytests are defined --
component/circuittests and subsystem tests. This definitioncategorizes
units to be tested according to the type of’susceptibilitytest employed.
For djscretecomponents/circuits,injectiontesting is the only feasible
means of obtaining susceptibilitydata, whereas all other units can
usuallv be tested using either injectiontesting,radiationtesting,
or both. Thus all system units other than discretecomponent5/circuits
are defined as subsystems.

The above definitionshould not be misconstruedto mean that
only one subsystemtest.is required above”the component/circuitlevel.
As the svstem design and developmentprogresses,numeroussubsystem
tests may be requjred to ensure that the system hardeningdesign is
proceedingas planned. For example, subsystemtestir?gof circuit boards
may be followedby the testing of a configurationof circuitboards,
the testingof interconnectedequipments.etc.

20.5 TEST CRITERIA. The ultimate criteria for EMR testing is derived
from the overall system hardening requirement. Given the characteristics
of the intendedope~ationalenvironment,the system designermust deter-
mine the overall system hardeningrequirementby comparing.the’environ-
ment characteristicsto the system susceptibil.itvcharacteristics.
Since the sjstem susceptibilitycharacteristicsare ultimatelydependent.
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upon the susceptib$litvthresholdof tbe lowest level system Comparaents,
i.e., discrete components/circuits,the differencebetween the environ-
mental lt?veland component susceptibilitythreshold level defines the
overall system hardening requirement. .

Once the overall system hardening requirementIs established,
hardening design requ~rementsare asgifinepto the various ‘layerSw
or subsystems of the system ~n a manner such tha”tthe sum of the hardening
requirementsof individuallayers equals or exceeds the overall 9ystem
hardentng requirement. Test criteria for a particular layer are thus
defined by the system hardeningrequirementfor that layer. AS a ai~le
Illustrativeexample, assume that (1) a system is comprised of a single
circuit board within a metallic enclosure, (2) an overall system hardening “
requi~ement of 30 dB has been established,and (3) it has been determined
from the data in AppendixE and other sources that the optfmum hardening
approach is.to assign a 15 dB hardening requirementto both the enclosure
and the circuit board. Test criteria for the enclosurewould thus
involve shjelding effectivenesstests to ensure that 15 dB of isolation
was achjeved. Test criteria for the circuit board wowld involve mdiatecl
susceptibility tests “toestablish that the applied design techniques
(componentselection, 10SSY sockets, filtering, lead shielding, etc.]
prov%ded the required 15 dB of hardening.

Inherent in any test criteria is the specificationof test.para-
meters and parameter tolerancesto be employed for def’ini.nginter~erence
susceptibility. Generally,the parametersand parameter tolerances
used for susceptibtlitvtesting are the same as those which are critical
to functionaldesign or operationof the unit under test. me system
~esigner must define the test parametersand tolerances,.basedon a
knowledge of how changes in the parameterswould affect the functional
operatjon of the system.

20.6 TEST PLAN. The E14Rtest plan is a contractorprepared docwwm t
whjch describes in detail the contractor’sEMR test program fOr assuring
compliance with the contractualEMR hardness requirements. In general,
the test plan describes the test program organizationand objectives,
the test facilities to lieemployed, the types of tests to be performed,
the test configurations,techniques,and proceduresto be employed,
the type and format of measurementdata to be recorded,and how the
measurement data will be used in the E!IRhardness program. The specific
contents and details of the plan will depend upon the complexity of’
the Ay$tem involved. Generally,however, the contents of the test
plan should be as described in AppendixM, and-the plan should contain
zu!’ficientdetail to enable the procuringagency to ascertain that
the test program is valid. Approval of the test plan by the procuring
sgeficyis nor~lly. requiredprior to proceedlng”withthe system d-n.

30. TEST FACILITIES.“The performanceof EFIRhardness measurements
requ~res the use of specializedtest facilities. These facilities
include test instrumentation~.s.ignalsources, antennas, receivers,
etc.), anechotc chambers,various forms of shielded enclosures,and
other equipments necessary to establishand measure the effects of
a given EMR environment. The purpose of this section is to descrtbe
the tvpes of fac$ljtfleswbicb can he employed jn ~R hardness mea--
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ments azd th~~r basic characteristicsand limitations. The manner in
which the faciii~iesare employed to perform EMR hardness ID6aSUrWJents

is further deszribed in.$.ection40, Test Approach.

The facilitiesdescribedbelow are oriented toward those facili-
ties which provide isolation between the EMR test environmentand the
ambient environment. It is possible to perform either conductedor
radiated type EMR hardness measurementsin the laboratoryor other open-
field site where the measurementsetup is not is,olatedfrom the ambient
EM environment. However, the measurement results may be influencedby
extraneous9ignals, and signals radiated from the test setup may inter-
fere with external operations. Furthermore,outdoor open-fieldmeasure-
ments which require geographically large sites are expensiveand are
subject to weather conditions. For these reasons, open-sitetest facil-
ities are not recommended for performing EMR hardness measurementsand
consequentlywill not be addressed in this handbook.

30.1 SHIELDED qcMmms
Shielded enclosuresare closed metallic structureswhich provide

a high degree of isolation between the electromagneticenvironmentwith-
in the enclosureand the external environment. Signals present in the
environmentexternal to the enclosurewill have little effect on
measurementsmade in the enclosure,and signals radiated in the enclo-
sure during testing will not interferewith external operations.
Because of the isolation provided,shielded enclosures .? variouscon-
figurationscan be used for conductedor radiated EMR hardnessmeasure-
ments. The basic shielded enclosureconfigurationsdiscussedbelow are
the conventionalshieldedenclosure,the TEM cell, and the tuned-mode
shielded enclosure.

30.1.1 CONVENTIONALSHIELDED ENCLOSURE
The conventionalshieldedenclosure is a shieldedroom whose

dimensionsare usually multiplesof 4 feet (i.e., 8’ x 8’, 8’ x 12’, 12’
x 20’, etc.). These dimensionsresult from the fact that the enclosures
are assembled in 4-foot panel sections. The practicalrequirementsof
power access, personnelaccess, light, heat, and air conditioningresult
in discontinuitiesin the enclosurewhich”must be considereda part of
the enclosure design.

There are three basic types of shielded enclosures. They
include:

o Single wall,

o Double wall, electricallyisolated,and

o Double wall, not electricallyisolated.

Conventionalenclosuresare made of either screen or solid metal.
Typical screen materialsare copper (22 x 22-.015) or bronze (18 x 20-
.010). Typical solid sheet materials include copper and 24 gauge galvan-
ized steel, or a combinationof copper ant steel sheets in double wall
enclosures.
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The enclosures are assembled in panel sections. The panels
are normally 45 x 8’; however, 4’ x 10~’,4* x 12$, and 4’ x 14’ panels
are sometimes used where ceiling heights greater than 8 feet are required.
The sections may be bolted, clamped,or welded together to create the
room. In the case of non-isolateddouble-wallenclosures.the inner
and outer walls are connected togetheraround the peripheryof’each
panel. In the case of electricallyisolateddouble-wallenclosures.
the Inner and outer walls are maintained electricallyisol.stedas the
panels are assembled.

All power and signal line penetrationsinto ~he shieldedenclosure
are accomplishedby filteredwires or by means of coaxial penetrations
thmwgh the enclosure walls. Each phase conductor and the neutral
of power lines are filteredat the tmtrimce to the enclosure. Adequate
filtersad coaxial penetrationsare cotmuerciallyavailable from a“ -
number of manufacturers. Openings for heating and air conditioning
are accomplishedwith honeycomb barrier pane19. The most crltd.cal
opening in the enclosure’is the access door(s). A variety of door
sealing techniquesare used by the different enclosuremanufacturers.
The lighting in the enclosure In all cases should be providedby incan-
descent sources, because other-typesof lighthg sources are prone
to produce RF noise.

A summary of typical shielded enclosure performancecharacteris-
tics is presented in Table H-1. The 120 dB limit usually represents
a testing limit and not the lirdt of the enclosure itself.

TABLE R-1

SUMMARY OF TYPICAL SHIELDED ENCLOSURE PERFORMANCE

M&gnetic Electr$cand
Fields Plane Waves

Enclosure Wall
Type TYpe . Material 60 Hz 15 UHZ 1 GHz 10 GHz

Double Screen
Electrically
Isolated

Soild

Double 140n- Screen
Electrically
I~olated Solld

Sfn~le Screen

Shield Solid

Upper 2 dB 68 dB 120 dB 77 dB
Bronze O dD 40 dB 110 dB 57 m
Galvanized 50 dB 50 dB
24 Ga. Steel 15 dB 84 dB 120 dB 9oclB “
Cu & Steel 18 dB 86 dB 120 dB ?06 ti

Copper “ 52 dB 90 dB
Bronze
24 Ga. Steel , 68 dB 90 dB
Copper 90 dB

Copper 6 dB 42 dB . 60 dB
Bronze 75 dB
Copper 48 dB 80 dB
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The pr$marv Ilse of the conventional shielded enclosure is to

p~ovide isolationwhen performing corducted susceptibilitymeasurements.
In performing conducted measu-ments, the device, equipment,or system
under test and all test Inst?urcentation is located within the shieldec!
enclosure, thus isolatingthe test environmentfrom the external envi-
ronment.

Historically, the convent?.onalshieldedenclosurehas been used
to-perform radiated susceptibfli’tymeasurementswhere the unit under
test is illuminatedby a source antenna locatedwithin the enclosure.
However, this type of measurementwill not yield valid results since
reflections from the enclosurewalls prohibjt the accuratecalibration
of the exposure field. Results from experimentalinvestigationshave
shown that the exposure fieltllevel Is extremelysensitiveto the size
and shape of the enclosure,the location of test equipmentand personnel
wjthin the enclosure,and the spacfng between the equipmentunder test
and the radiatingantenna, and that field level calibrationerrors
as Kreat.as ~40 clBare possible. Thus the conventionalshielded enclo-
sure should not be used as a rad~ated susceptibilitymeasurementsfacil-
ltv, but only for -isolationpurposes.

30.1.2 ~~L
The T!IF?cell is a shielded enclosurein the form of a section

.of TEM transm?.ssionline which can b-eused to establisha uniform TEM
f;eld jnside the sbielde~cell for susceptjbilitvtesting. The cell
configuration,jllust,ratedin Figure H-1, consistsof a section of
‘ectanmlar TEM mode transmissionline insidea shieldedenclosure. ‘

The l!ne is tapered at each end to a transition which mates with a
standard coaxial cable. A commerciallyavailableTEM cell is shown
in Fjgure H-2. The TEM cell provides a means of ~eneratingaccurately
calibrated high ~ntens~tvRF fjelds wj.thmoderatepower RF sources.
For example, with an input to the cell of 10 watts, field intensities
as high as 200 volts/metercan be generated. Errors in determining
the absolute level of the exposure field are within +1 dB.

The TEM cell offers several advantages in measuringthe suscepti-
bilitv characteristicsof small equipmentsand devices. It is portable,
simple to build,“providesisolationof the test environment,and can
be used from dc to the lowest order TE mode (TEIO)cutoff frequency

(fClo) to provjde fields f~om 10 V/m to 500 V/m. The construction
. .,

cost of TEM cells is lower than the cost for conventionalanechoic
chambers and shieldedenclosures,and it is a relativelykccurate
(1 to 2 dB) susceptjbil{.tytest chamber. Becauseof its TEM mode of
o~eration. the cell has a linea~ phase response from dc to near f
and thus can be used for swept frequencymeasurements.

Clo

The major limitationof t,heTEF!cell is the small test volume
available at hjf?htest frequencies.”The cell must.be used at frequen-
cies at which onlv the fundamentalTEW modes exist. For example, a
cell with 1.2 m x 1.2 m cross section that can be used at frequencies
??C- r!cto ~pproximat.e]v 150.).?HZ can ~~commo~ate a test specimen appro.ci-
T.z~~lv 1.2 m x 0.4 m x 0.4 m in size. Smaller cells with comparably ,
retiuce<test volumes mav be use~ at h;~her frequencies.

I
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30:~.3 ‘rmiED-HoDEsm3LDJx+G Enclosures. Tuned-modeshielded enclosures
which utilize the ref~e,ctivenature of the enclosurewalls can be used
to measure the shielding effectivenessof equipmentsand components.
A shielded-enclosuremeagure~nt techniquewhich involvesmode tuning
has been incorporatedinto MIL-STD-1377 (Navy) as a test method for
me!asuri,n&the shielding effectivenessof cables, connectors,enclosures,
and filters over the frequency’r~e of 1 to.10 GHz [M-3]. This tech-
nique involves placi~ the component or equipmentto be tested inside
a multimode, tuned shield enclosure in which paddle wheel tuners are
used to redistributethe energy Mithin the enclosura.

Typical tuned-modeshielded enclosure Cont$.&ur&tionsfor peFfO_,
shield- effectivenessmeasurementsare $M.ustratedkm Flgu,reM-3.
TO detemdme shielding e$’festiveness,the equipmeritto be tested IA!
placed within the enclosur~and the enclosure M imerg,izmdat specific “
frequenciesof I,nterestvia the long-wire input antenna. 3’hepaddle
wheel tuners are then adjusted to maximize the power coupled through
the test specimen ~~ipment. to the external receiver. Because the
equipment under test ia subjected to a composite field pattern, both
in position and polarity, many local maxima are possible as the tunerm
are mtoved. The largest local maxima is indicativeof the imtrlnsic
shielding effectivenessof the test specimen equipment. Comparison
of this value with the maximum power coupled to the receiver vla the
unshielded reference antenna-yieldsthe shielding effectivenessOf .
the test.specimen.

~.e MIL-STD-1377 type test method has several advantages as “
a shleld~ effectivenesstest technique. Elaboratetest equipment
is not necessary, and testing can be performed with an enclosure only’
slightly larger than the equipmentunder test, Test techniques are
relatively sl.aple,and experience to date indicates that measurements
are repeatable within a few decibels. A basic limitationof the tech-
nique is that its use is restricted to frequenciesabove a few hundrer.!
megahertz in order to obtain a sufficientnumber of modes.

30.2 PA.MLIXbPLMET RANSMWHON LMES
Parallel-platetransmissionlines can be employed for suscepti-

bility measurements on suall equipment items at frequenciesranging
from dc up to a few hundred megahertz. The line is configured with -
two parailel plates, ~eparated by a distance h, wh$ch serve as a con-
ductor pair to connect a load to a signal source. The ~nds of-the
plates aye terminatedwith matched loads so that the structure operates
in the T= mode. Figure H-Q illustratesa typical configurationfor
a paraliel-platetransmissionline.

~jor considerationsin the use of parallel-platetransmission
lines fo~ susceptibilitymeasurementsare (1) the field intensity reqa&re-
ments, (2) the size of the equipment to be tested,and (3] the upper
frequency range of concern. The maximum field Intensitywhich can be
established is dependent upon the spacing between the plate, the output
power of the signal source, and the power rating of the matching network
and loai. Field intensitiesup to several hundred volts per meter aqe
commonly anhieved with parallel-platestructures.
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Figure H-3. ~Typical Test Setups Using Tuned-ModeShieldedEnclosures.

f

H-10



MIL-HDBK-33S(USAF)
15 JANUARY 1981

signal

>

M/
Input

v
m 1/ ‘-

3/4” Plyvood

50-900
Matching Pad

Figure H-4. Parallel-PlateTransmissionLine.

.

.

H-n

I



l’lIL-HDBK-335(USN)
15 JANUARY 1981

The sjze of the equipment under test is limited by the plate iepar-
ati.on distance. The height of the equiPmentunder test should be less
than one-third the plate separation to preventperturbation~of the field
between the plates. Equipmentswhich exceed this dimensioncan cause
field perturbationssufficientlylarge to preventaccurate determinatim’ls
of the field intensity.

The highest frequencyat which a parallel-platestructurecan
be employed is dependent upon the plate separationdistance. Theoreti-
cally, the structure can be used up to a frequencyfor which the plate
separationdistance is equal to one-halfwavelength. When the separation
distance exceeds one-half wavelength,transmission❑odes other than the
TEM mode can exist and the field will lose its uniformity. In practice,
it js difficult to constructa parallel-platestructurewhich will operate
satisfactorilyup to the theoreticalupper freq-uencylimit. Most struc-
tures are thus operated at frequenciesconsiderablybelow the theoretical
limit (typically,less than one-third the upper frequencylimit).

Another considerationin the use of a parallel-platestructure
is that the structure does not perform as a shieldedenclosure. Thus,
the structure is exposed to the ambient electromagneticenvironment,
and the structure ~tself radiates electromagneticfields. However, the -
st~ucturecan be located within a conventionalghielded enclogureto
achieve isolationfrom the ambient environment.

30.3 SHIELDED ANECHOIC CHAMBER
A sh~elded anecho~c chamber is a shieldedenclosurewith anechoic

material mounted on the inside walls, floor, and ceiling of the enclosure.
The anechoic material absorbs the energy which is radiatedwithin the
enclosure,and hence, minimizes reflectionsfrom the enclosurewalls.
In good qual~ty anechoic chambers, the levels of reflectedenergy are
30 to 60 dB below test radiation levels. The shieldedanechoic chamber
thus provides a nearly,free-spacetest volume wh~ch is isolated from
the outside environment.

A region inside the anecho~c chamber in the vicinity of where
the equipmentto be tested will be located Is designatedas the quiet-
zone of the chamber. The quiet zone should be located so that the equip-
ment to be tested will be located in the center of the quiet-zonevolume;
the s~.zeof the quiet-zonevolume should be sufficientlylarge to completely
encompassthe largest piece of equipmentto be tested. In the design
of the chamber, the size and “shapeof the chamberand the absorbingmater-
ials to be used are selected to satisfy the quiet-zonevolume requirements.

RF absorbing materials [H-4] functionbasicallyby converting
the incidentelectromagneticenergy which impingeson them into heat.
The absorbingmaterials normally used in anechoicchambersare lossy
dielectricmaterials in the form of an open-cellpolyurethanefoam
impregnatedwith a carbon-latexsolution. (An exception js ferrite
absorbingmaterial; however, the cost of ferritematerial is approximately
$100 per square foot which does not make it economicallyfeasible for
anechoic chamber designs.) The material is normallyshaped into pyramids,
cones, or wedges to provide a gradual transitionfrom free-spaceinto
the absorbingmaterial. In order to providea good air-to-dielectric

H-12
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~~~~s:-~...on. and hence low refl,ecivity,characteristics,the thickness
Or the ~terial (heightOF the pyramids~ cones, or wed8es) is r~u$~ed
to be a minimum of a quarter-wavelengthto the lowest frequencyof
ZnLeres?.. Absorbingmate~ialswith thicknessesfrom 1 to 180 Incheg
are a.{~:~ab~ecommercially.

t
Since wavelength ig tnversely proportionalto frequency,the

thickness of the anechoicmaterial must be i7iMeasedas the low frequency
limit cf chamber operationis,decreased. This requirementlimits the
low frequency thresholdof anechoic chambers because as the thickness
of the mrater$alincreases,(1) the cost of the material increases~
(2) the size of’the shieldedenclosure must Increaseto retain the

volume, hence increasingIts cost, and (3) It becomes more
to mount the”material and prevent sagging of’the pyramid.a~
reasons most existing anechoic chambers have low frequemcy
200 MHz or htgher. A few large chambers have 100 MHz low-
thresholds. .

The power handlingcapab~lity of’absorbing material is also
an impo~tant considerationin chambers where tests involvinghigh imten-
sity mdiated fields are to be conducted. Absorbingmaterials having
power handling capabilitiesfrom 0.15 watt/sq. cm to 31 Wattsiscl.m
a~e c~ercially avai~abl~.

Generally, the accuracy of measurementsmade in a shielded a-cholc
enclosu=e will be within ~1 dB. However, the measurementaccuracy .
is dep~-.dentupon several test parameters, including: ‘

location of the test setup in the chamber;

directivityof transmittingand receivingantennas;

separation between source and receptor;

frequency;

reflectivityof the anechoic mater~al; and

the magnitudeof the ener&y being measured relative.to the—
maximum energy being radiated in the chamber.

-.
3OQlJ~7 ~~~R~~ATIo~

~~.etest jn~trumentation-equf~ed for a particularEMR measure-
--

-merit*d511depend upon swch factors as the characteristicsof the unit
urker c~st, the type of test to be performed,the test technique to
be emplzyed, and the frequencyrange of concern. (lenerally~a wide
a~-ay ~~ test instrumentationwill be required under an EMR measurement
p?oqra~: thus it Is not feasibleto identifyand describeevery test
in~~rum~~t and device which may be needed. The purpose,of this section
~~ ~- t~entify the more common test instrumentationemployed in EF!R
h~-~fie~:measurements.

.
--?-.-.- SIGNAL SOURCES

:ignal sources are usually requited in all EMR hardness measure-
Pier.:sZ: ~~~vide tegt ~ig~als which si.r.ulatet;hoseof the defined EMR
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efivironment.In selecting a signal source for a particularmeasurement,
the major source characteristicsof concern are frequency,modulation
capability,output impedance,and output power level. The source fre-
quency range and modulation capability‘arechosen to correspond to
the characterist~.csof t,hedefined EMR environment. The output imped-
ance of most test instrumentation,includingsignal sources is normally
50 ohms. If the source is to be connected to a load which is not 50
ohms,..an appropriatematching network must be employed.

,

The power output requirementsof a signal source are dependent
upon the level of the EMR environment to be,simulatedand the type
of measurementbeing performed. For conductedsusceptibilitymeasure-
ments, where the signal is injected directly into the unit under test,
the source power output necessary to reach a susceptibilitythreshold
will be relativelylow. Generally,conductedsusceptibilitymeasure-
ments can be performedat power levels not exceedinga few watts,

For radiated susceptibilitymeasurements,the source power out-
put requirementscan increase significantly,dependingupon such factors
as the level of the-radiatedtest environmentto be simulated, the
characteristicsof the transmittingantenna employed,spacing require-
ments between the transmittingantenna and the unit under test to realize
a far-fieldtest condition,and power losses in ancillarytest equipment.
To illustratethe source power Qutput requirementsfor a typical radi-
ated measurement,assume that the unit under test ‘~ to be exposed
to a 200 V/m field j.ntensjty,and that a three-meterspacing between
the transmittingantenna and the unit under test is required to satisfy
far-fieldtesting conditions. The RF power requiredto establish a
desired field intensitycan be determinedby means of Equation H-1:

4nR2P
‘RF = GA

(H-1)

where:

‘RF ‘

R =

‘D =

‘A ‘

RF power required,

distance between radiation antenna and field intens%ty ~eference
point (meters),

fjeld intensityin power density terms (W/m2),and

gainof radiatingantenna as a power ratio (i.e.,.3dB =2,
6dB= 4, etc.).

The 200 V/m field intensity requirementcan be converted to
the power density form of Equation H-1 by means of EquationH-2.

_ (FI)2
‘D 120n

(200 V/m)2
‘D = 120?l

= 106.1w/i2

(H-2)
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Substituting 106.1 W/m2 for PD and 3 meters for R

= 4n(3)2(106.1)
‘RF ‘A

in Equation H-1 yielti: -

Assuming an antenna gain of 6 dB (GA = 6 dB = 4),

12000 “
— E 3000 watts

‘RPm 4.

or assuming an antenna Rain of 15 dB (GA = 15 dB = 31.62).
.

12000
‘RF = — = 380 watts31.62

These results indicate that to establish a 200 V/m field Intensity
at three meters from a radjating antenna having a 6 dB gain requires
an RF sour’cecapable of providing approximately3 k$low~ts of RF power.
while to establish the same level field with a radiatingantenna having
a 15 dB gain requtres an RF source capable of’providingapproximately
S80 watts of RF power. It is apparent f’romthese results that the
powe~ output requirementsfor the RF signal sources can ‘besignificant,
and are heavily influencedby the characteristicsof the radiating
antennas, as well as the spacing between the radiatingantenna and
the test specimen. Conventionalsignal generatorsand sweepers will
not p~ovide sufficient RF power to perform radiatedhigh power interfez=
ence susceptibilitytests..

The RF signal source requirementsmay be satisfiedwith either
a series of tunable power oscillatorsor lower-powersignal generators
and/or sweepers used in conjunctionwith broadbandRF power amplifie~
to provide RF power output levels sufficientto perform the requlned
susceptibilitytests.

)

30.4.2 ANTENNAS
.

The selectfon of antennas and exposurechambers to be used
to establishhigh intensity fields for radiated sUSCeptibllltyteats
is an importantconsiderationIn the developmentof the testing facili-
ties. As illustratedin the previous section on sjgnal sources, the
characterlstjcsof the radiating antenna have a sjgniflcantinfluence
on the amount of RF power required to perform the tests. For each 3-dB
inc~ease in antenna gain, the.RF power requirementis reduced by 1/2.
~ the other hand, the radiating antenna gain must be limited to the
extent that the width of the main beam is sufficient.toadequately illti- -
nate the test specimen. Further, it is desirablethat the main beam -
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‘illuminationbe such that the ampljtude znd phase d~stibutionsacrosi
the test specjmenare essentiallyplanar. Thus, the selectionof a ra,di-
atin~ antenna becomes a compromisebetween obtainingthe maximum gain
possible to minimize the RF power requ~pe~nts, and at the same time,
obtajning sufficientlybroad beamw~dth characteristics(sufficiently
low gain) to properly illuminatethe test specimen.

Since susceptibility tests are cuwently requiredover the 50
MHz to 18 GHz frequency range (a spectrum width of over e?.ghtoctaves),
a number of antennas rep~esentingseveral antenna types are required
~or the tests. The low frequencyend of the spectrumpresents the most
diff~cult problem as fa~ as selectinga suitable radiatingantenna is
concerned. In the 50 to 200 MHz frequencyrange, antennashaving suffic-
ient ga~.ncharacteristicsare physically too large to fit inside nor...
mal size shieldedenclosures,or if they wI1l fit inside, the walls are
so close to the extremes of the antenna structure that they sign~ficantly
affect the characteristicsof the antenna. This situationis true for
tuned dipole. ldg-periodic,log-conical.and tuned verticalantennas.
Hence; in thjs frequencyrange, non-resonantsho,rtdipole, b:conical,
or short verticalwhip antennas are normally used as radiators. These
antennas have very low gain characteristics,and hence, relativelylarge
RF power levels are required to generate moderate field intensitylevels.
For example,a typical biconicaldipole antenna used as a standard in
EMC measurementshas a gain of approximately0.15 ~q relative to an lso-
tropj.csource at 50 MHz. To establisha 200 V/m ~ieldone meter from
the antenna would require approximately!.285 watts of RF power. At
a frquencv above 200 MHz where a log-periodicantennawith a 6 dB gain
could be used, only 350 watts of RF power would be required. At a still
higher frequencywhere a standardgain horn antennawith a gain of 15
dB could be used. only 50 watts of RF power would be required. On the
other hand, over the 50 to 200 MHz frequencyrange, high power broadband
RF amplifiersare readily availableand large RF power requirementsare
not as much of a problem or as costly as they are in the higher frequency
~anges.

Over the 200 to 1000 MHz frequencvrange.,resonantantennas suc:h
as the tuned half-wave dipole, tunedvert?cal whip, log-perlodlc,and
log-conjcalantennas are sufficientlysmall to fit insidenormal size
shielded enclosures. The log-periodicand log-conicalare the preferred
antenna tvpes for this frequencyrange because a singleantenna can cover
the entire range without any,tuningrequired. In addition,these antenna
tvpes exhibit gain cbaracterfsticsin the ~ange of 5 to 6 dB which siE;-
nificantly reduce the RF power requirementscompared to the 50-200 MHz
f~equency range.

Over the 1 GHz to 18 GHz frequencv range, the size of the radi-
sting antenna is no longer a problem and several tvpe.sof antennas
czn be used. These include log-period~c,log-conical,cavitv-backed
spiral, standard-gainhorn, and ridRed-Eu?de
ferred radiatjngantennas for this frequency
clueto their good unicli.rectional,hl.ghga<-n,
The entire frequencymange (1-18 GHz) can be
waveguide horns with gains from 6 to 12 c!9.

horn antennas. The pre-
range are waveguidehorns
and VSWR characteristics.
coveredwith two ridged
The frequencyrange can I
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also be covered with ~even standard gatn horn antennas with gains from
14 to 24 d~.

30.4.3 FIEZDll$7EMSJTT~
Sengitive F@ detectorswith provisions f’oraccurate calibra-

tion in terms of standard EM measurementunjts are required to perform
the tests!descr!bed in this chapter. F’ormeasurementsof the EM envi-
ronment. calibrated detectorsare required to define the field intensity
levels over the frequencyspectrum of’interest. .For susceptibility
measurements,accurate detectorsare reqd~ed to calibrate the fields
to which the test specfmen is to be exposed and to tietectthe response
of the test specimen when exposed to the test fields.

These detector requirementsfor the tests can be .satlsfiedby -
two types of lnstrumenta,EMI receiversand spectrumanalyzers. Both
of these Instrumentsare well-shielded,sens.ttivereceivers with wide
dynamic ranges and provisionsfor calibration in standard EM measurement
units. Instruments in both categoriesare available to cover the fre-
quency spectrum from 20 Hz to QO GHz.

.

30.4.3.1 mu RmmVms
EKI recejvers are basicallysuperheterodynereceiverswith

special clrcults and parametersto enhance the accurate measurement
of &MI emission characteristicsof equipment and systems. Specific
design parameters and some operationaltechniquesmay vary depending
upon the portion of the frequencyrange being covered. However, the .
baaic principles of field intensitymeters are the smme over the fre-
quency

)

spectrum presently covered (20 Hz to 40 GHz).

Most EMI receivers include the following characteristics:

a)

b)

c)

d)

Have an extremelywide frequency.tuni~ range so that a single
Instrment can be used over as much of the frequency spectrum
as possible. The frequencytuning accuracy is normally 1
percent or better.

Accept a wjde range of input signal levels. The actual dynadc
range of the receiver is normally 20 to 60 dB. Additional “
fnput ~i~al range 3s obtained with a set of wideband, cali-
brated attenuatorsat the input of the mater. Most meters.
wI1l accept Input signals !n the range from -100 6BIBto +20
dBm.

Present a constant real impedance (~ormally50 ohms) at the
input terminal so that the meter properly terminates the
transmissionljne and also so that voltage levels at the
input can be specified in terms of power.

Have selectable,calibratedW bandwidths. The narrow IF
bandwidthsmake it possible to obtain maximum sensitivity
for narrowband signalsand the wider IF bandwidthsmake ~t
possible to encompassmore of the spectrumof wider band
s~gnals. The differentbandwidths make it possible to disting-
uish between narrowbandand broadband signals.
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.

e)

f)

}’ave~~ter~~l sources for cal~brztingthe ~ain and IF band-
width of the meter at the f?equencyof interest. The impulse
generator is the most.common type calib~ator.incurrent EF!I
receive?s.

Have an output meter and differentdetector and metering
circuits which make it possibletc measure signals having
different types of mOdulation-

A number
~~hichcover the
instrumentsare
several plug-in
able which make
Table H-2 shows
EMI receivers.

of FYI ~eceivers are availablefrom several manufacturers
frequency range f~om 20 Hz to 18 GHz. Generally,three
requiped to cover this freouencyrange. In some cases,
RF heads are also required. Converterunits are avail-
it possible to perform measurementsup to 40 GHz.
some typical characteristicsof currentlyavaflable

TABLE E-2

TypIcAL CHARACTERISTICS OF CURRENT ~1 REcEIvE~s

— —— —— —-.— . . . _— —--
Frequency Number” “ F?easurement
Range of Bands Sensitivicv Range .

———— —-——— —— ——

Z()Hz to 15 k~z 1 -127 to -1S(?c!Bm 126 dB ‘ ..
14 kHz to 1 GHz 15 -?.Sto -120 dBuI 120 dB
1 Gl+z.to 18 ~:Z 5 -79 to -90 d13m 120 dB \

-—.. _—— .—.——-..—— —— .— -—

30.4.3.2SPECTRUM ANALYZERS
Modern .spectvumanalvz,erscan also be used as field intensitv

meters. Vhen compared to EMI receivers,spectrumanalyzers are charac-
terized by untuned f~ofitends, bu~.lt-i~e.utomaticf~equencysweeping
and dispersioncapzbiljties,a larger choice of IF bandwidths,and
CRT output displavs witt!variable persistence. Accurate amplitude
calibr~.t?onsof spectrum analyzersare more difficult than calibrations ,
of F211rece?vers,particularlyfor peak amplitudesof pulsed Signals. “
The advantage of spectrum analyzers over EMI recejversare their flexi-
bility in frequencysweeping,the availabilityof a spectrum output
display, and lower cost for equivalentfrequency coverage.

Wjt.hinthe past 5 to 10 years, significantprogress has been
made in the spectrm analyzer technology. This progress has resulted
in the addition of seveml importantfunctionsto the current generation
of spectrumanalvzers. The functionsincludevariable persistence/storage
CRT displavs, i~ternal caljhrationcapabjlites?wide spectrum scans
(severalGHz), flat frequencyresponse,and significantlyincreased
dvnamic ranges.

.
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Several spectrum analyzerswhich cover the frequencyrange from
10 MHz to 18 GHz are availble km a number of manufacturers. In mmt
cases, a single instrument is capable of covering the entire frequency
range. External tracking preselectorsare available to provide RF
preelection where required. In addition.external mixers and converter
units are available which mqke it possible to perform measurements
up to 40 or even 90 GHz. There la such a broad range of characteriatlcs
available and such rapid advances in the stwte=crt%he-artlit Is Recom-
mended that supplie~s-ormanufacturersof spectrum analyzersbe contacted
to establiah the present state-of-the-artin these %natrwsents.

30.4.4 AUXXLIART DEVUXS
A large number of auxiliarydevices-arerequlrwl to intercon-

nect the various test instrumentsinto the required test setups, and,
at the same time, assure that the test speoimenand each of the test
Mstrumenta will ftmction in the desiredmanner. A listfng of typical
auxlltarvdevices is shown ?.nTable H-3.

The types and specfflc propertiesof the auxiliiry devices required
for the tests are dependent to a large extent on the cha~acteristics
of the tests, the gpecff?.ctypes of test instrumentsto be used, and
the frequencyrange over which the tests are to be performed. Thus,
it is not feasible to attempt to describe the characteristicsof every
device which miuht be needed under all these conditions. In selecting
auxtllarv dev~ces. the frequencyrange (bandwidth).Impedance.and
power rating of the devtces must be compatiblewith the test’specimen,
test ~nstruments.and other componentsin the test setup”. The principal
requirementis that.the incorporationof auxiliary devices Into a meas-
urement setup not degvade the accuracyor validity of the measurement
results.

TYPICAL AUXILIARY DEVICES

TABLE H-3 “

FOR HIGH POWER SUSCEPTIBILITYTESTS

Filters Switches

DirectionalCouplers Coaxial Cables

Signal Samplers Coaxial Connectors

Attenuators Coaxial Adapters

Isolators Waveguide

Hybrid Junctions WavegutdeHardware

Dunmy Loads IsolationTransformers
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AS a general rule, double-shielded,So-ohm, coaxial cable should
be used for interc&necting cables. The double shield minimizes the
effects OF interconnectingcable leakage on the measurementresu-lts.
and the 50-ohm impedance iS compatiblewith the majority of test instru-
ments and auxiljary devices.

40. TEST APPROACH.

40.1.1 GENERAL CONSIDERATIONS. Ultimately, it is some disturbance
of the operation of a circuft or component that will cause system degra-
rlattonor fa~lu~e. Thus susceptibflitvinfor=tion on the solid-state
componentsused in a system is essentialto the design and development
of a system which is compatiblewith a bpecifted EMR environment.
The susceptibilitydata presentlyavailable on.botb discreteand inte-
grated circuit componentsare presentedin Appendix E. However,measure-
ments may be necessary to obtain the required data on many existing
devices. as well as all future dev?.ces.

40.1.2 IDENTIFIcATIONOF CRITICALCOWWHKWCIRCUITS. Many of the
componentsand circuits used in an air launched ordnance system may
be relatively immune to the coupled EMR environment. Attemptingto
define the susceptf.bilitylevelsof all system componentswould thus
not be a cost effectjve approach to determining system ‘hardeningrequire-
ments. The system designer must identifythose componentsand circuits
which are critical in terms of their potential susceptibilityto the
EMR envtroncnent,and where susceptibilitydata are not available,imple-
ment a measurementprogram to determinecomponent/circuitsusceptibility.

Only the system designercan identify the specificcritical
circuits of a system. through a knowledge of the circuit functionand
an assessmentof how this functionmight be affected by coupled energy.
However. some general guidelinesare presented below which should aid
the designer in this ident~fj.cationprocess.

When ,undesiredenergy is coupled to a system circuit,an upset
in the circuit operation may occur which is reflectedthroughoutthe
system. An upset fs normally consideredas any responseother than
che prescribed response. These upsets are usually viewed as an unde-
sired change in signal characteristics. These fncludevoltage and
current levels, transmissionor receptionlevels, or impropercontrol
of othe~ related systems. Upsets may be categorizedas those in digi-
tal (nonlinear)circuits and those in analog (linear)circuits. Table
H-4 gives examples of the most frequentlyobserved system effectsand
some of the circuit types in which upsets OCCUr.

A systematiccategorizationof circuits in terms of parameters
which influence circuit susceptibility.can also be helpful in the identi-
fication of critical circuits., One method of performingthis categori-
zat~,onis shown in the histogramsof Figure H-5. Note from this figure
that the first step of th-ecircuitcategorization5.sto order the cir-
cuits in accordancewith the coupled RF envi~onmentas in Figure H-5a.
If the couplinR analyses show that a servo circuit will be exposed

H-20

\



MIL-NDBK-335(USAF)
15 JANUARY 1981

TABLE fi-4

CIRCUIT UPSETS

..— —. ———— —— .—

1. DIGITAL (NONLINEAR)CIRC@T UPSETS

Functional Effect—

1. Changes in

2. Alteration

3. Changes in

4. Changes in

5. Changes in
registers

command functions

of stored information

system timing

drive states

processing stites

II. ANALOG (LINEAR)CIRCUIT UPSETS

1.

2.

3.

4

5.

6.

7.

8“.

Functional Effect

Changes in s~gnal level

Loss of regulation

Loss of synchronousstates

Control instability

Loss of ~nfomation in process

?yematureactiv*tlo*/

function 1099 of protective
circuits

Loss of signal generation

p~od~~edby u~~et of:—.

Fllpzflop9,discrete
circuits

Registers,memorj

Clocks, counters.

ehmemts -

Osciuators

Logic buffers, interface
circuits

Non-synchronouslogic

Produced by upset of:—

Amplifiers - ac/dc

Voltage and current sources

Phase-1ockcircuits

se~vomechan~~mg

Demodulators,choppers,
amplifiers

Power supply ‘crowbars”
and current limlting
circuits.,

Sir!usofdaloscillators,
‘dc-fc Inverters,dc-ac
convertem

hproper wave shapes Active, passive?filter
networks

.
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to the highest RF envf.ronment.the servo c$rcu!t iS representedat
the htghest position on the histogram. To provide a firmer basis for
juc?gementas to the effort that should be expended $.ntestinga circuit.
a differentorde~ing of the circuits is used. In this case, as shown
~.nF@re H-5b, a functionalprior~tv from the standpointor mission
success should be ass$gned to each and plotted. Determiningthe fict-
ional pr+or?.tyis a much rnorbdifficult task since an appreciation
of the overall. detailed, integrated-systemope~ation must be available.
With a systematicapproach, the critical circuits can be f.dentifted
and intelligentcost trade-offsas to the necessary tegtin$ can be
greatly facilitated.from both the suceptibllityand f’unctlonalpriority
points of view.

The circuits that should be cons~dered in the histogramanalysis
can be identifiedaccording to the followingcriteria:

“

o The circuits that are at terminationsof external cables.
o The circu<.tsthat are sensitivedevices.
o The circuits that have large gain-bandwidthproducts.
o The circuits that perform critical system functions.
o THe circuits that ape connected to cable routes that might

have great sensitivityto piCkUp.

Coupling to low level analoa ctrcults is especiallycritical.
Such couplina is illustratedin Figure H-6. RF energj is coupled through

three ports-of-entrv(pOE). Coupling through POE Y to the control
circuitrywould not be critical since the control signal amplitude
would he larRe compared to any ~nduced RF voltages. However.couplfng
to the ‘front-end”ampl$fier through POE’2 is critical stnc.erectified
waveforms would appear as legitimatesiunals and be amplifiedand thus
create disturbancesthroughout the system electronics. Likewise,the
coupling from POE 3 4s critical since the connect~ngcables can couple
the RF energy to the ‘front-end”amplifier.’ These types of observations
should be made in the design stage so t~at the cr+tical c!rcuits can
be $denLifiedand tested.

40.1.3.1 INJECTION713STING. Injected susceptibilitymeasurements
are made by conductivelycoupling the RF energy to the device under
test. .Provisionsare made for biasing the devices as well as for moni- “
toring the device’s operatingparameters such as voltages and currents.
This approach removes the variables associated with coupl~ng from a
free-fieldand permits concentration on devic~ behavior under the influe-
nce of the RF energy. This.experimentalarrangement is realistic
because individualcircuits are usually fairly we~l shtelded In systems

(i.e., protected from rad$ated RF enerKY) but have cable or wl~es running
between var~ous cj~cuits or subsystems. These wires or cables can
act as

power,
are as

inadvertentantennas and couple RF energy from field to device.

Device respsnse ~s measured as a function.ofthe absorbed RF
The reasons for trea~ing power as the independentvariable
follows:
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) (a) At m~crowave frequencies,power and tmpedanceare the funda-
mental, observable quantities;VOltageS and current are!derived
from power ad impedanCe. At low f%quencies, the converse
is true.

(b) me s~lconductor’junctio~ aCtS tks a Squgire-hw &taUtOt’
(induced-currentchange Is proportionalto absorbed power).
This square-law dependenceholds for absorbed power levels
up to the order of 100 mllor SOP above which the dependence
gradually diminishes to a regionwhere the lnterferenm effect
Is proportional to the square root of PA.. For liF-induced

catastrophic failures. the Mlure level is a tinction of
absorbed power and ttme.

placement of the device urder te9t in a teSt fixture which can
be well defined-with respect to fixture Iosaes Ss emential to making
an accurate measurem~t Of absorbed power. The valid~ty or the teoh-
nique rests upon:the princlpla of conservationof enemy (or, nmre
precisely, upon its time derivative,j.e., power). It should be noted
that the technique’whtihIS deacr%bed here does not yield a ~asuremmt
of devfce complex”$mpedance, dnce no phase informationis given.
‘he complex lupedtice mst+be qeaaured separatelyby using conventional
devices, t.e., slotted line, impedance.bridge, network IUM@ZeP, etc..
However, the power measurement techniquedoes yield a“measurement”of
the reflectioncoefficient,which 1s related to the Mxuding.wave ratio.

1 and iapedancema$nitude. .
.’

The basic measurement technique for componentdcirculta is ilhs-
trated In Figure H-7. A high power RF source is used to generate the
necesaarv RF ener~. The RF source might consist of a signal generator,
a low power amplifier, a varjable attenuator,and a high power amplifler,
If needed. The RF source is decoupled through use of an isolator.
Follow2ng the RF source ts a dual directionalcoupler for monltori.ng
the incidentpower (PI) and the reflectedpower (PR). The circuit

input signal (DC, video, or audio) Is combinedwtth the RF energy in
a blaa in~ection unit. ‘Me purpose of this unft is to decouple the
RF from the bias sources and monitoring instrumentation. A bias lnjec- “
tion unit whluh has been designed for we in performingcqneint sus-
ceptjbllitymessuranents Is illustratedtn Figure H-8 1s!-23]..The “
unit is usable over the frequenay range of 100 MHz to 12 GHz and will
pass video pulses having a rise time of 80 nanoseconds. At lower fre-
quencies,a bias insertion unit could be des~ed using discrete circuit
elements (capacitorsand Inductors).

“Fordiscrete devices (i.e., transistors]the device under test
is mounted in a commercial 50 ohm test firture. Ilw3bias injeetion
unit must be coupled to this fixture throughan appropriaterntohtng
network. At miorowave frequenciesthis network met be in the form
of a stripline transition or launcher. The specific configuration
of this transisltfonwill depend upon the circuit under test. .

J
The operation of the device under test is monitored through

the low-frequencyarm OF the bias network while RF ener~y is Injected.

.
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Taking s~p~e~ of the fncfdent,reflected,and transmittedpower, and
using the calibration factorsfor cOUpl@r, bias networks,and detectors
permits a determination of the dev~ce guaceptiblllty(1.e:, a change
in output voltage, etc.) as a functionof the power absorbed in the
device under test.

Susceptibjljtymeasb~enta on lnte&ted Circulta (IC@S) invOIVe
the same ba~ic mea~upe~nt technjqueused for transistors. ‘he transis-
tor is treated as a 2-port device for susceptlbjMty measm%ment (one .
terminalof the transistor is at an RF ground). HOWeVer, a s~l~-~ca~e
Integratedcircuit may have from 8 to 16 terminals,.andmmercial
RF test fixtures are not available. In addition, different IC pacdcage
styles w$ll mqujre different fixtures. An exploded view ofa teat
fixture developed for IC susceptibilityttStin8 is shown in Figure
H-9. In a manner similar to that for fiisc=te devices,a relatlomahlp
is established between the absorbedpower and: (1) incidentpower;
(2) reflected (at entry terminal)power; and (3) transmittedpower,
at each of the terminals other than the entry terminal. The relation-
ship takes ~nto account Ioaaes arialng from the test fixture,bias
networks (one required per IC pin)~ and calibration factors for the
crystal detector.

A large number of parametersmust be measured and recorded.
For example, a single series in a 16-pin IC will consist of 17 pwer
measurements in addjtjon to a voltage and current measurementat each
pin, for a total of’49 parametervalues. Uhen measurementsmust be
made at a number of frequencies,power levels, and operatjng conditions,
manual data acquisition becomes burdensome. Therefore,an.autonmted
data acquisition system (FigureH-10) has been developed for use with
the IC measurements. A minicomputer~s used to control test parameters,
process and record data, and perform ‘on-l!new analyais of results.
Figure H-11 shows data taken with and plotted by the automateddata
acquisit~onsystem for one devtce at a sin.$leRF frequeney. The data
shows the device going from an “output lowW state (0,4 volts) to an
‘output.h!@” state ( 2.4 volts) under the influence of RF energy.
Since the data are also stored on magnetic tape, other parametersmay
be plotted as a fimctfon of power (or any other varjable)at a later
time and atatlstical analyses performedwithout the necessftyof retaking
the data.

xo.113.2 WIA= ~. Measurementsof the.susceptibilityof -
discrete components/c4.rcuitsrequire the me of apecia~ test fixtures
for mountfng the componentstcircultsunder tests, for injecting test
s~gnals (desired and Interfer.eficestgnals), aridfor monitoring suscept~-
bility characteristics. Radjatedtesting would involve the exposure
of these fixtures as well as the componentslcircuitsunder test: thus
it would be extremely difficultto differentiatebetween the effects
of the test fixture and the susceptibilitycharacteriatScsof the com-
ponentslcircu$tsunder test. For thi~ reason, radiated testing of
discrete components/circuits~s not a viable test-approach.

40.2 SU’BSYm SUSCEPTIBILI’fT TESTS.

UO.2.1,GEHEIML CONSIDERATIONS. For the purpose of this handbook,
a subsystem is def$ned as a-configurationof componentsand circuits
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which are connected togetherin a subassembly,performsa specific
functionwith given input/outputsignal requirements,and does not
require a special test fixture for susceptibilitytests. .Theprime
reason for this definitionis to broadly categorizeunits to be tested
aa those which requjre specializedtest fixturesand techniques(dtscrete
components/circuits)and those which do not. Under this definition,
individualor Interconnected’configurationsof circuitboards, modules,
or equipments could comprisea subassembly.

As subsystems are developed,it is highly desirableto perform
teats to determfne the susceptibilitycharactertstti~of the systems
In order to evaluate wiring, bonding, and grounding techniquesaa Fell
aa to evaluate the compos%tesuscept%b%lltycharacteristicsof@l
the components of a particularsubsystemwhen operatingin their normal
configurationand environment.

In contrast to di~cretecomponent/c~rcuitsusceptibilitymemure-
ments, EMR susceptibilitymeasurementson subsystemsmay be performed
elthep by ~n.lect~ontesting or radfation testing. Gene”rally, however,
tn~ectiontqsting %s better suited to testing of lower level (I.e.,
smaller. almpler, less complex)subay~temswhereas radiatedtesting
should be used for higher level subsystems. tie reason for this approach
is that low level subsystems(e.g.,modules, circuitboards, etc.)
tend to be located at points w$thin a system which are ‘remoten from
the external E?4Renvironment (e.g.,a cirwlt board may be separated
from the external environmentby two or more shieldedenclostires),
and EM slunala which reach the circuit board are more llkely to be
coupled (conducted)vfa $nterconnectln$wiring than by radiation.
Thus, injection teats ~hould provide a valid deacrlptionof”Et4Reffects.
A second reason Involves the complexity of injectionversus radtated
tests. Generally, injectiontesting is simpler than radiated testing
in terms of facility requirementsand should be used as a test method
whenever feaaible.

CQ.2.2 IDENTXFICATIOMOF CRITICAL SUBSYST’WS. The techniquesused
to identiti the critical subsystemsare the same as used at the circuit
level. In fact, a criticalcircuit in a subsystem causes the subsystem
to be critical. However, because of the increasedcomplexity,a subsys-
tem may have more than one coupling penetration and a number of critical
parameterswhich caus+edegradation. SubsyWems usually have design
parameter speciflcatlongand sugceptibilftydegradatlonacan be defined
in terms of such gpeclflcations~

40.2.3.1 IHJl?CflCHtTESTI??G. Instrumentationfor InjectingRF energy
Into a subsystem uges the same basic techniques as for circuit ta~ection
testing. However, the test fixtures for subsystemswill differ consider-
ably from the fixturesused In component{clrcultinjection. As for
component/circuitinjection,a problem arises in measuringaccurately
the Ln.jettedRF ener~y. This is particularly tru& when the in,jectlon
must be on a lead or wire In a cable bundle. When the subsystemhaa .
a coaxial tnput, the in.jectjonis relatively simple. ‘When the subsys-
tems are comected together through a cable !mndle a techniquefor
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inflectingmic~owaveRF ener~v jnto the appropriatecables will have
to be developed.

‘)
If the subsystemsare shielded, couPl~n13through the connectiw

cables will be the dom~.nantcoupling mode. For unshieldedsubsystems,
coupljng may occur over more than one path and determinationof the
best inflectiontechniquemav be difficult.

40.2.3.2 RADIATIONTESTING= Radlatlon testingof subsystemsIs cost ,
effective in the early design stage bkcause shieldingweaknesses can
be readily identified. Radiation testing also evaluatescable shields
and compartmentalizationtechniques. Establishinggood ground connec-

tlons with FfF gaskets, filters, etc. can be a problemat microwave
frequenciesand radiation testing is necessaryto prove the RF hardness.
At high f’requencteswhere no dominant couplinglead or cable exists,
the absorbed p~wer iS more related to the effectivearea of a circuit
board. For th<s case meaningful measurementscan only be made using
a radiation’testingtechnique.

If the threat environment Is well defined,the levels at which
to peform the subsystemtests are based on the interiorenvironment
as determinedfrom the interactionand couplinganalyses of Chapter
5. Such an approachtailors the hardening specificationsto the parti-
cular subsystem. The approach used in electromagneticcompatibjllty
(EMC) testing is to perform susceptibilitytestingaccording to KIL-
STD-461, ‘ElectromagneticInterferenceCharacteristics,Requirements
for Equipment”and,to klTL-STD-462,‘ElectromagneticInterferenceCharac-
teristics,MeasurementOf.n These standards’aregeneral purpose specifi-
cations applicableto subsystems,and they specifyconstant susceptibil-
ity levels ~n a gfven frequency range. For example,MIL-STD-461,Notice
4, which applies to all Army procurements,requiressusceptibility
levels fdependingon frequency range) o.f10, 20, and 50 volts/meter
for sheltered equipmentand 5 or 10 volts/meterfor non-shelteredequip-
ment. However, the fixed specificationapproachai opposed to the
tailored specificationapproach has certain limitations.

Some of the limitationsof the MIL-STD-460series are summarized
in the followingparagraphs:

o

0

0

0

The MIL-STD-460series is a general purposedocumentwhich
can result in an overdesign or underdesignof equipmentat
the subsystemlevel and thus cause increasedcost to eventually
developa system. .

Compliancewith the untailoredMIL-STD-460series does not
guaranteesystem hardening since the couplingof subsystems
to the real-worldEMR environmentis not considered.

..

Subsystetidata cannot be related to system perforinance.

SPO managementcannot assess the impactof the contractor~s
failureto harden a subsystem.

Tailored,specificationsalong with a well-organizedapproach to hardening I
will result in a cost-effectiveand we’llenginee~eddesign.

H-32



?IIL-EDBK-335(USM)
’15JANlhtRY1981

)
The measurement techniques to be employed In the radiationtesting”

of subsystemsare described in the followingparagraphs. The specific
technique to be used for a given subsystemwill depend on the phyglcal
dimensionsof the subsystem. Radiationtesting of small subsystems
can be performed using parallel-plate,TEH cell, or a.necholcchamber
test facilities. For larger subsystems,anechoic chamber testing will
be requlred.-

-— .....
ho.2.3.2.1~*~nG. As discussed in Section 30.1.2, the

TEM cell provides a shielded exposure cham~er for RF susceptibility
tests [H-27]. A typical test corifigumationfor performingsubsystem
susceptibilityteats with the cell Is shown in Figure H-12. In opera-
tion, a high power oscillator or pulse generator $s connectedto the
input port of the cell and a matched terminationla attached to the -
output port. With this configuration,the TEM cell provides a means
of generatingaccurately calibratedhigh intensity RF fields with moder-
ate power RF sources. The subsvstem to be tested Is placed within
the cell and ~ts performance 1s monitored as a ftmctlonof the exposure
field level. The main limitationof the TEM cell, as for the parallel-
plate transmissionline, is the small test volume availableat high
test frequencies,I.e., the cell must be used at frequenciesfor which
only the fundamentalTEM mode exists.

40.2.3.2.2 P~-wn TMRWISSIOE m -. The susceptib~l-
ity of a circuit to radiated fields can be measured using a parallel-
plate transmissionline (gee Section 30.2). Transmtmion lines can -

‘. be constructedto operate from DC up to a few hundred Wegahertz. me
i upper frequencyrange 13 limited by the line spacing. When the line

gpacing becomes greater than one-half wavelength, the field within
the line begins to lose its uniformity.

In operation, the line is driven by a signal source connected
to one end, and a receiver or RF voltmeter 13 connected to the other
end to measure the voltage (V) betueen the plates. The magnitude of
the field intensity (E) between the plateg is given by E = V/h, where
h 1$$the separation distance between the plates. Susceptibilitymeasure-
ments are performedby placing the equipment to be tested between the
platea and monitoring Its operation for malfunctionor degradation .
of performance.

The major Ilmitatlonof the parallel-platetransmissionline-.
is the mall test volume availableat high tegt frequencies. Also,
the line does not provjde a shielded test volume.

40.2.a.2.sAHBCHOIC CIMBER~. It is recommendedthat subsystem
-diatlon testjng above 200 MHz be accomplished in an anechoic chamber
as shown in Figure H-13. Ideally, the anecholc chamber ahoulh have
a 3-foot diameter (spher~cal)quiet zone with 20 dB of qujetlng at
200 MHz. The chamber facilityBhould have the capabilityof operating
to 18 GHz. The chamber walls should have a power rating of at least
1 watt/9q. in. For test automation,the chamber facilityshould have
high power swept sources capable of’generating (X or pulsed field emri-

) ronments. Test antennas should have polarizationdiversity (horizontal,
vertical, and cfrcular) in order to test all orlentationa.
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The impact of
be severe, depending

these requirementson a’WeaPOn contractormay
on the facilitiespresentlyavailable to the con-

tractor. However, ~he use of the parallel-platetransmissionline
up to 200 MHz for Subsystem testing, reduces the requirementsfor the
anechoic chamber considerably. A 50 MHz anechoic chamber is very expen-
sive because of the thickness requirementof the absorbingmaterial.
In a 200-MHz chamber, the test antenna size is smaller by a factor
of’four, thus reducing the required test VOIUme. The drive power for
a 200-MHz chamber is less than for e 50-MHz chamber, because of the
increagedantenna gain for comparable size antennas.

Quad-ridgedhorns are recommendedfor polarizationdiversity.
Through a polarizationswitching and phasing network, vertical,horizon-
tal, and circular polarizationscan be selected. The gain of a quad
horn at 200 MHz is typically 10 dB. To generate a 200 volts/meter
field at a spacing of 3 meters with this antenna requires an Input
power of 1.2 KW. The beamwidth of the quad antenna is typically30
degrees at the upper frequency limit. Figure H-14 shows the maximum
width of a subsystem that can be uniformly illuminated. For the 30-
degree beamwidth, the maximum width is approximately5 feet.’ Thus,
from this example it is evident that the antenna beamwidth should not
be narrower than the angle subtended by the subsystem.

The simplest means of radiation testing above 1 GHz is with
horn antennas. A single ridged-guidehorn antenna cavers the frequency
range of 1 to 12 GHz. Figure H-15 shows a test configurationusing
horn antennas. The radiated field is calibratedas shown in Figure
H-15a. A high power source drives the transmithorn, and the field
at distance d is calibratedusing a receive horn and a calibratedre-
ceiver. If standard gain horn antennas are used, the field,canbe
calculatedat a distande d within +1 dB and the receive horn and cali-
brated receiver are not required. The test separationdistance (d)

should be greater than 2D2/x where D is the maximum dimensionof”the
horn opening or the maximum dimension of the subsystem,whichever is
the larger.

The drive power required to generate a field intensityE at
the test separationdistance (d) can be calculatedusing the following
equation:

~ = 4nd2E2 .
T ZOG (H-3)

where:
‘T

= power required (watts),

E= field intensity (volts/meter),
Z. = free space impedance (ohms),

.

d = test separationdistance (meters), and

G = antenna gain in power ratio.
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A typical rid~ecj-~~~ehorn antenna has a Ra5n of 7 dB at 1 G~z. A

) drjve p~wer of 666 mkl(+28.2 dBm) ~s required to generatea Field 2St.en-
sjtv of 10 volts/meter at a test separationdistanceof 1 meter. At
12 GHz, the ridged-~ujde horn antenna gain is typically13dB, and
a dr~ve power of 167 mW (+22.2 dBm) is requjred.

Once the radiation field at the test separationdistance?has
been calibrated, the subsystem Is placed In the field as shown In F@re
H-15b. When the subsvstem is introduced,field Perturbationsshodd -
be minimized. For example. sfgnal and power line lengths should be
short. Figure H-16 ~llustratesa test configurationthat will mimfmlze
field perturbations. The battery power pack and a test instrumentation
package are placed In a small shielded enclosure. TIM outside of the
enclosure is covered with an absorbingmaterial (6 Inches thick).
The subsystem is placed above the shielded enclosurecm dielectric
supports. The critical test parametersare monitored througha fiber-
optic link. The shielded enclosure is supportedon a dielectric Support
column.

40.2.~.2.4S~~D~ gN~Qs~ ~TMG. The conventionalshielded
enclosure is not recommended for radiated susceptibilitymeasurements
because of errors that can result (due to reflectionsand multipath)
in the measurement data. Shielded enclosuresshould be used only ~o?
~solating Lhe test environment fmm the external environment during
injection tests, parallel plate transmissionline tests, or other t~e
tests wkfch do not requjre the establishmentof a rac!iated ”environment
With.irl the enclosure.

)
40.2.3.3 SHIELDING EFFECTIVENESStfEASWWIEMTTECHMQUK. The basic

~dea of the MIL-STD-1377 shielding effecttvenesismeasurementis to
place the test specimen inside a specially constructedtest chamber
with p~ov<sions for ratiiatln&an electromagneticsignal while monitoring
the amount of power picked up by the test”specimen. Efforts are then
made to maxim5ze the power coupled to the test specimenby adjusting
various tuning devjces. The underlyingconcept is that if one finds
the maximum amount of power that can be transferredto the test antenna
or cable. one can jnfey that the’d~fferencebetween it and a reference
antenna is intrinsic to the test specimenand its shieldingeffectiveness.
Figure H-3 of Section 30.1.3 shows schematicallythe !41L-STD-1377test
chamber and tuning devices. Standardcoaxial lines are used for input
and output with stub tuners to match the Impedanceat the two ports.

. .
+

Insfde the chamber, paddle wheel tuners,consistingof dipoles which
can be rotated and moved laterally, provide for adjustment or the %nternal

fields. When cable shielding effectivenesstests are being run, onlv
one d~pole tuner is needed; enclosure tests requ~re a second dipole
tuner located 3nside the enclosureunder test. To”mlnimizethe losses
and other undesirable effects, the dipoles are mounted on dielectric
rod~ whlcb pass through the”chamber walls via waveguidebelow-cutoff
tubes. 1P practice, the cab~net losses {as measured between the injection
antenna ?nd a reference pickup antenna) can be quite small over a usable
?requenc.:~anqe or 1 to 10 (W.

} Ic operatjon. the test specimen {S placed !nside the chamber.
a rrkic~owavesignal of the desired frequencvis inject~dinto the cha~er,
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and the cserator manuallv adjusts the l’ariaustunjng devices in a some-
what ite~ative manner to ftnd the maximus power that can be coupled
t.~?oughtke test soecirnen.In the prccess. many local maxima are observed
jn whick z tuninq position is found for what any flmthertuning reduces
the power ~ransf’er. Tbe la-pestof these local maxima is indicative
of the ~n~rinsic shieldjngeffectivene!s~ofthe 9PeCiIDen.comparison
of ~b~g -e=ult Witk that obtajned by z@ck~Eg at the unshieldedrefeFenCe,--,-
anterma fcallb”at$onmeasurement)Inside the cti-iifib=rindicatesthe
sh~eldlnaeffect~venessvalue for the test specimen. The pr$ncipal
featurec: this Procedure jsjthat jt Ls highly repeatablewith different
operators and aeconstructionzof the experiments. The relativeease
wjth which the absolute maximum tuning condition can be found depends
on the tez! chamber parameters,tuntng SWem desii?n-and oPerator
skill.

50. REFERENCES. The referencesin this section are or~an~zedinto
various cz?egor~es related to EKI test :nstrumentatjonand techniques.
In additto~ to the referencedsource material used in the preparation
of this aspendix, other selected-articlesand documentsare also listed
to ~fient?!% additional sources of informationon EMI test instrumentation
md tec!?n:que.
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4PPENDIX I

BfR HARDNESS CONSIDERATIONSIN PR~RAM MXUMENTS

10. IT#TRODOCTION.The major plann~n~and procurementdocuments form
a 10FIc22 flow of aet,~v~t,yrepresentingan orderly progressionfrom
concept ~ermlatjon to a f~na~ oDerat50valdeployment,and~ hence?

thev can Fvovide a vehicle for Implementingand flocumentingan EMR
hardness program throughoutthe l~fe cycle of a system. To accomplish
thjs implementat~onand documentation,the EMllhardness requirements

the foll@#$ngpro~ram documents.

Statementof OperationalNeed
Mission ElementNeed Statement
Program ManagementDirect~ve
AFSC Prowam D~rectfon
Program ManagementPlan
DecisionCoorc?inatjngPaper (MtlestoneI)
Advanced ProcurementPlac?
Test and Evaluation~Ster Plan
Request for Proposal (Full-ScaleDevelopment)
Dec?sionCoordinatingPaper (Mjlestone11)
Request for Proposal (Production)
Operatton,Maintenance,am! Tra~nlngDocuments
Decis~onCoordinatfnqPaper fMiiestone’111) “
Program ManagementResponsibjl?tyTransfer

The Statementof Operational Need (SON) document
f.dentif%ing operat~onalneeds wtthln the Air Force.

20. SON AND MBNS.
is the i-.9:&anlsrnfor
A prereqz:~fte LO the j~entjf$c~tj& of operational needs Is a ~igsj.on

Area Anal.csis(MAA). The MAA examines the m~ssion responsibilities
o? a cor-znd and assesses the command’satiil%tvto perform each task
in terms :? current capab~lit~es.the present an? projected threat.
the oper?::onal env~ronment,and any other constrafntswhfch may ljmit
solutions ~o accompljshjnRthe stated tssk. In analysea involvin~
air l?ur?c?.~c!crdnance systems. the EMR environment and l.tspotential
affects cz the performanceof the system should be included.

Mk.eathe MAA identifiesan operationalneed, the need is docu-
mented in a SON. Upon publ~cation,the SON is subm~ttedto HQ USAF
Tor val~<z:~cm. Upon.validationof the SON, a ?l!sstonElement Need

..
.

Statemen: ‘??ENS)$’spreparedand submitted to tEs Secretaryof Defense
(Secretar.flof Air Force f’ornon-majorprogratis!for approval. Upon
approval S: the MENS. Milestone Zero Is achieved and the Conceptual
Phas& 0? :% proKram begins.

30. pm AND FORM 56. Upon approvalor t.he.YZNS,HO USAF 4ssuesa
Program k%nagenent Djrectlve (PMD) to inttlate action ~,nthe A~r Force.
For air lzunched ordnance systems. the PF?Dshoul~ requ~re that an B4R
hardness ?!’o&rambe.implementedto ensure that the system developed
will be ~cnpatible wjth ~ts EMR operat~onalenv’?cmment. After receipt
or f.lle P:?: f-cm HQ USAF, HO AFSC establ??bes tke qrogram priority and
3ssues n.;:!=~~e and dirqctjonto the AF~C orpa~~~ationsvia AFSC Form ~~
(AP.5CP-cc-sx Yrection’. The FO~tYI56 f~r ~~~ ;z’:nchedordnance sys-

?.1

.
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ternsshou:d requ!?? the program office to.implementan EMR hardness
propram to ensure.-.?.?’.the system developed+s compatiblewith its
EMR operational en”~:”onment.

40. Dep. The I!ec’s+onCoordinatingPaper (DCP) is the documentation
requesting approval tcI enter the next phase of SJWtem acqulsjtion.
DCP’”1reouestsapproval to proceed to the Concept ValidationPhase
(Mjlest@~eI). DCP ZI’requestsapproval to proceed to the Full-Scale
DevelcpmertPhase !!?:.lestoneII). DCP 111 requests approval to proceed
t.othe Pnoduct~onFhase (MjlestoneIII). The EMR hardness considera-
tions for inclusion ‘n the Decision CoordinatingPapers should ~nclude
the following:

o Describe +he EMR hardness plan for achievingthe EMR hardnes!;
goals.

. 0 ‘DescribeFU9 hawlness tasks and tests accomplishedand those
~etnainjngto be accomplished.

o State ant+c~pated”problemsand *isks ~n accomplj.shingEMR
hardnezs g~als.

o Spec;fv ant:c;pated resolut.io?!dates for identif~edproblems .
and risks.

50. P?@ AND TEMP. The ProKram ManagementPlan (PMP) is prepared
by the ProgramWanace~ early in the conceptualphaw? of the program
and desc-+besthe c’:enallprogram managementapproach,the master pro-
Kram schedule,and the estimated program cost. A descriptionof the
development,management, and implementationof an EPR Hardness Program
should be !ncluded 53 this document.

T~p ?est ~n~ EvaluationMaster Plan (TEMP) is the controlling
managementdocument which defjnes”all test and evaluation(T&E) efforts
to be accomplished.:C connectionwith a system acquisition. Descr~p-
tions of the T&E ef~cnts required to implementand valjdate the EMR
Ha~cinessProRram shculd be Included ~n thjs document. These descr~p-
t~OnS should inclu?e the roles and responsib~litiesof other DoD T&E
organizat!on9,as well as the T&E efforts to be performedby the con-
t,wa~t,or.‘

60. RFP. The Recuest for Proposal (RFP) document package completely
descrjbesthe propcsal requ.irements.andthe tasks to be accomplished
duping each acquis!?’m phase. The RFP’s for all acquisition phases

of air lau?chwlc??-=?ce svstws should address the vequj.rementthat
the system must be .-=oable of performingits mission in the EMR opera-
tional environment. ~o~~ver, specialemphasis shoglrlbe placed on
dt?fininFthe EMR lia~?~essrequirementsjn the RFp f~r the Full.Scale
DeveloDmer!+Phase ac= the RFP for the ProductionPhase.

The RFP for “e Fill-ScaleDevelopmentPhase should include “
a completetiescript::nof the forecastedEMR operationalenvironment..
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This EKR env~ronment forecast
at thjs stage of the proRran,
system desi~ers to determine
the svstem.

I

,

should be the
since it will
the amount of

most accurate possible
serve as a b~sis For the
EMR hardrie~arequt~ed for

The RFP for the Production Phase should emphasize thzt the pro-
duction techniquesutilized shall not compromisethe DfR hardness %ncar-

. porated in the fill-scaledevelopmentmodel and should”requirethat
adequatequaljty control tests are performedto ensure that the required
EPIRhardnesscharacter~stfcsare real~zed in the product~on systems.

70. (MD. The Operation,Ma~ntenance,and”Tra~njngIbcuments (OHTD)
for afr launchedo~dnance systems should emphagfzethe importance of
ma~nta~njngthe EMR hardness charactertst~csof these systems. suff’i-
c4ent +.nstructionsshould be included in these documents to e??sure
that EM? hardness is not compromised dur.lngmaintenance,check-out,
and deployment. .

80. PMR’P. Program Mnagement Responsibfl~tyTransfer (PF?RTIis the
formal act of transferr~ngmanagement responsitdlityfor a system to
the A+r Force Log~sttcs Command (AFLC). The transferdocumentation
for air launchedordnance systems should emphasizethe importance of
ma~ntalningthe EF?Rhardness characteristicsof the systems. This
documentationshould also stress the importanceof evaluating the im-
pact of system modificationsand eng~neeringchange proposal (ECP)
requestson the ~R hardness of the ~ystems.

.
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APPENDIX J

TAILORING OF SPECIFICATIONSAND STANDARDS

10. INTRODUCTION. In manv &ses, ~t may be deai?able to contrac-
tually obligate the system contractor to provide adequate EMR hard-
ness and testjng by invok!ng spec%f?catjons and standards. Unfortun-
ately, there are currently no specif$cation~or atandardawhich
address the EMR hardness prciblemas defined in thjs handbook. How-
ever, since the EM ~arc?nessproblem is a specialcase in a subset
(radiatedsuscept?billtvlof electromagneticcompat~bi15ty(E?4C),
several of the current EMC specificationsand standards can be tai- -
lored to ach~eve the goals of the EMR hardness program.

20. TAILORING. The ta!lor$ng of specificationsend standards
is the process bv whjch the requirementsof a specificationdocument
are adapted tG the peculiar~tjes,operationalrequirements,or char-
acteristicsof a system befn~ developed and the electromagnetic
env~romner?tin which the svstem must operate. The tallor~ng process
should accomplishtwo purposes. T%e first objective !s to modify
existing requ~rementsand test proceduresand, if necessa~v, add
addit~onal requirementsand test proceduresso that the document
assures that all required functionsare performedand Valldated.
The second objective is to delete all requirementsand test proced- -
ures which are not essential to satis~lng the specific w?qu$rements
of the system. Thus, a properly tailored specification or standa~d
should ensure that the essential requirementsof a system will be
satisfied,and at the same tfme, will not require the performance
of any nonessentialfunctio~s or testing.

It Is recommendedthat the tailoring-ofspecificationsand
stam!ards to achieve the ~oals of the EMR hardness program be accom-
plished @ the E!ICABunder the direction of’the program manager.
The tajlorfngeffort wtll constitute a part of the preparation of
the soli,c;tatlondocumentation. Some tdlwwse should be provided
to permit the contractor to recommend mhsequent tailoring of the
specificationssubject to app?oval by the WCAB and the pro~am “
manager.

g). APPLICABLESPECIFICATIONAHD STAHDAllE3.The spec~f~cations
and stantiardsmost appropriate for appllcat,fonto the EMR hardness
proRram a?e l~sted below are discussed ~n the -followingparagraphs.

MIL-E-6051 ElectromagneticCompatibilityRequire-
ments. Systems

MIL-HDBK-237 Electromagnet~cCompatibility/Interf’er-
ence Program Requirements

!!xL-s’ri)-461“ ElectromagneticIntorfemce Chamcbw-+
?.StiCS, Requirements for Equ%pment
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MIL-STD-462 ElectromagneticInterferenceCharacter-
istics, Measurement of

MIL-STD-463 Definitionsand Systems of Unjts,
Electro-magneticInterferenceTechnol-
o~

MIL-STD-1512 ElectroexplosiveSubsystems,Electric-
ally Initiated,I!esignRequirements
and Test Methods

AMCP 706-235 HardeningWeapon Systems Against RF
Energy

MIL-STD-1377 Effectivenessof Cable, Connector,
and Weapon Shielding and Filters In
PrecludingHazards of Electromagnetic
Radjationto Ordnance, Measurement

a,
of

MIL-B-5087 Bondjng, Electrical,and Lightning
ProtectionFor AerospaceSystems

30.1 HIL-l?-6051. This spec~ficationestablishesthe overall elec-
tromagneticcompat~b!ljtyrequirementsfor electron3.csystems, fn-
cluding control of the svstem electronicenvironment,lightning
protection, stat~c elect.rlcitv,bonding, and grounding. It js ap-
plicable to complete systems, includjngall associatedsubsystems
and equipments. The use of this specification!.sofficiallymanda-
torv for all Departmentsand Agencies of the DoD In procurements
of electronic systems, implyingthat the EMC requirementsoutlined
will be jmposed on all svstems. Under these cj.rcumstances,‘the
tailoring of this specificationto include the EMR hardness require-
ments is relat~vely simple. The tajlorjng process consistsof:
(1) ensuring that the externalelectromagneticenvironmentdiscussed
jn paragraph 3.2.13 includesthe EMR environmentforecast,and (2)
deleting the phrase “--exceptdeliberatelygenerated interference-
-“ from the defin~tionof electromagneticinterferenceIn paragraph
6.2.3. In addition, it may be desirable to modify the limits and
requirementsof MIL-STD-461and 462 as discussed in paragraph3.2.4.1,
depending on how these standardsare to be used in controllingthe
subsystemsand equipments(see discussion in 30.3 below). , .

In the event that a system procurementdoes not invoke EMC
requirements,tailoringMIL-E-6051to address only the requj.rements
of the EMR hardness program js a much more difficult task. The
ta$lorjng process requ~resthe deletion of all the I?F?Crequirements
w~jch do not directly address the radiated susceptjbi15 ty character”-

igtjcs of’ the system.

30.2 MIL-~Bf(.237. Tb+s handbook provides additionaluu?.dance
and more detailed proceduresfor adapting the MIL-E-6051specifica-
tion to a particularprogram. ,Asa handbook, the document 3s intended .
to be referenced in procurementspecificationsfor informationpur-

J-2
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poses ofilF. and Is not ~ntended to supersedeany specificationre-
quirement. However, the use of the informationand guidelinespro-
vided in this handbook wfll assist the program office and contractor
personnel in establishing,managing, implementing,and validating
an effect.~veEMC/EMR hardness,program. As long as EMC requirements
are invoked on the system procurement,no txiilorlngof this handbmlk
to include an EMR hardness program in the overall EMC program is
requiredother than to ens~,rethat the EMR environmenttorecast
is included in the electro~gnetjc environment.

30.3 BubsrD-461, 462,”AND 463. ‘fMs aeriea of standards eatab-
ljshes the electroma~etic compatibilityrequimnents fOr @kCt~miC!&
electrical,and electromechanicalequipmentsand subsystems. MIL-
STD-461 def~nes the general requirements,measurjngequipment,and -
test limits f~r the EMC measurements required. MIL-STD-462establ~sihes
the measu~ement techniquesand setups to be used in measuring the B4G

characteristic.s. WL-STD-463 presents definitionsof the terms! abtwe-
viatjons,acronyms, and system of units used jn the other two standaxx$s.
Unless otherwise speciFjed In the contmct, Invoking MIL-E-6051automat-
ically invokes MIL-sTD-461and ML-sTD-462.

PIL-STD-461 and ~L-sTD-462 can be used to control the M lsawtt-
ness of subsystems, components,and interwlringharness of the aysatenn
being developed. Either one of two approachescan be taken to accomp-
lish this control. One approach is to require all subsystems compe
nents, ar! interwiringto meet the test limits specifiedIn MIL-STI)-
461. Thts establishesa susceptibilitylevel in the interiorof’the
system at the level speciP’jedby the radiated susceptibilitytest ~ts
of MIL-ST22461. With this approach, It ig necessary to provide auff!f-
cient shielding effectivenessin the outer skin or shield of the systtem
to ensure that the EM environment $n the interior of the system does
not excee< the wsceptibiljty test limits of MIL-STD-461when the ~-
ter.is ex~~sed to the maximum exter~or EMR env~ronment. -

If- :~ Is not possible, or desirable, to provide sufficientsh2Gldhg
$n the CZTFF skin OT the system to rqduce the penetrationof the ex@r50r
ElIllenvironment to a level below the susceptibilitytest limits, the

$ty test limfts in MIL-STD-461and the test procedures hsusceptikfl.
MIL-STD-UE2may be modified to require the subsystems,components mmdl
~,nterw~rfcgto be immune to a h~gher level interiorEM environment.
This appreach places more of the hardening burden on the destgm and
fabrica:i:?of the suhsvstemsof the system and constitutesa layere~
hardening z?proach. In the mod~ficationof the susceptibilitytest
limits,ca?e must be exerc~sec!to ensure that the subsystemhardeni~
requireme?:sare real%sticand obtainable.

30.4 HIL-STD-1512. Thjs standard establishesthe general requjrentemts
and test =ethods for the des~an and developmentof’electroexplosjve -
suksysterzznd assoc~ate~ jteiristo preclude hazards from uni.ntention.a~

initiation. This standard should be imposed on all subsystems utll~z-

ing electr:c ally inftiatedexplosive, or pyrotechnic,components to
be includsj :n the system be%nq developed. The electromagneticenv~.rrra-
mect use< :: establish the hardness crdteria for such subsystemsshadld
z:%- ~nel”~~:the forecastedEX4Renvjron~~nt. “
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30.5 AMC PAMPHLET 706-235. Thjs handbook provides detailed informa-
tion on hardeninuweapon systems against RF energy. The infownation
is directed specificallyto hardening systemsand subsystemscontaining
electroexplosivedevjces (EED’s)a~ainst electromagneticenvironments
and is primarjly intended to assist the design”engineer in meetin~
the requirementsof specificationdocuments suchas MIL-STD-1512.
However, a great deal.of the ~nformationis applicableto all aspects
of the EMR hardness programand should beuseful In the development
of program and test plans, as well as in’systemdedgn. This handbook
may be referencedfor infor~tion purposes,particularlyIn support
of MIL-STD-1512,wjthout any tajloring. -

30.61uL-sTD-1377. This standard is jntended.toprovide system de-
signers and developerswith test methods for determiningIf particular
portions of a system are provjding the anticipatedhardness. It is
not intendedto be a substituteforfull-scale EMR hardness tests of
a system, but rather an a%d in developinga system with a high probabil-
ity of successfullypassing such environmentaltests. The standard
descrfbesmethods of evaluatingthe shieldingeffectivenessof shield-
ing enclosures,cables, and cable connectorsover the frequency range
from 1 GHz to 10 GHz. The standard also descr5.besmethods of measuring
the filteringeffectivenessof interferencesuppressionfilters over
the frequencyrange from 100 kHz to 10 GHz. This Btandard may be in-
voked to support MIL-E-6051,MIL-STD-461,and MIL-STD-462without any
tailoring.

30.71UL-B-5087. Thjs spec~fjcationestablishesthe requirements,
procedures,and test methods for electricalbondingand grounding in
aerospace systems. T!’v$applicationof this specificationensures that
the bonding and grounding practices utilized in the system development
comply with acce~ted EMC practices. This specifj.cationmay be invoked
to support the EMR hardness program without any tailoring. This spe-
cification j.sjnvokedby reference by MIL-E-6051and MIL-STD-1512.
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7.4 Contractor’sControl Plan
7.5 Contractor’sTest Plan
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(c)
((j)

(e)

60.
detail
ments,

P~actjces for shielding and isolatM critical circuits;
Descriptions of Suppressiontechnique and devices to be utilized
and their application?..
Bonding and groundingCrjterja.

StJBSYSIWlDESIGN AND cONTROL. ‘Thissectjon should descrjbe”in
how the contractorplans to ensure that all subsystems,equip-
and components suppliedby stibcontractorsand vendors meet the

specif~.edEMR hardness requirements.’

70. PREDICTION AND ANALYSIS. Thjs section should describe in detail
the prec?ictjonand analysis techniquesthe contractorplans to use
Sn h~s EMR hardness program. In addition, this section should describe

how the results from the analyses will be utilized in the development
of the system and provide a proposed schedule for the pl.anned”analyses.

80. ANTICIPATED PROBLM AREAS AND PROPOSRDSOLUTIONS. Thjs section
should iden+.~fvthe areas in which the contractoranticipatesthe major
EMR hardening problems w~ll be encounteredand descrfbe the contractor’s
proposed solutjons to these problems. ,

90. UPDATIIQG. Th+~ ~ect~on should descdbe the contractor’splan

to update the EMR hardness control plan to en$we that the plan accwately
reflects the current EF?Rhardness requirementsthroughoutthe development
prog~am.

..
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“ ‘\ APPWDIXM .

OUTLINE POR EKR W4DNESS TEST PLAN
.

10. INTRODUCTION. This section should describe in detail the EM
hardness tests to be performed In conjunctionwith the system design
and development. The followingdnf’ormationshould be included:

(a) A description of the system t&b<d~velo~<~~—

(b) The objective of the test plan and itg relationshipto the over-
all R4R hardness program for the system.

(C) The scope of the tqst program in terms of the types of tests .
to be performed, the test facilitiesand proceduresto be employed,
and the utilizationof the test data.

)

(d] A general description”ofthe scheduling of the EMR hardness
tests with respect to the system designidevelopmentcycle.

20. APPUCABLB ~TS. This &ection should identi~ those docu-
ments which are applicable to the test program, and describe how the
documents will be utilized.

30. TEST PACUJTIBS AND TBST MSTRWENTATION. This section will
describe the EMR test facilitiesand test instrumentationto be employed .
for eaeh type of test to be performed,and will include: .

(a) The location of the test facilities.

(b] A detailed descriptionof the technicalcharacteristicsand
specifications for each test facility (anechoicchamber, TE34
sell, etc.).

(c) A detzil.eddescriptionof the techn;cal characterlaticsand
specificationsof the test instrumentation(signalsources,
receivers, antennas, etc.) used in conjunctionwith each test
facility.

(d) A detailed descriptionor the test configurationto be empioyed
for DfR hardness tests at each facility, ticluding..thephysical
layout and electrical interconnectionsof the facil%ty, test
instrumentation,and unit under test.

40, UNIT UMDER TEST OPERATION. This section will describe in detail
the o;e~ating status of’ the unit under test during each E?lRhardness
test. 7he rationale for the operating status will be defined, and all
operatingparameters and control settings till be documented.

50. TEST PROCEDURE. This section will fully document the-test pro-
cedures to 5e employed in the EMR hardness tests Includlng:

1 (a)

.

; :lock diagram depicting the test setup for each test method.

M-1
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(b) Detailed ~tep.hy-step procedures enumeratingthe performance
of each test.

(C) A definitionof the test criteria for each test and the relation-
ship of these criteria to the EMR hardness of the unjt under
test.

60. TEST DATA. Th~s section wil~ descr~be the.data to be recorded
during each test, and will include sample data sheets, test logs, and
graphs.

.>

..

.:
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10. IHTHOM3CYIO14. The followlnR Is a list of handbooks and desfgn
gu$des wh$ch may
design engineers

10.1 ~

AD-619666

AD-6?9667
.

AFsc DN 1-4

.

AFSC DR 2-5

AFWL TR 73-68

A!!C Pamphlet
706-235

DARCO?!Pamphlet
706-Q1O

DNA 2114H-1

DNA 2

DNA 2

14H-2

14ti-3

DNA 2114H-4

be of benef~t to program managers, contractors,and
an the area of EW~ krdnksa.”

Alm MSIGHGWIDBS.

‘InterfiwenceReductionGuide
Vol. 1, U.S. Army Electronics
mouth, N. J., AUS. 196q. .

*InterferenceWductlon GuMe,
vol. 2, U*S. ArmQ Eltetronica
mouth, F?.J., hug. Y96Q.

for Design Engineers,w
Laboratories,Ft. Men-

tor Dw@n %@neara?m
Laboratories,Ft. tbQ-

‘Afr Force Systems Command DiMgn Handbook, Ml 1A,
l?kctronmgnet~cCmpatlblllty,” ASD/lWmH, *@ht-
Patteraon,AFB, OH, 5 JanuQrY 19?5.

“Air Force Systems Command Desfgn Handbook? DH 2-5~
Arimment,nASD/ENYHM, Wright Patterson AFB,‘Oil?
15 May 1975.

“ElectromagneticPulse Handbook for Missile and
,Aircraft in Fllght,w A2r Force Weapons LaboratOrYrn
Rirtland AFB, NH, September 1972.

‘EngineeringDesign Handbook, I!ardening.!feapon
systems Against RF Ener&y,” Headquarters,U.S.
Army ?4aterielComnand, Feb. 1972.

“Eng+neeriw Ik4gn Handbook, ElectromagneticCompa-
tjbillty,”Headquarters,U.S. Army Development
and Readiness Command, March 1977.

“DNA EMP Handbook, Vol. 1 -- Dealgn Pr3nctples,”
[CONFIDENTIAL),~fenae Nuclear ~my, Waahing’tem,
D.C!.,5 July 1979*

“DNA DIP ‘Handbook,Vol. 2 :- &nJpMng Analysj.s,w
(CONFIDENTIAL),Defense Nuclear Agency, Washington,
D.C., 5 July 1979.

“DNA W.Handbook, Vol. 3 -- Component Response
and Test Methods,w (CONFIDENTIAL),Defense !luobar
Agency, Washington, D.C., 5 July 1979.

‘DNA EMP Handbook, VO1. U -- Environmentand Applica-
tions,w (CONFIDENTIAL),Defense Nuclear Agency, .
Washington,D.C., 5 July 1979. .
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DNA 2114H-5

DNA 2114H-6

FAA-RD-75-215

KDC E1929

MIL-HDBK-235-1

MIL-HDBK+35-2

MIL-HDBK-235-3

MIL-HDBK-237A

MIL-HDBK-253

MIL-HDBK-760

NASA NHB 5320.3

NASA SP-3067

NAVAIR AD-1115

nDNA EMP Handbook, Vol. 5 -- Resources,W(CONFIDENTIAL),
Defense Nuclear Agency, vash~gton, DOC.? 5 JUIY )

1979.

‘DNA EFIPHandbook! Vol. 6 -- ComputerCodes,n
DENTIAL),Defense Nuclear Xency, ~9h@t?n*
5 July 1979.

(CONFI-
D.C.,

‘Grounding,Bond~ns md sh%e~d~g practloea for
ElectronicEquipmentsand Facillties,nVols. 1-3,
Federal Aviation Admlnkstratlon,Systems Resesroh
& Development service) Washington, D.C., Dee. 1975.

‘IntegratedCircuit ElectromagneticSusceptibility
Handbook,n140Donne11-~ug&s Astronautics Co.,
St. LOUiS, Ho, 1 AUS. 1978.

‘Electromagnetic(Radiated)EnvironmentConsidera-
tions for Design and Procurementof Electrical
and ElectronicEquipment (General Information),a
23 June 1972.

‘ElectromagneticRadiation Environment from Friendly
or Own Force Emitters,w (CONFIDENTIAL),23 June
1972.

‘PlainBeam ElectromagneticRadiationEnvironment
from Hostile Force Dnitters,m (SECRET),23 June
1972.

‘“EMCManagementGuide for Platforms Systemstand
Equipment,w20 April 1973.

‘Guidancefor the Design and Test of Syst’emsPro-
tected Against the Effects of ElectromagneticEnergy,n
28 July 1978.

“U.S. Army SEMI Handbook,n (SECRET),Office of
Missile ElectronicUarfare, White Sands Missile
Range, NM., 11 Sept. 1978.

‘ElectromagneticcompatibilityPrinciplesand Prac+
ticeg,n National Aeronauticsand Space Administra-
tion, Washington,D.C., Oct. 1965.

‘Radio FrequencyInterferenceHandbook,nNational
Aeronauticsand Space Administration,Washington,
D.C., 1972.

Wlectrombgnetic Compatibility Design Guide for
Avionicsand Related Ground Support BJuipment,a
Dec. 1975.
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NAVAIR 5335

NAVELEX 0101, 106

NhVWEPS OD 30393

NSUC

MAVMAT

NSWC

/?AVSEC

---

.

)
NOsc

NRL

NP.WMT

NAVMAT

NPGS

Nswc “

NAV&??T

:.-.!”! ‘1’: -
‘Electromagnetic Compatibility Manual,flApril 1972.

“Naval shore Electronics Criteria Electroumgnetlc
compatibility and ElectromagneticRad5ationNazards,w
Aug. 1971.

‘Design Pr~nciplesand Practices for Controlling
Hazards of ElectromagneticRadiationto Ordnance
(HERO Design Guide),” 6 June ~965.

‘Des~Un Handbook for Control of RF/14icrowaveElec-
tromagnetic Eff’eats, “ Naval Surface Weapons Center,
Dahl&ren,VA, 30 SePt. 19??.

~TESSAC ElectromagneticEnvironmentEffects llVT&E
Program Plan,w Naval Material Command, Washington,
D.C., 24 my \978.

‘TESSAC Ftnal Report for EN Vulnerabiltty,”Naval
Surface Heapons Center, Dahlgren, VA, 1 June 1977.

‘TESSACElectromagneticSafety Study Group,m Naval
Ship EngineeringCenter, Washington,D.C., 31,May
19?’?.

“TESSACEM-Power Task Technology capabilitiesSpeci-
fications,”Naval Ocean Systems Center, San Diego,
CA, 12 July 1977.

“TESSAC Final Report on Electronic Counter-Counter-
measure3,n (SECRET),Naval Research Laboratory,
Washington,D.C., 15 July 1977.

“TESSAC ElectromagneticEnvironmentEffects --
Summary Report to Chief of Naval Material,”Naval
Material Coumand, Washington,D.C., 30 Sept. 1977.

“TESSAC
tiona,m
30 Dec.

“TESSAC

Plan for Ensuring E3 Controls in Acquisi- .
Naval Material Command, Washington,.D.C.,
1977.

ElectromagneticCompatlbllitySurvey,w
Naval Post GraduateSchooI, Monterey, CA, September
1977.

‘TESSAC EMP ProtectionEnglneerhg Study,n Naval
Surface Weapons Center, White Oak, MD, 1 July 1977.

‘TESSAC In-ServjceSupport Plan for Electromagnetic .
EnvironmentEffects.n Naval Materjal Command,Wash-
ington, D.C., 5 May”19?8.

.
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APPmx%

DEFINITIONS~

10. MFXHIT’IOHS.
t

o

AcRom
.

Analog (Linear)Device n A device that operateswith variables repre-
sented by cont~nuouslvvarying physical quantiti??a.

Aperture - An open$.ng ~n a shield through which electromagnetic enerw

may pas9.

Composite Environment - A single ~vl~~ntal profile which represents.
an integrationof the various electromagneticenvironmentsto wh~ah
the system ia expoge~.

Coupling - The transfer of electromagneticenergy between fields,wires,
circult3~ equlpment9, or system9.

Degradation~ An undesired change ~n the operationalperformanceof
a device, c5rcu~t, subsystem,or system as the result of interference.

Diultal Dev$ce - A devjce that operates on the basis qf discrete nwmerf-
“.. - cal techniques in which the variables are representedby coded pulses

“)
or states.

.

Electromagnetic Cwpatfh?.llty - The capabilityof equipmentsor systems
to be oDerateciin the$r Intended operationalenvironmentat.deskned
levels o?” eiY’iciency without caustnu or exper$encin.g degradation--owing

to unintentional electromagnetic interference.

~lectrmamet~c Envf~onment - The elect~oma.aneticlevels that %mplnae .
on the system at a particular time and locatfon jn ~-~ec. me gro~d
environmentlnclude~ all 8round-basedand ahjp-basedemitters in a
specifiedgeographicalarea. The coslte environmentincludes all euWt-
ters on-board the del$very aircraft. The Interajteenvironmentconsf.s’ts
of all emitters from aircraft other than the dellvery aircraft. The
approach-to-targetenvironmentwill include any radiation from the
target itself and the ground environment adjusted for the crl.tical
range of the system. .

.
EMR Hardness - The degree or extent to WMeh%? Syktk;”.’is”imsuneto
EUR sugceptlbilfty.

ElectromagneticInterference- The phenomenon resultingwhen undesired
electromamettc ener~y causes unacceptableresponses In the intended
operationof electronic equ~pment, subsystems,or systems.

D4R Susceptibility- The characterj.stjcof a component or system which
permits undesjred responses when exposed to a rad-iatedelectromagnetic

) environment.The system susceptib~lttylevels are those determined
to cause degradation +n the intendedperformanceof the system.

I

I
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EMR Vulnerability- The characteristicof a system that permits.degrada-
tj.onsufficient to Compromise the system mission when exposed to its
ant!c!pated EMR environment. Et4Rvulnerabilityexists when an EMR
environment level for a system equals or exceeds the corresponding
EMR su’scept?.bilitylevel.

Far-Field - Two major crlteriz exist for defining the far-fieldregion
of an emitter. One cr~terion is base,don the maximum allowablephase

dev?at!on across an aperture; In th$s case a value “of 2D2/A Is cossricnly
use+, where D Is the maxi.siumaperture dimensionand A Is the longest
wavelefigth under consic!eratjon. The other ”criterion concerns the dis-
tance required for the radiationf~elds to predominateover the lnduc-
t~.veand elect,rogtaticfields, and thjs dtstance is commonly taken
to be three to fjve wavelengthsfrom the radiatingantenna.

Ffeld.Strength - The megnjtudeof the electrfc or magnetic field vec-
tor, measured in V/m,.or A/m, respectively. At frequencies above about
100 VHz, field strength in the far field {s conventionallyspecified
as a power densitv (see Power DensltY).

Hardenin& - The use of techniquesand devfces designed to improve the
susceptlbil~tycharacteristicsof a device, subsystem,or system.

Near-Fjeld - The region between an emitter and its far-fieldregion,
the value of which depends on the particularcriterionbeing considered
(see Far-Fjeld).

Plane Wave - An electromagneticwave whose equiphasesurface approproxi-
mates a planar wavefronto

Platform - As used in this handbook, the platform is consideredto
be synonymouswjth the dellveryaircraft.

Power Densjty - The rate of energy flow per unit area (may be expressed
2 2 2as W/m , mW/cm , dBm/cm , etc...). Power density may be used to define

the Intensity of an electromagneticenvironment.

Rad5.atlon - The emtssion of energy in the form of electromagneticwaves.

Rect~ficatjon- As used in this handbook, rectiftcatlonIs the basic
interference mechanism whereby the modulationof an RF signal iS detected
(~ectified)jn a nonlinear element.

Subsystem - A collectionof devfceg or equipmentsdesiened and integrated
to functionas a ma.lorpart of a system and to perform an operational
function or funct~ons.

System AcqujsjtionC!?Cle- The time perjod beginning
developmentphase and extendingto the completionof
tion of a system.

with the concept
full-scaleproduc-

/
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System Life Cycle - The time period beginningwith the concept develop-
ment phase of a systerrand extending until the system has been phased
out of inventory.

System - A composite of subsystems and qu~P-ts capable OF Perfo~3m3
an ope~ationalrole.

Survivab~litv- The zbility of a system to perform lts Pequ%red ❑%sslon
during or after its exposure to an EUR environment.

Tailoring - The tailor$ng of specifications and standards 53 the pro-
cess by which the requirements of a specificationdooument are adapted
to the pecullarit~es,operational requirements,or chr8cterlstlcs
of a system being developed and the electromagnetic!environment in
wh~ch the system must operate.

Theatre - A Reographfcalarea of operation(j..e.,European, Medtterramean,
Pacific,etc.).

Waiver Analys~s - Determination of the impact of relaxing pakrtjcult!r
specificationsor requirefnen~son overall system perfo.rmanoe.

Wave Impedance - The ratio of the electrlcto magnet~c f%eld Vectors

at a particularpoint in space.

20.

CDR

Cw

DCP

DID

Dor.)
~3

ECAC

ECCII

ECM

ECP

EED

EPIC

EMCAB

EMI

E!@

Em

~J4~

ACROWWS. .

Critical Desfgn Revjew

ContinuousWave

Dee?.sionCoordtnat$nK Paper .

Data Item Description

Departmentof Defense

ElectromagneticEnvironmentEffects

ElectromagnetictimpatibilityAnalysisCenter

Electronic Counter Counter Measures “q

Electronic Counter Measures

EngineeringChange Proposal .
Electro-ExplosiveDev5ce

Electromagnetic

Electromagnetic

Electromagnetic

Electromagnetic

Electromagnet~c

Electromagnetic

Electromagnetic

Compatibility “

CompatibilityAdvisoryMard

Env~ronment

Interference

Pulse

Radiation

Stascept?bflitv

0-~-
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EMV

ERP

FEBA

GEMACS

HERO

IAP

IEMCAP

MENS

MOA

MOM

NCAP

‘PDR
.

pM ..

PND

POE

PRF

Pw

RADC

RF

RFP

SON

sow

SPICE

SPO

STS

TEMP

ElectromKnetic Vulnerability

EffectiveRacljatedPower

Forward Edge of the Battle Area

General ElectromagneticModel for the Analysis of Coqlex SYste~

Hazards of ElectromagneticRadiationto Ordnance,

IntrasystemAnalysjs program

IntrasystemElectromagneticCompatibilityAnalysis Program

M$ssjon Element Need Statement

Memorandumof Agreement

Method of Moments

NonljnearCircuit Analysis Program

p-elj~fnarv D.e~@n

Program Manager

Program Management

Points of Entrv

Review

D~rective

Pulse RepetitionFrequency

Pulse Width

Rome Air Development Center

Radio Frequency

Request for Proposal

Statement of Need

Statementof Work

SimulationProgram w~th IntegratedC~rcult Emphasis

System Program Office

Stockpile-to-TargetSequence

Test and Evaluation Master Plan

\
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